target

services

g ﬁs BANCA D'ITALIA  BANCODEESPANA
s FUROSISTEMA Eurosistema

Common Reference Data Management
User Handbook — Book 1
R2024.JUN
Author 4CB
Version R2024.JUN
Date 22/02/2024
All rights reserved.




[ BANCADITALIA BANCODE ESPANA

Common Reference Data Management t r\ t
BANQUE DE FRANCE EDEUTSCHE - User Handbook a g E

BUNDESBANK

EUROSYSTEM

LI I Lo Y o] o L=V =i o o PO RR 15
T o To 18 ox 1T o I PP EPP TR 17
1.1 Overview of the User HANADOOK.................cooiiii e 17
(R I B TS =Y g T T (] oo |V PSR 17
To1 2 UHB SEHUCHUIE ..eeeeiiieeeee ettt ettt e e e e e sttt e e e e e s e bbb e e et e e e e e s nbnbe e e e e e e e e sannbnbneeeaeeeeas 20
1.2 Overview of the Graphical User Interface ... s 21
1.2.1 Setup and LOGIN PrOCEAUIES ........oiuiiiie ittt ettt nb et e s b e e s ab e e e e s annneee s 21
T.2.2 GUI STTUCTUIE. ...ttt ettt e e o4 e s bttt e e e e e s e bbb e e e e e e e e e s nbnbe e e e e e e e e sannbnbneeaeaeneas 23
1.2.2. 1 MENU SETUCTUIE ... s 23
1.2.2.2 SCIEEIN STTUCTUIE ... s 24
1.2.2.3 SCIEIN TYPES .. ciiiiiiiiitttit it e ettt ettt e e e e sttt e e e e e sttt e e e e et b e e e et e e e e et e r b r e et e e e e e s aann e e e e e e e e s 26
1.2.2.4 Field TYPES @NU PrOPEITIES .....uuuui s 27
1.2.2.5 CommOon BUEONS 8N ICONS ......uuiiiiiiiiiieietee ettt e et e e e e s e s reeaaeeeeas 34
LR IV 1 [ To F= 11T SRRSO 40
1.2.4 Communication NetWOrk and SEIVICES .......coiiuuiiiiiiee ettt e e e e r e e e e s e saeeeeeeaee e s 44

1. 2.5 USEr AQMINISTIAION ..ceiiiiiiiieiii et e et e e e e e s bbb e e et e e e e e st bt e e et e e e e e e annnnneeeaaeeeas 44
1.2.6 Security and CertifiCatiOnN SEIVICES .......cuiiieiiiiiiiiiiiie ettt et e e e e s et e e e e e e s e sanbbreeeaaaeeeas 44
12,7 ONIINE HEIP .. ettt ettt e ettt e e s bbbt e s bbbt e e s bbb e e e snbr e e e s annneee s 44

2 SCreeN REFEIENCE PAIt ... ..eiiiiiii ittt e e e s e et e et e e e s s st et e eeeaeeesaansnbaeeeeaeeesnnsnteeeaaaennan 46
N B € T-T o T - | PSPPSR 46
2.2 SBIVICES ..oiiiiiiiieieiiii et e oo et e e e et e e e ee e e e e e —— e e et e eeeeee o aa—eeteeaeeeaaanaareaeeeaeeeaaannrataeaeeeeeaannnes 51
2.2.1 AQIIONAl SEIVICES ...ciii ittt e e e e st e e e e e e et e e e e e e e anrrrareeaaeaean 51
2.2.1.1 Data Changes — Search/List SCreen ... 51
2.2.1.2 Data Changes — DetailS SCreeN ........cccoe i 54
2.2.1.3 Queued Data Changes - SearCh/List...........ccooooiii 57
2.2.1.4 Queued Data Changes — DEtaAllS ........cuuiiiiiiiiee ittt 60
2.2.1.5Inbound Files — SEAICH/LISE ..ot e e e s er e e e e e s s reeeeeeeee s 62
2.2.1.6 INDOUNT File — DELAIIS ......eeeeiieeiiiee ettt e e e e e e re e e e e e as 65
2.2.1.7 Inbound Message — SearCh/LiSt ... 67
2.2.1.8 INbOUND MESSAGE — DELAIIS ....ccoiiiiiieiitiie et 72
2.2.1.9 OutbouNd Files — SEAICH/LIST .......eeiiiiiiie ettt ee e e e s ee e e e e e s ennereeeeaeeeean 75
2.2.1.10 OutbouNd File — DELAIIS ....cceeiiiiiiiiiiie ettt e e e e e e e e e e 77
2.2.1.11 Outbound Message — SearCh/LiSt ... 80
2.2.1.12 Outbound MeSSage — DELaAIIS .......ccoiiiiiiiiiiiie e 85
2.2.1.13 Available Reports — SEArCH/LIST ........cuuiiiiiiiie et 88
2.2.1.14 Available RePOrts — DELaIlS...........uuiiiiiiiiiiiiii ettt a e a e 91
2.2.1.15 Available Reports - Statement of Common Reference Data details ............cccccevviiiiiiennnenn. 93

b3 1 O Y111 o 1[0 o PP UUOTPUPRTPTN 97
D Bt B = T 11 SRR 97
2.3.1.1 PartieS — SEArCH/LIST SCIEEN .......uueiiiiieie ettt e e et e e e e e e e abebeeeeaaeeeas 97
2.3.1.2 Party — DetailS SCIEEN ......ueiiiiieii ittt e ettt e e e e e s e s bbb e e e e e e e e e anneeneeeas 104

All rights reserved. Page 2



[ BANCADITALIA BANCODE ESPANA

Common Reference Data Management
i, EDEUTSCHE - User Handbook I an 9 € I )
ot BUNDESBANK

EUROSYSTEM

2.3. 1.3 Party — NEW/EGIL SCIEEN.....cciiiei it iiiiiiite e e s e e e e e st e e e e s s st e e e e e e s e ssnnteaereeeeessannnsrnneees 110
2.3.1.4 Technical Addresses Network Services Link — Details SCreen ..........cccoceevviiieeiiiiieeeinieeeens 126
2.3.1.5 Technical Addresses Network Services Link — New/Edit Screen...........ccooecvivieeieeiiniiiinnenn. 127
2.3.1.6 Party Service Link — Search/LiSt SCreeN ..........uueiieeiiiiiiiiiiee e 130
2.3.1.7 Party Service Link — Details SCrEEN .......ccoiiiciiiiiiie ettt e e e e 135
2.3.1.8 Party Service LiNK — NEW/EAIt SCIEEMN .......cocuuiiiiiiiiie ittt 138
2.3.1.9 TIPS Directory — SearCh/LiSt SCIEEN .........cicuiiiiiiiiee ittt ettt sire e e 147
2.3.1.10 Restricted Parties — SEarCh/LISt SCrEEN........ccivuiiieiiiiiie it saeeee e 149
F R A O 1~ o PR STPSP 151
2.3.2.1 Cash Accounts — SEArCh/LISt SCIEEM ........cicuuiiiiiiee et 151
2.3.2.2 Cash AcCOUNt — DELAIIS SCIEEN ........uiiiiiie ittt e e e e e e e e s e e eeeeeas 158
2.3.2.3 Cash Account — NEW/EAIt SCIEEM ......cciiiiiiiiiiiiieiie ettt e e et e e e e e s e e eaabeneeeas 165
2.3.2.4 LiMitS — SEAICH/LIST SCIEEN .....coi ittt e e e e s enee s 185
2.3.2.5 LiMit — NEW/EGIt SCIEEN ..ueeiiiiei ittt e ettt e e et e e e e s e st e e e e e e s e snnnbeaeeeeeeeseannneeneees 191
2.3.2.6 Authorised Account User — SearCh/list SCreeN.........oovcciiiiiiiie e 196
2.3.2.7 Authorised Account User — NEW/EAIt SCIEEN ........cooiiiiiiiiiiiieae et 200
2.3.2.8 Standing/Predefined Liquidity Transfer Order — Search/List Screen........................c.c. 205
2.3.2.9 Standing/Predefined Liquidity Transfer Order — Details SCreen........ccccceevevccviiieeeeeeiesiiieeenn, 211
2.3.2.10 Standing/Predefined Liquidity Transfer Order — New/Edit SCreen ...........ccccvvveeeveeeeeicnvennnnn. 216
2.3.3 AcCess RIGNES MANAGEMENT......coii ittt e e e e s e e e e e e e nrb e eeeaeeaas 223
2.3.3.1 USErs — SEAICN/LISE SCIEEM .....coi ittt e e st e e e e e s e eeee s 223
2.3.3.2 USEI — DELAIIS SCIEEN .....uutiiiiie ettt e et e e e e s e st e e e e e e s e st aeeeeeeeeeasnnseneees 228
2.3.3.3 USEIr — NEW/EAIt SCIEEN ....eeiiieeieiitiiieet e e e ettt e e e e e et e e e e e e s e st e e e e e e s e snnnteaeeeeeeeaeannnseneees 231
2.3.3.4 Certificate Distinguished Names — Search/List Screen...........ccccccceii, 233
2.3.3.5 Certificate Distinguished Names — NeW/Edit SCreen ...........cccccoeeiiii 236
2.3.3.6 User Certificate Distinguished Name Links — Search/LiSt SCreen.......cc.cccoeecvvviveveeeiiiccvnnnnnn. 237
2.3.3.7 User Certificate Distinguished Name Link — New/Edit SCreen .........ccccceeevvviciiieenee e, 241
2.3.3.B R0IES — SEAICH/LIST SCIEEN ..ottt e e e e e e e e e seabeneeeas 244
2.3.3.9 ROIE — NEW/EAIL SCIEEN......oiiiiiiiiiit ittt e e e e s et e e e e e e e s b eeeeeas 247
2.3.3.10 Grant/Revoke System Privileges — Search SCreen ..........occveeiiiiiiiiiiiiee e 248
2.3.3.11 Grant/Revoke System Privilege — DetailsS SCreen .........ccooiuiiiiiiiiiiiiiiee e 250
2.3.3.12 Grant/Revoke System Privilege — NeW/Edit SCreen...........cccooeeiiiiiii 252
2.3.3.13 Grant/Revoke Cross-System Entity Object Privilege - Details Screen................................. 257
2.3.3.14 Grant/Revoke Cross-System Entity Object Privilege — New/Edit Screen ..........cccccvvveeeenns 258
2.3.3.15 Grant/Revoke Object Privilege - Details SCreeN........c..eviiiiiiiiiiiiiiee et 263
2.3.3.16 Grant/Revoke Object Privilege - NEeW/EdIt SCreeN ..........eeeiiiiiiiiiiiiiiiie e 264
2.3.3.17 Grant/Revoke Roles — Search/LiSt SCIrEEMN .......ccuiui ittt 270
2.3.3.18 Grant/Revoke Role — DEtailsS SCreeMN........cccuuiiiiiee et e e s seee e s ereerr e e e e e s e e eneaneees 272
2.3.3.19 Grant/Revoke Role — NEW/EAit SCIEEIN .......uuuuiiiieeeie ittt e e e e s s seteee e e e e s e snnreeer e e e e e e e s nneeneees 275
2.3.3.20 Privileges — SEArCh/LIST SCIEEN .......ccii ittt e e e e enb e eas 279
2.3.3.21 Secured Groups - SEArCh/LISt SCIEEN ..........uuiiiiiie it 282

All rights reserved. Page 3



[ BANCADITALIA BANCODE ESPANA

Common Reference Data Management
i, EDEUTSCHE - User Handbook I an 9 € I )
ot BUNDESBANK

EUROSYSTEM

2.3.3.22 Secured Group - DetalilS SCIEEN.......cuiiiii it e e s e e e e e e e s snraneeees 285
2.3.3.23 Secured Group — NEW/EIt SCIEEN ......coiiiiiiiiiiiiiiee ittt e e ee e 288
2.3.3.24 User Access Rights Check - Search SCreen .........ccoiiiiiiiiiiiiiiieee e 291
2.3.3.25 User ACCESS RIGNLS - LISt SCIrEEN ...uvvvieie ittt e e rar e e e e e e e nnranae s 293
2.3.4 MeSSAGE ANU REPOITS ... .eeiiiiiiiiiie ittt st s st e e s s bt e e e sttt e s s bt et e s ensbee e e enbeeeeennbaeeesnnnes 296
2.3.4.1 Message Subscription Rule Sets — Search/LiSt SCreen ..o 296
2.3.4.2 Message Subscription Rule Set — DetailS SCre@N ..........eoeiiiiiiiiiiiiee e 301
2.3.4.3 Message Subscription Rule Set — NEW/Edit SCIEEN ........uvveveeeiiiiiiiiieiee e 306
2.3.4.4 Message Subscription Rule — NEeW/Edit SCIrEEN .........ccciviiieie e 310
2.3.4.5 Report Configurations — SEarch/LISt SCIrEEN ..........ceiiiiiiiiiiiiiie e 321
2.3.4.6 Report Configuration — DetailS SCrEEN ........c.eeiiiiiiiii e 328
2.3.4.7 Report Configuration — NeW/Edit SCreen..........ccooeiiiiiiii i, 332
2.3.5 Market Specific CONfIGUIATION ..........uiiiiiiie et e e e e e e e e e e as 342
2.3.5.1 Restriction Types — SearCh/LISt SCrEEN .........ciiiiiiiiiiiiiiie e 342
2.3.5.2 Restriction TYpe - DetailS SCIEEN ......couviiiiiiiiie it 347
2.3.5.3 Restriction Type - NeW/Edit SCreeN........ccoooiiiiiiiii 351
2.3.5.4 Restriction Type Rule - NeW/Edit SCreen ..., 356
2.3.8 NetWOrk ConfigUIAtION ... ...iii ittt e e e et e e e et e e e e st e e e e sntaeaeesntaeeeaannes 370
2.3.6.1 Distinguished Name-BIC Routing — Search/LiSt SCreeN .........cccocueeiiiiiiiiiiiiiee e 370
2.3.6.2 Distinguished Name-BIC Routing — New/Edit Screen.............cccceoiiii 375
2.3.6.3 Routing — SearCh/LISt SCrEEN .........ccoe i 379
2.3.6.4 ROULING — NEW/EIt SCIEEM.....ceiiiiiiiiiiitie ettt e et e e e sbe e e e e sbreeeeanes 383
2.3.6.5 BIC Directory — SarcCh/LiSt SCIEEN ........coiiiiiiieiiiiiie ittt e e bree e 390
2.3.6.6 Network Services - SEarCh/LISt SCrEEN ..........uuuiiiiii it 394
B T S 1ol a =T U1 o To PP PP TP PPPPPPPRPN 396
2.3.7.1 Closing Days — SEArCh/LISt SCIEEN ........ccciiiuiiiiiiiiiee ittt bree e 396
2.3.7.2 Event Types — SEArCH/LIST SCIEEN ......vviiiiiiiiee ittt e e e e 400
2.3.7.3 Event TYpe — DetailS SCIEEN ......cuueiiiiiiii ettt e e ee e 402
2.3.8 General Configuration Parameters ... 404
2.3.8.1 System Entity — SEarch/LiSt SCIEEN ........cciiiuiiiiiiiiiie e 404
2.3.8.2 Minimum Reserve Configuration Search/List Screen...................L 407
2.3.8.3 CUITENCIES - SEAICH/LIST SCIEEN .....uutiiiiii ittt e e e e e eeee s 409
2.3.8.4 CoUNLries - SEArCH/LIST SCIEEN.......uutiiiiii ettt e e e e s e aabeneeeas 411
P2 TR 1= 11111 o T PSPPSR 413
2.3.9.1 Invoice Configurations — Search/LISt SCrEEN..........ceiiiiiiii i 413
2.3.9.2 Invoice Configurations — DetailS SCreeN..........ccoiciiiiiiiiiii e 417
2.3.9.3 Invoice Configuration — NEW/EIt SCrEEMN ........ccciiiiiiiiiiiiie ittt 421
2.3.9.4 VAT — SEAICH/LISE SCIEEM ...eivieieiiiiiiiit e e e ettt ettt r e e e s e st e e e e e s e annnbaaereeeeeseannnseneees 429
B e IS Y e N[ o 1o == o S 432
2.3.9.6 Service Items — SEArCH/LISt SCIEEN ......ccoiiiiiiiiiiiiee ettt 435
2.3.9.7 Service Item — DEtailS SCIEEN .........uuiiiiii ittt e e e e e eee s 438

All rights reserved. Page 4



[ BANCADITALIA BANCODE ESPANA

Common Reference Data Management
i, EDEUTSCHE - User Handbook I an 9 € I )
ot BUNDESBANK

EUROSYSTEM

2.3.9.8 Tariffs — SEAICH/LIST SCIEEN ...cciiiiiiiii ittt e et e e s sbe e e s sbeeeeeanes 440

2.3 10 RBVISIONS .. 442
2.3.10.1 Revision/Audit Trail — LiSt SCre@n........coo i 442
2.3.10.2 Revision/Audit Trail — Details SCre@n .......cc.evviiiiiie e 443
2.3.10.3 Common Reference Data Revisions - Search/LiSt SCrEEN ..........ccoevvvveeiiiiiieeiiiieeeiiieeee s 445

- PP PPOUPRPTPPPP 447
2 S T O 1] o T PRSP 447
2.4.1.1 Account Monitoring Group — Search/LiSt SCreEN ........cccuuiiiieeei e 447
2.4.1.2 Account Monitoring Group — Details SCreEN ........cceciiiiiiiiiiiie e 451
2.4.1.3 Account Monitoring Group — NeW/Edit SCrEEN ..........cociiiiiiiiiiei e 453
2.4.1.4 Liquidity Transfer Group — Search/LiSt SCrEEN..........cocuiii it 457
2.4.1.5 Liquidity Transfer Group — Details SCre€n.........ccooeeieiiiiiii i, 459
2.4.1.6 Liquidity Transfer Group — NeW/Edit SCreen ..., 461
2.4.1.7 Settlement Bank Account Group — Search/LiSt SCrEEN..........ceiiiiiiieiiiiiee e 465
2.4.1.8 Settlement Bank Account Group — DetailS SCreeN..........coiiiiiiiiiiiiii e 468
2.4.1.9 Settlement Bank Account Group — NeW/Edit SCreen ... 471
2.4.1.10 Direct Debit Mandate — Search/LISt SCIEEN ........cccoiiiiiiiiiiie e 475
2.4.1.11 Direct Debit Mandate — NEW/EIt SCrEEN ........cciiiiiiiiiiiiiiiee e e e 479
2.4.1.12 Standing Order for Reservation — Search/LiSt SCreeN ..........ccoviiiviiiiiiiei i 483
2.4.1.13 Standing Order for Reservation — New/Edit Screen.............ccccceoi 487
2 Py oo 490
2.4.2.1 Banking Group — S€arch/LISt SCIEEM ......ccoiiuuiiiiiiiiie ittt 490
2.4.2.2 Banking Group — DetailS SCIEEN .......ciuuiiiiiiiiie ittt e et e e sbe e e e e 493
2.4.2.3 Banking Group — NeW/Edit SCreenN ........cccooiiiiiiiii 495
2.4.2.4 Ancillary System Bilateral Agreement — Search/List Screen..............cccccc . 500
2.4.2.5 Ancillary System Bilateral Agreement — NeW/Edit SCreEN .........ccceeeiiiiiiiiiiiiee e 504
2.4.2.6 Ancillary System Procedures — Search/LiSt SCreeN ..........cocuviiiiiiiiiiiiiiee e 508
2.4.2.7 Ancillary System Procedure — Details SCre€N .........cooooieiiiiiiiiiii 511
2.4.2.8 Ancillary System Procedures — NeW/Edit SCreen..........cccceeeiiiiii 512
2.4.2.9 Billing Group — SEArCh/LISt SCIEENM.........eii ittt e et e e b e e e 524
2.4.2.10 Billing Group — DEtAIIS SCIEEN......cciiiiiiii ittt e et e e e sbreeeeaaes 527
2.4.2.11 Billing Group — NeW/Edit SCrEEN ......cccoi i 530
P N @0 1110 [ =1 1 o] o I PP T PR PP PPPTP 534
2.4.3.1 CLM RepOosSitory — SEaArch/LISt SCIEEIN ........cuueiiiiiiiiie ittt e e 534
2.4.3.2 RTGS Directory — SEarch/LISt SCIEEM .......cicuuiiiiiiiiee ittt breeeeaes 537
FUSEI INSIIUCLIONS PAIT ...ttt e e e ettt et e e e e e st et e e e e e e e e e e anbebeeeeae e s e annbneeeeas 540
B T o T= T - S 540
K I B o 1] = LRS- 1001 £ T P PP PPP P TTPPPP PP 541
3.2.1 Digital SigNAUIE (NRO)....ciiitiiiieiiiiie ettt sttt e ettt sttt e st e e s tbe e e e s anbee e e ssbe e e e s anbbeeesanneeeens 541
3.3 ACCESS RIGNES 1oiiiiiiii et e e e e e e e e e et e e e e rae e e e anrees 543
3.3.1 Configuration Of 8 ROIE..........uuiiiiiiiiii et 543

All rights reserved. Page 5



[ BANCADITALIA BANCODE ESPANA

Common Reference Data Management
i, EDEUTSCHE - User Handbook I an 9 € I )
ot BUNDESBANK

EUROSYSTEM

3.3. 1.1 Create @ NEW ROIE ..ottt e e e e e r e e 544
3.3.1.2 Grant Privileges t0 @ ROIE........oooiiiiiii et 545
3.3.1.3 Grant System and Object Privileges t0 a ROIE .........coooiiiiiiiiiiii e 546
3.3.1.4 ASSIGN @ ROIE 10 @ PAIY ....cceiiieii ittt et e e e e e e e e e e s e st r e e e e e s e annrenaeees 550
3.3.1.5 ASSIGN @ ROIE 10 @ USET ....uiiiieieieiiciiiiiie e ettt e e e e s e e e e e s e st e e e e e e s e s nnteaaeaeeeeseannnrnnneees 552
3.3.2 Configuration of a Privilege (TWO-Step APProach)...........eeiiiiiieiiiiiieiiieee e 554
3.3.2.1 Grant @ Privilege t0 @ Party.........ccueiiiiiiiieiiiiiee ittt sbre e 555
3.3.2.2 Grant PrivIlEge 10 @ USEI .....cccieiiiiiiiiiice ettt sttt e e e e e st e e e e e s e st e e e e e e s e annrrnnees 559
3.3.2.3 VIEW PriVilege DELAIIS ......uviiiieieii ittt e e e e e s e s e e e e e e s e st r e e e e e s e e nnnrrnaeees 563
3.3.3 Configuration Of & SECUIEA GrOUP.........uuuiiiiiieiee ittt ettt et ettt e e nbr e e anneeee s 564
3.3.3.1 Create @ NEW SECUIEH GIOUP ...oiueeieeitiieeeitieee e sttt e e e st ee e e sbe e e e s sbe e e e s aabseeessbneeesanreeessbreeeeane 564
3.3.3.2 Assign a Secured Object to a Secured GrouUp.........ccoeeeeeiiieiiiiieee e, 565
3.3.4 CoNnfigUIatioN OF @ USEI ....cooiiiiiiiiiii ettt e e e s e et e e e e e e e s snab b e e e e e e e e e aannes 567
3.3 4.1 Create @ NEW USEI ... 567
3.3.4.2 Create a New Certificate Distinguished Name ... 568
3.3.4.3 Create a New User Certificate Distinguished Name LinK..............ccccc, 569

3.3. 4.4 Grant Privilege t0 @ USEr ......ccooo i 570
3.3.4.5 ASSIgN @ ROIE 10 8 USEI ..cciiiiiiiiiiiiiee ettt e et e et e e e sbreeeeanes 574
3.3.5 Usage Of the 4-EYES MOUE.......ccoiuiiiiiiiiiie ettt ettt e e nnbn e e e s snnneee s 576
3.3.5.1 Initiate an Action inN 4-Eyes MOUE .........ccooiiiiiiiii 576
3.3.5.2 Approve an Action in 4-EyeS MOdEe ... 577

i RUIE SBES it e e 578
3.4.1 Configuration of a New Message Subscription RUIE Set ..........ccuveiivieiiiiiciieee e 578
3.4.2 Create a New Message Subscription RUIE Set.............ueeiiiiiiiiiiiiiiiie e 578
K I Yo [ UT Lo 11V I =T ] = S PP PPR PP 580
3.5.1 Creation of a New Standing/Predefined Liquidity Transfer Order..........cccccoviiiiiiiieinieee e, 580
3.5.1.1 Create a New Standing/Predefined Liquidity Transfer Order..........ccccooeeiiiiieiiiiiieeeiniieeens 581

K e T AV (Y EoT g F=To 1=T0 1 T=T o PR TTPPPO 582
3.6.1 Administration Of PartiCIPANTS...........coiii i e e e e e e e e e e e aaaes 582
3.6.1.1 Create @ NEW PartiCIPant.........couiuiiiiiiiiiee ettt e et e e e sbee e e e sbneeeeaaes 583
3.6.1.2 Edit an EXIiStiNg PartiCIPANT .......coiuuiiiiiiiiieeiiiie ettt et e e e sbneee e 585
3.6.1.3 Delete an EXxisting PartiCipant..............coooori i 588
3.6.1.4 Create a Party Service LinK ... 589
3.6.1.5 Create a Distinguished Name-BIC Routing configuration ..............ccccoovveeiiiiieeeiniieee e 591

K (T o To ] £ SO PP PP P PP PP PP PP 591
3.7.1 REPOI ManN@QEMENT.......oiiiiiiiiii ettt ettt e st et e s bt e s s e e e s b b et e s bnn et e s anbn e e e s nnnneee s 591
3.7.1.1 Create a New Report CoNfigUIation ...........oouuuieiiiieiiiiiiiieee et 592
3.7.1.2 VIieW AVAIIADIE REPOIS ....cci ittt ettt et e et e e et e e e sntee e e e sbbeeeeanes 593

k3 VA ST o] o I ST OPPPP PR 594
3.8.1 MONItOrING Of REVISIONS ....coiiiiiiiiiiiiiie ittt ettt et e e s e e e s 594
3.8.1.1 VIEW REVISIONS ..ottt ettt e ettt e e e e e e s bttt et e e e s e s nnb bbb e eea e e e e aannbenneeas 594

All rights reserved. Page 6



[ BANCADITALIA BANCODE ESPANA

Common Reference Data Management
i, EDEUTSCHE - User Handbook I an 9 € I )
ot BUNDESBANK

EUROSYSTEM

3.9 ACCOUNT MANAGEMENT .. ..ttt ettt e ekt e e e st e e e st et e e e aa b bt e e e asbe e e e e anbr e e e s anbreeeeannns 596
3.9.1 Administration of CaSh ACCOUNES .......ciiiiiiiiiiiii e e et e e e e e e s s e e e e e e e e s e anenes 596
3.9.1.1 Create @ NEeW Cash ACCOUNL .......c.uuuiiiiiiee ettt e ettt e e e e et e e e e e e s e s ennb e e eea e e s e annreeeeeas 596
3.9.1.2 Edit an EXisting Cash ACCOUNL...........cuiiiiiiiiiiieiir e e e e e e s s s e e e e e e s s arnnreneees 597
3.9.1.3 Delete an EXiSting Cash ACCOUNL .......cciiiiiiiiiiiieiire e sttt e e e e e e sreee e e e e s e s s e e e e e e e s s nnrenneees 599
3.9.1.4 Create a Cash ACCOUNES GIOUP .......ccoiurttiiiuiieeeitieeeeatteeeesbereessbre e e e sbereessbeeeessbreeessrneeeeane 600
3.9.1.5 Create an AuthoriSed ACCOUNE USEI ......ciiiiiiiiiiiiiiee ettt e e et e e e e e e e enneeeee s 601
3.9.1.6 Edit an AUthOriSEd ACCOUNT USET .....cciiiiiiiiiiiiee s iiiie et steee et e st e et e e s snbeeeessbeeeeeanes 602
3.9.1.7 Delete an AUthoriSed ACCOUNT USET .......ooiiiiiiiiiiiiiee ittt ettt e s e e e b eeeanes 603
3.9.1.8 USAJE Of RTGS DIFECIOIY ... .veeeeiiiiieieeiti ittt ettt e st e st e e e e st e e e s sabr e e e e sbreeeeaaes 603
3.9.1.9 Change the Limit of & Payment Bank .............coooiiiiiiiiiiiii e 605
3.10 TECHNICAI AQAIESSES ...viiiiiie ettt et e e e s ettt e e e e e s s e ta e e e e e e e s santeereenaeeeeaannsnneees 606
3.10.1 Configuration of @ TeChNICal AAAIESS .........ueiiiiiiiii e 606
3.10.1.1 Add a new Technical ADdress to @ Party...........ccceeiiiiiiiiiiiiee e 606
3.10.1.2 Create a New Technical ADdress Service LiNK .........cccuuuiiiieeiiiiiiiiiiee e 608

TN ] 1= OO TSP PEPP SOOI 610
L BT (T 1 1 =T o TP PP UPPPPPPPPPPTN 610
4.1.1 ACCOUNT MONITOTING GIOUP ..o iutteeieiiitiee ittt e sttt e st e e sttt e e st e e s et e e s e bt e e s enb b e e e enbe e e e enbneeeennnas 610
4.1.2 Ancillary System Bilateral AQrEEIMENT ........ccoiiiiiiiiiiie ettt 611
4.1.3 ANCIllary SYSIEM PrOCEUUIES .......coueeiiiieiiee ettt ettt e st e e e e e e s s bbb e e e e e e e s e aanbnbreeeaaeeeas 611
4.1.4 AULNOTISEA ACCOUNT USET .....uiiiiii ittt ettt e e e e e e s et e e e e e s s bbb e e e e e e e e e sannbbreeeaaeeaas 612
L I N -V = o] Lo =T Lo o £ PSPPI 612
L S 2 T T o] o K10 o OSSR 613
o B A = 1 (O B I £ =Tt (o] VPP PP R PP PPPTP 613
o I = 1|1 To [ €1 70U o TSP T PR TRPPPPPPPTPN 614
L I O 1] g I Yo o101V 1 | A PRSP 614
4.1.10 Certificate DiStinQUISNEd NAIME ........cooiiiiiii e 615
4411 CLM REPOSIIOIY ... 615
A1 12 ClOSING DAYS ..o 616
4.1.13 Common Reference Data REVISIONS ........ccoiiiiiiiiiiiie ittt 616
g g I o TH ] £ =SSR 617
L B E N SN[ =T (o =T TSP PP TR PP PPPTPN 617
o B Ll B = = W O g T T To [ OO P TR PPPPPPPTP 617
4.1.17 Direct DeDbit MANAALE..........eeiiieeii et e e e e e e r e e e e e s st eeeeaeeesennnrreeeeeeeean 618
4.1.18 Distinguished Name-BIC ROULING ......coouuiiiiiiiiiieiiiie ettt e e e 618
o I R B =T o] Y/ 1T SO P TP PPPPPPPPPOP 619
4.1.20 Grant/Revoke Cross-System Entity Object Privilege ... 619
4.1.21 Grant/RevoKe ODJECE PriVIIEE .......ueiie ittt 620
4.1.22 Grant/REVOKE ROIE .........uieiiiiiie ittt e e e e e e e e e e e s st tae e e e e e e e s snnsnraneeeeeeean 620
4.1.23 Grant/Revoke SYSTEM PrIVIIEGE ........cciiuiiiiiiiiii ittt 620
o I [ ] o To 18] o 1 1= PSP PPPTT 622

All rights reserved. Page 7



[ BANCADITALIA BANCODE ESPANA

Common Reference Data Management t r\ t
BANQUE DE FRANCE EDEUTSCHE - User Handbook a g E

BUNDESBANK

EUROSYSTEM

4.1.25 INDOUNGI MESSAUES ...eeeinvieiieitiiie ettt ettt sttt e sttt e e sttt e e s aab b e e e et b e e e e abbe e e e ensbee e e e anbeeeeennbeeeeenntes 622
4.1.26 INVOICE CONFIQUIALIONS ......utiiiiee ittt e e e e s ettt e e e e e e s s ntn e e e e e e e e e s sntnbaeeeaaaeeas 622
g TR 311 PRSP 623
4.1.28 LiQUIdity TranSTEr GrOUP .....cioueeiieiiiiiee ittt sttt sttt et e st e e s st e e s abbe e e s sbbe e e s e nbe e e s e nnbeeeeennneas 623
4.1.29 Message SUDSCIIPLON RUIE..........cuuiiiiiiii it e s nbee e e e eneeas 623
4.1.30 Message SUDSCIIPLON RUIE St .........couuiiiiiiiiieie e 624
4.1.31 Minimum Reserve COoNfigUIAtIoN ..........c.uuiiiiiiiiieiiiie e 625
4.1.32 NEIWOTK SEIVICES ...eeiiiiiiiiii ittt ettt et e e s st e e e sttt e s s bt et e e enb b e e e e anbe e e e e nnbeeeesnnneas 625
4.1.33 OUIDOUNG FIlES ...ttt e e ettt e s ettt e e e st e e s e nbe e e s e nbeeeeenbeas 626
4.1.34 OUIDOUNT MESSAGES ... .vvviieiiiiie e ittt ettt sttt s ettt e s sttt e s sttt e e et b e e e aste e e e esbaeeeestaeaeeantaeeeeansees 626
O BT - T g SRR 626
4.1.36 Party SEIVICE LINK ...cooiiiiiiiiiee ettt e e e e e e s e e e e e e e e e e e e e s 627
g I A e 41V [T [ TP PP TTPPPPPPPRPN 627
4.1.38 RePOrt CONfIGQUIALION ......vviiiiiiiie ettt s e s e e st e e e e e e e et e e e e st e e e e nta e e e e sntaeeeeennees 628
4.1.39 RESINCIEA PAITIES ....eiiiiiiiii ittt ettt e e e e e e e e e e st e e s st e e e enba e e e e s ntaeaeenntaeeeaennes 628
4140 RESIICHON TYPES ittt ettt e ettt et e e e o e b ettt e e e s e s b e be e et e e e e e s e anbebs e e e e aeeeasnnbbneeeeaeaaas 629
4141 Restriction TYPE RUIE ... 629
4.1.42 ReVISIONS/AUIL TTAIL......euiiiiiiie et e e e s st r e e e e e s s bnbaeereeeeessnnssraeeeeaeeeas 630
o I B o 11| 1] e o PO PP P PP PUPPPO 630
o I ¥ o] [ TP PP TTPPPPPPPRPTN 631
L B g W C IS B =T ox (o] VTP PP TP PPPPPPPRPN 631
O I RS Tol U =To I ] (o U o PP P PP PPPPPO 632
ST QT 1 =T o 0 SRR 632
4.1.48 Settlement Bank ACCOUNT GIOUP .......uutiieeiiiiiiiiiiteie ettt e e et e e e e e e s abebe e e e e e e e s aanbbbneeaaaeeeas 632
4.1.49 Standing/Predefined Liquidity Transfer OFUEr.........cooouuiiiiiiii it 633
4.1.50 Standing Order for RESEIVALION .........ciiiiiiiiiii e 633
4151 SYSEEM ENTIY . ..ottt ettt 634
L YA - 111 T TSP TP PP PPPPPPPPRPN 634
4.1.53 Technical Addresses Network ServiCes LiNK ..........cooiuiiiiiiiiiiiiie e 635
O IR N SR B T =Tl (o] o VPP PPPO 635
A D USBr iiieeeece 635
4.1.56 USEIr ACCESS RIGNTS ...ttt e e e e e e e e e e e s bbb b e eeeaeeeas 636
4.1.57 User Certificate Distinguished Name LiNK ... 636
g TR T JR 2 PSS PRRO 636
4.2 LISt OF PrIVIIEGES ..ottt e e e ettt et e e e s e e bbbt e e e e e e e s annbeeeeaaeeesaannnes 637
4.2.1 REAUEI'S GUIE ....eeiiiiiiiiiiiiie ettt ettt e e e e e e et e et e e e e e s s bbb e e e e e e e e e sannbbbaeeaaaaaaan 637
4.2.2 Privileges fOr GUI SCIEENS ....ccoii ittt ettt ettt e e e e e s e et e e e e e e e e e anbbbreeaaaaaaas 637
4.2.2.1 Account Monitoring Group — Search/LISt SCIrEeN .........ccuviiiiiiiiieiiiiiee e 637
4.2.2.2 Account Monitoring Group — DetailS SCreEN .......cccueeiiiiiiiiieiiie e 637
4.2.2.3 Account Monitoring Group — NeW/Edit SCre@N ...t 637
4.2.2.4 Ancillary System Bilateral Agreement — Search/List SCreen ............oovvvvvviviiiiiivieviveiiiereiiienenns 637

All rights reserved. Page 8



[ BANCADITALIA BANCODE ESPANA

Common Reference Data Management t r\ t
BANQUE DE FRANCE EDEUTSCHE - User Handbook a g E

BUNDESBANK

EUROSYSTEM

4.2.2.5 Ancillary System Bilateral Agreement — New/Edit SCreen ...........oovvvvvviviiiiveiiieieiiieieeieeveieienns 638
4.2.2.6 Ancillary System Procedures — Search/List SCreen.........occuveiiiiiiii e 638
4.2.2.7 Ancillary System Procedures — Details SCreen ... 638
4.2.2.8 Ancillary System Procedures — NeW/Edit SCreen ...........oovvvviviiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeveeeeeeeeeees 638
4.2.2.9 Authorised Account User — Search/LiSt SCrEEN .........coivuviiiiiiiiie i 638
4.2.2.10 Authorised Account User — NeW/Edit SCreeN .........ocuoiiiiiiiiiiiiiie e 639
4.2.2.11 Available Reports — SEarCh/LiSt SCIEEN.........uuiii ittt 639
4.2.2.12 Available Reports — DetailS SCIEEN........uiiiii ittt e e e s er e e e e e e enanes 639
4.2.2.13 Available Reports - Statement of Common Reference Data details screen ...........c..cco..e. 639
4.2.2.14 Banking Group — SEArCh/LISt SCIEENM .......ccicuuiiiiiiiiiie ittt 639
4.2.2.15 Banking Group — DEtailS SCIEEM .......cccuuiiiiiiiiiieiiiiie ettt 639
4.2.2.16 Banking Group — NEW/EIt SCrEEN .........vvviiieiiiiieiiiieiieieeeeeeeeeeeeeeeeeeeaeeeeeeesesaeesesssesesessrssererenes 639
4.2.2.17 BIC Directory — SearCh/LiSt SCrEEN .........ovvviiiiiiiiieeeieeeeeeeeeeeeeee ettt eveaeseaereserenenes 640
4.2.2.18 Billing Group — SEArCh/LISt SCIEEN.........uii ittt 640
4.2.2.19 Billing Group — DEtalS SCIEEN........ciiiiiiiii ittt 640
4.2.2.20 Billing Group — NEW/EQIt SCIEEM ......covvvviiiiiiiiiieieiiieiieeieeeeeeeeeeeeeeeeeaeeeaeeeeesesasessssseseseseresererenes 640
4.2.2.21 Cash Account — SEArCH/LISt SCIEEN ........cccii ittt e e e 640
4.2.2.22 Cash AcCOUNt — DELAIlS SCIEEM ........uuviiiiiie ettt e e e e e s ee e e e e e s ennnnes 640
4.2.2.23 Cash Account — NEW/EAIt SCIEEIN ......uuuiiiie it e e et er e e e e e e e e e s e sneereeeeeeeesaennes 641
4.2.2.24 Certificate Distinguished Name — Search/LiSt SCreeN............cuvvveeiiieiiiiieeieeieieieieiererererenenenn 641
4.2.2.25 Certificate Distinguished Name — NeW/Edit SCreenN ..........oeuvveiviieviiiiieiiieieieeeeeeeeeeeeeeeeeeeennenns 641
4.2.2.26 CLM Repository — SEarch/LiSt SCIEEN ........c.uviiiiiiiiiieiiiie ettt 641
4.2.2.27 Closing Days — SearCh/LISt SCIrEEM .........ciiiiuiiiiiiiiiie ettt 641
4.2.2.28 Countries - SEArCH/LIST SCIEEN..........uuiiiiiie ittt e e e e e e e anees 642
4.2.2.29 Common Reference Data Revisions — Search/List SCreen ..., 642
4.2.2.30 CUIrencies - SEArCh/LISt SCIEEN.........uuuiiiie ettt e e e e e e e e e s s s nneeeeeeeeeeeeaennes 642
4.2.2.31 Data Changes — SEaArch/LISt SCIEEN .......ccciiuiiiiiiiiii e 642
4.2.2.32 Data Changes — DEetailS SCrEEM .........cvvviiiiiiiiiiiiiiiieeeeeee ettt eeaeeeeeeeaasesesssesesesesssererenes 642
4.2.2.33 Direct Debit Mandate — Search/LISt SCIEEN .........cciiiiiiiiiiiiiiiieee e 643
4.2.2.34 Direct Debit Mandate — NeW/Edit SCrEEN ...........uuviiiieei i e e eeer e e e e e eenees 643
4.2.2.35 Distinguished Name—BIC Routing — Search/LiSt SCreen ..........cccuvvveiiiiiiiiiiiiie e 643
4.2.2.36 Distinguished Name—BIC Routing — NEW/Edit SCrEEN .........ccevvveiviiiiiiiiiiieeiieieievevevevevevereaenns 643
4.2.2.37 Event Types — SearCh/LiSt SCrEEN ........oovvvviiiiiiieeeeeeeeeeeeeeeeeeeeeeeeee et raeaaaaeees 643
4.2.2.38 Event Type — Details SCrEeN .....coo it e e e e s ee e e e e e nnnnes 643
4.2.2.39 Grant/Revoke Cross—System Entity Object Privilege — Details Screen..........cccocceeeeinnneen. 643
4.2.2.40 Grant/Revoke Cross—System Entity Object Privilege — New/Edit Screen.............cccccoeoueee 644
4.2.2.41 Grant/Revoke Object Privilege — DetailS SCre@n..........ooouuiiiiiiiiiiiiiiiee e 644
4.2.2.42 Grant/Revoke Object Privilege — NEeW/Edit SCrEEN .........ooeiiiiiiiiiiiiie e 644
4.2.2.43 Grant/Revoke Role — SearCh/LiSt SCreeMN.........c..uuuiiiiei i e seee e e e ennnes 644
4.2.2.44 Grant/Revoke ROIe — DetailS SCIrEEN.......cccoi it 644
4.2.2.45 Grant/Revoke RoIe — NEW/EIL SCrEEN .......coiuuiiiiiiiie ettt e e 644

All rights reserved. Page 9



[ BANCADITALIA BANCODE ESPANA

Common Reference Data Management t r\ t
BANQUE DE FRANCE EDEUTSCHE - User Handbook a g E

BUNDESBANK

EUROSYSTEM

4.2.2.46 Grant/Revoke System Privileges — Search/LiSt SCreeN .........ceveeiiiiciiiiiieee e e e 644
4.2.2.47 Grant/Revoke System Privileges — Details SCreen ...........coccvviiiiiiiiciiiiiee e 645
4.2.2.48 Grant/Revoke System Privileges — NeW/Edit SCreeN ..........ccvvveiiiiiieiiiiiee e 645
4.2.2.49 INbound File - SEArCH/LIST SCIEEN .....ciuiiiie ittt 645
4.2.2.50 INbouNd File - DELaIlS SCrEEN .......uuiiiiiiiiii et e e snaeeae s 645
4.2.2.51 Inbound Message - DetailS SCIrEEN .........coiiiiiiiiiiiiii ettt 645
4.2.2.52 Inbound Message - SEarch/LiSt SCrEENMN ..........uiiiiiiiieiiiiie ittt 645
4.2.2.53 Invoice Configurations — SEarch/LiSt SCrEEN.........ceeveeiiiiiiiiiiieee e e e 645
4.2.2.54 Invoice Configurations — Details SCreEN.........cc.uviiiviiei i 646
4.2.2.55 Invoice Configurations — NEW/EIt SCIEEN ........coiuviiiiiiiiiiciieie et 646
4.2.2.56 LIMitS — SEAICH/LIST SCIEEN ....oiiiiiiiiiieiie ettt e sttt e e e e e e s s ebebeeeeeaeeesaannnes 646
4.2.2.57 LIMItS — NEW/EIL SCrEEN.......oiiiiiiiiiii et e e et e e e e e e e e aenees 646
4.2.2.58 Liquidity Transfer Group — SearCh/LiSt SCrEEN..........cevvviviiiieiiiiieieieieeeeeeeeeeeeeeeeeeeeeeeeeraeeaeaene 646
4.2.2.59 Liquidity Transfer Group — DetailS SCrEEN........ccoiuiiiiiiiiiieiiei e 646
4.2.2.60 Liquidity Transfer Group — NEW/Eit SCrEEN ...........eiiiiiiiiiiiiiiie et 647
4.2.2.61 Message Subscription Rule Set — SearCh/LiSt SCreeN ...........cevvveviviiieeiiiieieieieveeeieveeevevereaeens 647
4.2.2.62 Message Subscription Rule Set — Details SCre€n ..........cuvvvvviiiiiiieieiiieiieeeeieeeeeeeeeveeveeveeevaaeens 647
4.2.2.63 Message Subscription Rule Set — NeW/EdIt SCreeN .........cocuviiiiiiiiieiiiiee e 647
4.2.2.64 Message Subscription Rule — NEW/Edit SCrEEN ........cocuviiiiiiiiiciiiee e 647
4.2.2.65 Minimum Reserve Configuration — Search/LiSt SCreen.............ceuvevieeeeiiieeeeeiieieieieieiererenennnns 648
4.2.2.66 Network Services - Search/LISt SCrEEN ........occuuiiiiiiie it 648
4.2.2.67 Outbound File - Details SCIrEEN .........uuiiiiiie it e e ee e e e e e e ennnnes 648
4.2.2.68 Outbound File - SEArCh/LISt SCIEEN ......coiviii it e e e s e e e e e e e eennes 648
4.2.2.69 Outbound Message - DetailsS SCrEEN..........covvviiiiiiiiiiiiiiiieeeeeeeeeeeeeeee e eeeeaaeaeserererererene 648
4.2.2.70 Outbound Message - SEArCh/LISt SCrEEMN.........cuvuiiiiiiiiiiiiiiiieieeeeeeeeeeeeeee e eeeeeeeeeeeseeerereraaarene 649
4.2.2.71 Parties — SEArCH/LISt SCIEEN .....ccciiieiieiie et e et r e e e e s e s e e e e e e s e snnteeeeeaeeeeannnnes 649
4.2.2.72 Party — DELAIS SCIEEN .....oiiiiiiiie ittt e et e eba e e e s sanaeee s 649
4.2.2.73 Party — NEW/EGIt SCIEEM........couiiiiiiiiiieiiiiieeeieeiee ettt aeee et eeeeeeaeaesesesessessssasssssssssssssssasesnnenes 649
4.2.2.74 Party Service LINK — SearCh/LiSt SCrEEN ........coevviiiiiiiiiiiiiiiieeeeeeeeeeee e eeaeeeeveserasaneaenes 649
4.2.2.75 Party Service LiNk — DetailsS SCrEEN ........cooiiiiiiiiiii e 649
4.2.2.76 Party Service LINK — NEW/EAIt SCrEEIMN .......cocuuiiiiiiiiie it 650
4.2.2.77 Privileges — SEArCN/LISt SCIEEN........cuviiiiiiiiieiiieeiieeeieeeieeeeeeeeeeeeeeeaeaeseaesseeseeaseeeseeeeesererararrraee 650
4.2.2.78 Queued Data Changes — SearCh/LISt SCrEEN ..........ovvviiiiiiiiiiiiiieieieeeeeeeeeeeeeeeeeeereeeseaerareeenene 650
4.2.2.79 Queued Data Changes — DetailS SCIrEeN ........ccoiiiiiiiiiiiie e 650
4.2.2.80 Report Configuration — Search/LISt SCIrEEN ........ccueiiiiiiiiiiiie e 650
4.2.2.81 Report Configuration — DetailS SCreeN .........ooouuiiiiiiieiiiee e 650
4.2.2.82 Report Configuration — NeW/EAIt SCIrEEN........c.uuiiiiiiie ittt 651
4.2.2.83 Restricted Parties — Search/List SCreen..........cc.uvvvviie i 651
4.2.2.84 Restriction Types — Search/List SCreen ..o 651
4.2.2.85 Restriction Types — Details SCrEEN ......oovvvviiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeee et eaereeeaeaeees 651
4.2.2.86 Restriction Types — NeW/Edit SCrE€N .........oooviiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeee e raeaaerenes 651

All rights reserved. Page 10



[ BANCADITALIA BANCODE ESPANA

Common Reference Data Management t r\ t
BANQUE DE FRANCE EDEUTSCHE - User Handbook a g E

BUNDESBANK

EUROSYSTEM

4.2.2.87 Restriction Types Rule — NeW/Edit SCre€N.........coovvvvviiiiiiiiiiiiiieeeeeeeeeeeeeeeeeee e 651
4.2.2.88 Revision/Audit Trail — LisSt SCre@n.........ooiiiiiiii e 652
4.2.2.89 Revision/Audit Trail — Details SCreen .........oooiiiiiiiiiii e 652
4.2.2.90 Roles — SearCh/LISt SCIrBEN .....c.coiii it e e e e annees 652
4.2.2.91 ROle — NEW/EIt SCrEEN.......eiiiiiiiii e e e e e 652
4.2.2.92 Routing — SearCh/LiSt SCrEEN ... 653
4.2.2.93 Routing — NEW/EIL SCrEEN......ooii i e e e e e e eaees 653
4.2.2.94 RTGS Directory — S€arCh/LISt SCIEEN .........ciiccuiiieiiee e et e e e e e e e e s s ee e e e e e e annnes 653
4.2.2.95 Secured Group — SEArCh/LISt SCrEEN .......cccii ittt e e e e s s r e e e e e e annnes 653
4.2.2.96 Secured Group — DEtailS SCIEEM .......cocuuiiiiiiiiii ittt 653
4.2.2.97 Secured Group — NEW/EIt SCIEEN .........oiiiiiiiii et 653
4.2.2.98 Service 1tems — SEArCh/LISt SCIEEM .......ccoiiiiiiiiiiiiiii e 653
4.2.2.99 Service Item — DetailS SCrEEM ......ccuuiiiiiiiie e e e e e aaees 654
4.2.2.100 Settlement Bank Account Group — Search/LiSt SCreeN...........cocuviiiiiiiieeiniiiee e 654
4.2.2.101 Settlement Bank Account Group — DetailsS SCreen..........cocuveieiiiiiie i 654
4.2.2.102 Settlement Bank Account Group — NeW/EdIt SCreeN ..........cevvveiviiiiieeieeeeeeieieieieeeseneserenenenns 654
4.2.2.103 Standing Order for Reservation — SearCh/LiSt SCreen ...........ouvvvieivieiieeeeeeeeieiiieieeeiererenennnns 654
4.2.2.104 Standing Order for Reservation — NeW/Edit SCreeN .........cccvviiiiiiiieiiiiiie e 654
4.2.2.105 Standing/Predefined Liquidity Transfer Order — Search/LiSt SCreen ..........cccccovcvvevevnnneeen. 655
4.2.2.106 Standing/Predefined Liquidity Transfer Order — Details Screen.............eevvvvvevvevvveeeeevnnnnnns 655
4.2.2.107 Standing/Predefined Liquidity Transfer Order — New/Edit SCreen ...........coevvevvvvevvveveeeennnnns 655
4.2.2.108 Standing/Predefined Liquidity Transfer Order Link Set — Details Screen ..........cccccovuveeen. 655
4.2.2.109 Standing/Predefined Liquidity Transfer Order Link Set — New/Edit Screen..............c...... 655
4.2.2.110 System Entity — S€ArCh/LISt SCIEEN .......covvviiiiiiiiiiiiiiieeeeeeeeeeeeeee e eeeaeaeeeseresarenene 656
4.2.2.111 Tariffs — Sarch/LISt SCrEEN ..o 656
4.2.2.112 Technical Addresses Network Services Link — Details SCreen........ccccccveeevviceiieeveeeeeinnnns 656
4.2.2.113 Technical Addresses Network Services Link — New/Edit SCreen.........cccccovevcvveeeveeeeeiinnns 656
4.2.2.114 TIPS Directory — S€arCh/LiSt SCIEEN ..........cuvviiiiiiiiiiiieiiieieieeeeeeeeeeeeeeeeeeeaeeaeeeeeeeeseseseresererene 656
4.2.2.115 USEr — SEAICH/LIST SCIEEN....ccciii ittt e e e e ee e e e e e anees 656
4.2.2.116 USEr — DELAIlS SCIEEN ......utiiiieie ettt e e e e e s e st e e e e e e s s snnneeeeeaaeeeeaannes 656
4.2.2.117 USEIr — NEW/EAIt SCIEEN ....eeiieieeeieeiieiie et ettt e e e e e e s s ee e e e e e s e s eaeeeeesannsnneeeeaaeeesannnes 657
4.2.2.118 User AcCesS RIghtS — LISt SCrEEN ......covvviiiiiiiiiiiiiiieieeeeeeeee ettt aeeaeaeaeaesesesesenerene 657
4.2.2.119 User Access RIghtS — SEArCh SCIrEEN ........oviviiiiiiiiiiiiiiieieeeeeeeeeeeeee et sarerereneneees 657
4.2.2.120 User Certificate Distinguished Name Link — Search/LiSt SCreen ..........cccoccveveiniieeeinineeen. 657
4.2.2.121 User Certificate Distinguished Name Link — New/Edit Screen...........cccccevvvveieiniienennineenn, 657
4.2.2.122 VAT — SEArCh/LISE SCIrEEN ..coiiiii et e e e e 657
4.2.2.123 VAT — NEW/EAIt SCIEEN ..ottt e et e e e e e e aanes 657
4.3 List of References for Error MESSAQGES .....cciiiiiiiiiiiiee ittt e st e e s e e e e 658
I Tt I == Lo =T 11T [ OSSR 658
4.3.2 References for error messages for GUI SCIEENS .......cccivviiieiiiiiie it 658
e 0t 1 | S PR 658

All rights reserved. Page 11



[ BANCADITALIA BANCODE ESPANA

Common Reference Data Management
i, EDEUTSCHE - User Handbook I an 9 € I )
ot BUNDESBANK

EUROSYSTEM

4.3.2.2 All screens which allow the initiation of @ SECON USEr.........occvviiiiiiiiiiiiiiiie e 659
4.3.2.3 Account Monitoring Group — Search/LiSt SCrEeN .........cccuviiiiiiiiiiiiiiiie e 659
4.3.2.4 Account Monitoring Group — DetailS SCreeN .........c.eeiiiiiiiiiiiiiie e 660
4.3.2.5 Account Monitoring Group — NEW/Edit SCrEEN .......cceeveeiiiiiiiiiiiie e ee e 661
4.3.2.6 Ancillary System Bilateral Agreement — Search/LiSt SCre€n...........ccccvveeeeeeiiiiiciiiiieee e 663
4.3.2.7 Ancillary System Bilateral Agreement — NeW/Edit SCreen ..........ccooviiiiiiiiiieiiiiiiiiieieee e 664
4.3.2.8 Ancillary System Procedures — Search/LiSt SCreeN ..........ccciiiiiiiiiiiiie e 666
4.3.2.9 Ancillary System Procedures — DetailsS SCreEN ........ccceeeiiiiiiiiiiiie e ee e e 666
4.3.2.10 Ancillary System Procedures — NeW/Edit SCreeN..........cccvvvviieeee i serieeee e 666
4.3.2.11 Authorised Account User — Search/LiSt SCrEEN .........cciiiiuiiiiiiie it 673
4.3.2.12 Authorised Account User — NeW/Edit SCreeN .........ccooiiiiiiiiiiiiiee e 674
4.3.2.13 Available Reports — SearCh/LiSt SCIEEMN........c.vuviiiiiiiiieieieieeiieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeseserererenene 677
4.3.2.14 Available Reports — DetailS SCIEEM.........cuviiiiiiiiiiiiieeeieeeieeeeeeeeeeeeeeeeereaeeseeseseeessssserererererererene 677
4.3.2.15 Available Reports - Statement of Common Reference Data details .............cccovveeveeeeiinnnnns 678
4.3.2.16 Banking Group — S€ArCh/LISt SCIEENMN ........coiuiiiiiiiiiiie ittt 678
4.3.2.17 Banking Group — DetailS SCrEEM ........ccvviiiiiiiiiiiiiiiiiiiieieieeeee et eeeeeaeeeeeeeeeeeeasesesssesesesereserenenes 679
4.3.2.18 Banking Group — NEW/EAIt SCIEEN .........evviiiiiiieieiieeieeieeeeeeeeeeeeeeeeaeaeeeaeeeeesesasesssssesesesesesererenes 680
4.3.2.19 BIC Directory — SEarCh/LISt SCIEEN .........ciiiiiiiie ittt 682
4.3.2.20 Billing Group — SEArCh/LISt SCIEEN.........uiiiiiiiii ettt 682
4.3.2.21 Billing Group — DetailS SCIEEN......cccuiiiiiiiiiiiiiiiieieeeeeeeeeieeeeeeeeeeeeeeeeeeeaeaeeeeesesesesessessesessrsseenrenes 683
4.3.2.22 Billing Group — NEW/EGIt SCIEEM ......coevviiiiiiieiiiiiiiiieieeieeeeeeeeeeeeeeeeeeeeeeaeeseesesasesssssesesesssesererenes 684
4.3.2.23 Cash Accounts — SEarCh/LISt SCIEEN ........cciiiiuiiiiiiei et ee e seeer e e e e e e eennes 686
4.3.2.24 Cash AcCCOUNt — DELAIlS SCIEEM .........uuiiiiiie et ee e e e e e e e s s eeeaeeesannnnes 691
4.3.2.25 Cash Account — NEW/EGIt SCIEEIN ......uuiiiiiiiiiiiiiiie ettt e e e e e e e e e aaees 695
4.3.2.26 Certificate Distinguished Names — SearCh/LiSt ............covvvviiiiiiiiiiiiiiiiiiiieieeeeeeeeeveeeeeeeveeeaeeenes 712
4.3.2.27 Certificate Distinguished Names — NeW/Edit SCreEN .........occcueiiiiiiiiiiiiiiieieee e 713
4.3.2.28 CLM Repository — SEarch/LiSt SCIEEN .......cc.uuiiiiiiiiee et 713
4.3.2.29 Closing Days — SEaArC/LISt SCIEEN ........cuvviiiiiiiiiiiieeieeieeeeeeeeeeeeeeeeeaeeeaeeseeseeaeesessaererererererarene 713
4.3.2.30 Countries - SEArCH/LIST SCIEEN..........uuiiiiiie ittt e e e e ee e e e e e e anees 713
4.3.2.31 CUIrencies - SEArCh/LISt SCIEEN.........uuiiiiie et e e e e e e e e s e s snneeeeeeeeeesaannes 713
4.3.2.32 Data changes — SEArCh SCIrEEN.......ccoiuiiii i 713
4.3.2.33 Data changes — DetalilS SCIrEEN ......cuvvviviiiiiiiiieieeeeeeeeeeeee ettt e e s eeaeeseaeaesesesessseeereee 713
4.3.2.34 Direct Debit Mandate — Search/LISt SCIEEN .........coiiiiiiiiiiiiiiiieie et 714
4.3.2.35 Direct Debit Mandate — NeW/Edit SCrEEN ...........uueiiiiee e e e er e e e e e eennes 714
4.3.2.36 Distinguished Name—BIC Routing — Search/LiSt SCreen ..........cccvvieiiiiiiiiiiiiee e 715
4.3.2.37 Distinguished Name—BIC Routing — NEW/Edit SCreeN ..........cooueiiiiiiiiiiiiiieeeiiiieieee e 716
4.3.2.38 Event Types — SEArCH/LISt SCIEEN ........ciiii ittt ee e e e eaees 718
4.3.2.39 Event Type— DELalS SCIEEM ....ccciuiiiiiiiiiii ettt e e s 718
4.3.2.40 Grant/Revoke ROIe — NEW/EIt SCrEEN .......ccccveiieiieie ettt s e er e e e e s s e e e e e e s ennnes 719
4.3.2.41 Grant/Revoke Cross-System Entity Object Privilege - Details Screen...........ccccceeeeeeiiinins 720
4.3.2.42 Grant/Revoke Cross-System Entity Object Privilege - New/Edit Screen .........cccccceeeeeeinnaes 720

All rights reserved. Page 12



[ BANCADITALIA BANCODE ESPANA

Common Reference Data Management t r\ t
BANQUE DE FRANCE EDEUTSCHE - User Handbook a g E

BUNDESBANK

EUROSYSTEM

4.3.2.43 Grant/Revoke Object Privilege - DetailS SCrEEN..........coiiciiiiiiei e e sreee e 724
4.3.2.44 Grant/Revoke Object Privilege - NEW/Edit SCreeN ..........oviiiiiiiiiiiiiieiiieee e 724
4.3.2.45 Grant/Revoke System Privilege — Search/LiSt SCreen .........cceveiviiiieiiiieie e 727
4.3.2.46 Grant/Revoke System Privilege — DetailS SCreeN ........ccccviviiiiee e ee e e 727
4.3.2.47 Grant/Revoke System Privilege — NeW/Edit SCreen.........cccuvvveveeiiiiiiiiiieeee e e e 727
4.3.2.48 Inbound Files — Search/List SCreeN........ccooo i 731
4.3.2.49 Inbound File — Details SCre@N........c.uiiiiiiiie e 731
4.3.2.50 Inbound Messages — SearcCh/List SCre€N .........ovvvviiiiiiiiiiiieieeeeeeeeeeeeeeeee e eveaeneees 731
4.3.2.51 Inbound Message — Details Screen No references for error messages. ......ccccvvvvvvvvvveeennns 732
4.3.2.52 Invoice Configurations — Search/List SCreen..........oovvviiiiiiiiiiiiiieieeeeeeeeeeeeeeeeeeeeeeeee e 732
4.3.2.53 Invoice Configurations — Details SCre€n.........coovvvviiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeee e 732
4.3.2.54 Invoice Configuration — NeW/Edit SCreen ...........oovvviiiiiiiiiiiieeieeeeeeeeeeeeeee e 733
4.3.2.55 LIiMitS — SEAICH/LIST SCIEEN ....eiiiiiiiiitteit ettt e e e e e e s et eee e e e e e s annnes 736
4.3.2.56 LimitS — NEW/EIt SCIEEN......coiiiiiiiiiiiiiii et ee e e e ee e e e e e s s snnbeeeeeaeeesannnes 738
4.3.2.57 Liquidity Transfer Group — Search/LiSt SCrEEN..........coiuiiii it 741
4.3.2.58 Liquidity Transfer Group — DetailS SCreeN..........cuveviiiiiiiiiiiiiiieiieeeeeeeeeeeeeeeeeeee e eeeeveraveeeaeees 742
4.3.2.59 Liquidity Transfer Group — NeW/EdIt SCIrEEN .........cvvvviiiiiiiiieeieiieeeeieieeeeeeeeeeeeeveeeeeeeeeeeeaeenenene 743
4.3.2.60 Message Subscription Rule Set — Search/List SCreen .........cccceeeviiciiiiiieee e 745
4.3.2.61 Message Subscription Rule Set — DetailS .........cocueiiiiiiiiieiiiiie e 746
4.3.2.62 Message Subscription Rule Set — NeW/Edit SCIrEEN ........cocvvvvevveiiiiiiieiiieieieeeeeeeeeveeeeeveeeeanenns 748
4.3.2.63 Message Subscription Rule — NEW/EAIt SCreeN .........cvvviiiiiieiiiiieieiiieeeeeeeeeeeeeeeeeeeeeeeeeseeeeanenes 751
4.3.2.64 Network Services — SearCh/LiSt SCrEEN ........ccuuviiiiiie e ee e e e e e eennes 764
4.3.2.65 Outbound Files — SEarCh/LISt SCrEEN ........ccii it e e e e e e e e eennes 764
4.3.2.66 Outbound File — DEetailS SCrEEN.........uuiiiiiieiiiiite ettt e e e e e anees 764
4.3.2.67 Outbound Messages — Search/LiSt SCrEEN ..........vvvvviiiiiiiiiiiiieeeieieieieeeeeeeeeeee e eaereraranenes 764
4.3.2.68 Outbound Message — DetailS SCrEEN........cocuuiiii i 764
4.3.2.69 Parties — SEArCH/LISt SCIEEN ......cciiieiieiii ettt e e e e e s e s e e e e e e s s nnnteeeeeaeeesannnnes 764
4.3.2.70 Party — DELaAIlS SCIEEN ......eeviiiiiiiiiiieieieee ettt ettt eeee et eeeeeeaeaeseseaessessasasssssssssssssesssesnnnnes 767
4.3.2.71 Party — NEW/EGIt SCrEEM........couviiiiiiieieeeiiiiieeeieeeeeee ettt ee et e eaeeeaeaeseseaessessssssssssssssssssssssererenes 769
4.3.2.72 Party Service LiNk — SEarch/LISt SCIEEN ........eiiiiiiiiie it 777
4.3.2.73 Party Service LiNk — DetailsS SCrEEN ........cooiuiiiiiiiiiii et 779
4.3.2.74 Party Service LINK — NEW/EAIt SCIEEN ........cccviviiiiiiiiiieieiiieeeeeeeeeeeieeeeeeeeeeeeeeeeeeeeaeasesesesesenenenes 781
4.3.2.75 Privileges — SEArCN/LISt SCIEEN........cuvviiiiiieieieieieeeeeeeeeieieeeeeeeeeeeaeeeeeeeseesesseeaseseaereaesererareraraee 787
4.3.2.76 Report Configuration — Search/LISt SCIrEEN .........cuiiiiiiiiiiiii e 787
4.3.2.77 Report Configuration — DELailS SCrEEN .......ccuueiiiiiiiiiie e 789
4.3.2.78 Report Configuration — NeW/EAIt SCIrEEN........c.uuuiiiiiie it ee e 791
4.3.2.79 Restricted Parties — Search/LISt SCIEEN ........ccuuuiiiiiiie ittt 796
4.3.2.80 Restriction Types — SEArCh/LISt SCIEEN ........uuviii it 796
4.3.2.81 Restriction Type — Details SCrEEN ......coovvviiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeee e varavaseaeees 798
4.3.2.82 Restriction Type - NEW/EdIt SCrEeN..........oooviiiiiiiiieeeeeeeeeeeeeeeeeeeeeeee et raaaaerenes 800
4.3.2.83 Restriction Type Rule - NEW/EdIt SCrEEN .......coovviiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeee e ravaaeaeees 803

All rights reserved. Page 13



[ BANCADITALIA BANCODE ESPANA

Common Reference Data Management
i, EDEUTSCHE - User Handbook I an 9 € I )
ot BUNDESBANK

EUROSYSTEM

4.3.2.84 ROIES — SEAICH/LIST SCIEEIN ....eiiiiiiiiii ettt e e st e e nnb e e e s nnnaeee s 813
4.3.2.85 ROIE — NEW/EIt SCIEEN......ueiiiiieiiiiieeie ettt et e e e e e e s s sbebeeeeeaeeesaannes 813
4.3.2.86 Routing — Search/LISt SCrEEM ........cooiiiiiiii e 814
4.3.2.87 ROULING — NEW/EAIt SCIEEM.....coiiiiiiiie ittt st et e e s e e nnaae e e s snneeee s 815
4.3.2.88 ReVviSioNS/AUAIt Trail — LIST SCIEEN .......uviii ittt snneee s 819
4.3.2.89 Revisions/Audit Trail — DetailS SCrEEN ........coiiuuiiiiiiiei it a e 819
4.3.2.90 RTGS Directory — Search/LiSt SCIEEMN ........ccuueiiiiiiiiie ittt 819
4.3.2.91 Secured Groups - SEArCh/LISt SCIEEN .........ciiiciiiiieee e e r e e e e e s s er e e e e e s aennes 819
4.3.2.92 Secured Group - DetailS SCIEEN.........uuuiiiiee it e e e scre e e e e e e e e e s s s snraeereeaeesannnes 820
4.3.2.93 Secured Group - NEW/EIt SCIEEN ........ueiiiiiiiii ettt 821
4.3.2.94 Service Items — SEArCh/LISt SCIEEM ......ccoiiiiiiiiiiiiiiiie e e e 822
4.3.2.95 Service Item — DetailS SCrEEM ......ccuuiiiiiiiie et e e e e e aaees 823
4.3.2.96 Settlement Bank Account Group — Search/LiSt SCre€n............cuvvvvviveeeieieeieeiieieeeiererererenenenns 823
4.3.2.97 Settlement Bank Account Group — DetailS SCreen..........cooiiiiiiiiiiiiie i 824
4.3.2.98 Settlement Bank Account Group — NeW/Edit SCreeN ........coccuveiiiiiiiieiiiieie e 825
4.3.2.99 Standing Order for Reservation — Search/LiSt SCreen ...........cuvvveviiivieeiiiieieieieieieieveverevenenenns 827
4.3.2.100 Standing Order for Reservation — NeW/Edit SCreeN ...........evvviviivieieieiiieieieieieieieeeeeeererenenenns 828
4.3.2.101 Standing/Predefined Liquidity Transfer Order — Search/List Screen ...........ccccoeeveveeeinnnns 829
4.3.2.102 Standing/Predefined Liquidity Transfer Order — Details Screen..........ccccccovvvcvvveeieeeeeiienns 831
4.3.2.103 Standing/Predefined Liquidity Transfer Order — New/Edit SCreen ...........ceevvevvvvveeveveenennnnns 833
4.3.2.104 System Entity — S€arCh/LISt SCIEEN .......ccvvviiiiiiiiiiiiiiieieeeeeeeeeeeee et ee e eeeaeaeseaereserenene 840
4.3.2.105 Tariffs — S@ArCh/LISt SCIEEM ....ccoiieiieeii et e e e e e s et e e e e e e s ennnnes 841
4.3.2.106 Technical Addresses Network Services Link — Details SCreen........ccccccveeeviiciiieeveeeeeeeenns 841
4.3.2.107 Technical Addresses Network Services Link — New/Edit SCreen............cccoovvvieeeeeeeennninns 841
4.3.2.108 TIPS Directory — S€arCh/LiSt SCIEEN ..........cvvuiiiiiiiiiiiieieeiieieeeeeeeeeaeeeeeeeeeeeeeeeeeeeeesesesererererene 842
4.3.2.109 USEr — SEArCh/LISt SCIEEN.....cccei ittt e e e e e s e e e e e e e s s snnbeeeeeaeeesannnnes 842
4.3.2.110 USEr — DELAIlS SCIEEN ......utiiiiiiee ettt ettt e s et r e e e e s e st e e e e e e s e annnneeeeeaeeeeaannes 843
4.3.2. 111 USEr — NEW/EGIT SCIEEIN ....eeiiiiiiiiiiiteeee ettt ettt e ettt e e e e e e s s sbbbeeee e e e e e s annnes 844
4.3.2.112 User Certificate Distinguished Name Links — Search/List Screen .........cccccvvvvevvvvveveevennnns 845
4.3.2.113 User Certificate Distinguished Name Links — NEW SCreen ........ccccevvieeeeiiiieieiniiiee s 845
4.3.2.114 VAT — SEAICKH/LISE SCIEEM ...eiiiieiiiiiiiiiie ettt e et e e e e e e s e s e e e e e e e s e snnnteeeeaaeeesannnnes 847
4.3.2.115 VAT — NEW/EGIL SCIEEN .....eeiiiieiiiiiitee ettt e e ettt e e e e e e s e sbbbeeeeeaeeeeaannnes 847

All rights reserved. Page 14



B BANCA D'ITALIA  BANCODEESPANA
b EUROSISTEMA E

Common Reference Data Management t t
BANQUE DE FRANCE HDEUTSCHE - User Handbook a P g E

BUNDESBANK services

BUROSYSTEME EUROSYSTEM

Terms and Abbreviations

The terms and abbreviations are shown in the table below. You find terms with
their description and the abbreviations, both in an alphabetical order.

Letter Description

C
Check box Square box that can be filled with a checkmark by
It:_red'rt Itfh'rt clicking on it with the mouse. In contrast to the radio
id i button, you can select more than one option with a
check box.
D
DD Day (e.g. used within the timestamp, every letter
stands for one digit)
d Decimal number
E
e.g. For example (Latin: ‘exempli gratia’)
H
hh Hour (e.g. used within the timestamp, every letter
stands for one digit)
I
ie. That is (Latin: ‘id est’)
Incl. Including
M
Mouse-over Additional information for some elements of the GUI
: is only shown when you move the mouse-pointer to
Loz these elements.
prin: Contert
MM Month (e.g. used within the timestamp, every letter
stands for one digit)
mm Minute (e.g. used within the timestamp, every letter
stands for one digit)
min. Minimum
max. Maximum
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Letter Description

10m
N
NRO

QQ

R

Radio button

Unzorted
'y

S

Select box

all

Nominal

SS

T
10t

Timestamp

YYYY

10 million

Non-repudiation of origin (NRO) provides the recipient
(CRDM) with the evidence NRO which ensures that
the originator (CRDM actor) will not be able to deny
having sent the U2A instruction. The evidence of
origin is generated by the originator and held by the
recipient.

Quarter, indicates a time span of three months, e.g.
Q2 stands for the second quarter of the year.

A type of GUI element that allows the user to choose
only one of a predefined set of options.

A select field in the GUI with an arrow on the right
side. By clicking on the arrow, all possible input
values are shown and can be selected with a mouse-
click.

Semester, indicates a time span of six months, e.g.
S1 stands for the first semester.

Second (e.g. used within the timestamp, every letter
stands for one digit)

10 thousand

A sequence of characters, denoting the date and the
time in CRDM.

Year (e.g. used within the timestamp, every letter
stands for one digit)
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1 Introduction

1.1 Overview of the User Handbook

The CRDM User Handbook, hereinafter called UHB, aims at facilitating the use
of the Graphical User Interface of the Common Reference Data Management
(CRDM GUI). It is intended for any CRDM user regardless of the focus of
activities and describes the full range of functionalities available in user-to-
application (U2A) mode. The UHB provides detailed reference information on all
GUI screens and step-by-step instructions for typical workflows.

Target The content of the handbook is addressed to all actors: central banks (CBs),

Audience central securities depositories (CSDs), CSD patrticipants, external CSD users,
payment banks and ancillary systems. By referring to the table of contents as
well as to the usage indication list, each reader can easily identify the relevant
parts.

Related
documenta-
tion

The UHB is part of the functional documentation and complements the UDFS. In
particular, chapter one of the UDFS contains a detailed description of the
business concepts used in CRDM, which are also relevant when using the GUI.
The UHB is divided into two parts. UHB Book 1 describes all the common
reference data objects that are common in almost all the TARGET services,
while UHB Book 2 is focused on the reference data objects that are used in T2S
only.

Updates Updated versions of the UHB will be provided on a regular basis.

1.1.1 UHB Methodology

Several symbols and methodological elements are used throughout the CRDM
UHB to ease orientation and help you to find your desired information quickly.

Page Layout Every page of the main UHB parts has a similar page layout. You can find four
different elements:

I the header, which shows the chapter and sub-chapter title

I the margin column on the left side of each page, which is used for subheadings
and information signs
I the text column, which contains the main information, tables and screenshots

I the footer, which shows the name and the release of the document as well as
the page number
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Information  [NERE
Signs

Description

Notice sign Notice signs are used to highlight
useful information. Read its
content to find out about hints,
action alternatives or other details
helping you to improve your usage
of the CRDM GUI.

Example sign Example signs are wused to
highlight examples, which illustrate
the corresponding text, especially
when a verbal description is
difficult or too extensive.

Links Links are illustrated throughout the UHB with a little triangle followed by a page
number within squared brackets. These links help you to jump to related sections
by clicking on them or turning to the relevant page.

Flease find the information on page 6. ']

Illustration 1: Link illustration

Tables Tables are used to present information in a clearly arranged format. They consist
of a table head and a table body. The body is divided into a left and a right
column. The left column contains keywords, for example field names, which are
explained in the right column. Subsections within a table are preceded by a
heading. The order of the description follows the appearance on the screen from
left to right and from top to bottom.

Type Set Regular text in the UHB is written in Arial Unicode MS font with a size of 11pt.
Screen and button names are written in italic letters, GUI paths use the Courier
New font. Field names and field values are put in quotation marks if they appear
in a context other than their dedicated description.
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Element Format Example

Screen name Italic letters Data changes — search/list screen
Button name Italic letters New button

GUI path PC code Common >> Parties >> Parties
Field name or‘.’ ‘Opening Date’ ; ‘Active’

value quotation

Action Business scenarios are divided into single action steps. These action steps are

Steps . . . .
numbered sequentially. Intermediate results are described where appropriate
and marked with an indented arrow. Each business scenario ends with a final
result, indicated by an arrow.

a Example
1. Action step 1
2. Action step 2

= Intermediate result
3. Action step 3
®» Result

Screenshots  gcreenshots are used to illustrate the corresponding text. Note that there might
be minor deviations between the screenshot and your screen appearance,
according to your access rights or a specific selection you have made. In
addition, some functions are mutually exclusive and cannot be represented in a
single screenshot. In these cases, the screenshot illustrates the more prevalent
use of the screen.

Values shown on a screenshot might also deviate from the default values
indicated in the description. In these cases, the description is valid rather than
the screenshot.
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4

PARTY NEW

Parent BIC: I

Party Type: I ~

13
[x]

Opening Date: I Jyyy-mim-dd

Closing Date: rorm-dd @ O :

LEL:

No Rows To Show

lllustration 2: Screenshot of Party New/Edit screen

1.1.2 UHB Structure

Part 1

Part 2

All rights reserved.

The UHB is structured in three parts and is complemented by an annex.

The introduction explains the aim, the content and the approach of both the
UHB and the GUI. While the first section explains how to use the UHB, the
second section focuses on the design and common functionalities of the GUI.
The overview of the UHB includes information about:

I The UHB methodology [ ']

I The UHB structure ["]

The overview of the GUI consists of information about:
I Setup and login procedures ["]

I GUI structure, including information about the menu structure, screen
structure, screen types, field types and properties, and common buttons and
icons [']

I Validation [']

I Communication network and services [ ]
I User administration [ ]

I Security and certification services [ ']

I Online help ["]

Refer to this part if you need information on how to use the UHB or on common
functionalities of the GUI.

The screen reference part starts with a general section serving as a reader’s
guide for this part. It is followed by the screen descriptions of all screens
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contained in the GUI. Each description follows an identical structure which
comprises detailed information on all screen fields.

The screen reference part is structured along the first and second GUI menu
level, followed by the screens in alphabetical order. Within this alphabetical
order, all screen types belonging to the same business function are grouped
together to follow the business logic (search/list screen, details screen, new/edit
screen).

Refer to this part if you need detailed and precise information on a screen, field
or button.

Part 3 The user instructions part starts with a general section serving as a reader’s
guide for this part. It is followed by step-by-step instructions for typical GUI
workflows, called business scenarios. Each description follows an identical
structure.

Related business scenarios are grouped into comprehensive business
packages, which are further grouped into categories.

Refer to this part if you need to know how to carry out an action using the GUI.

Annex The annex supplies detailed information complementing the UHB:
I Annex Section 4.1 - Sitemap [']: Hierarchical, structured illustration of all
screens and their interrelations
I Annex Section 4.2 - List of privileges [']: For each screen, all privileges and
their corresponding description are listed
I Annex Section 4.3 - List of references for error messages [']: For each screen,
all references for error messages, the error text and the corresponding
description are listed

1.2 Overview of the Graphical User Interface

The GUI is a browser-based application for communication with CRDM in U2A
mode. It is based on the ISO norm 9241 ‘Ergonomics of human system
interaction’.

1.2.1 Setup and Login Procedures

Before entering the GUI, make sure that your workstation complies with the
hardware and software requirements and implement all necessary preparations
(e.g. firewall settings) described below.

Such requirements/preparations may be subject to periodical review/update to
comply with changing technical/regulatory scenario.
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Hardware
requirements

Software
requirements

Supported
Web-
Browsers
and Settings

GUI Access

tapget Welcome C

Please refer to the “ESMIG U2A Qualified Configurations” annex of ESMIG
UDFS.
Please refer to the “ESMIG U2A Qualified Configurations” annex of ESMIG
UDFS.

Please refer to the “ESMIG U2A Qualified Configurations” annex of ESMIG
UDFS.

Please refer to the “ESMIG U2A Qualified Configurations” annex of ESMIG
UDFS.

Users are directed to an initial page named ESMIG portal that ensures proper
routing to the web applications the user has been granted to enter.

2022-01-28 15:42
Stage: IAC | Version 1.0.1 | Go Sign Client: & 32 bit & 64 bit

Choose a Service

Choose a System User |2

Illustration 3: ESMIG Portal

All rights reserved.

The ESMIG Portal screen expects the user to select the relevant service to enter.

After the selection of the Service, the user is invited to select a specific
component or application.

As a third step, once the component or application is selected, the user is
requested to select the System User.

After submitting the screen, the user is redirected to the selected component or
application.
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In order to properly access the ESMIG PORTAL and to select service and
components, the user must be granted with the relevant privileges:

I T2S Access: the user granted with this privileges can see “T2S” under
“Choose a Service” section and “T2S GUI” under “Choose Component or
Application” section.

I  CRDM_Access: the user granted with this privileges can see “CRDM” under
“Choose Component or Application” section.

I BILL_Access: the user granted with this privileges can see “Billing” under
“Choose Component or Application” section.

I  BDM_Access: the user granted with this privileges can see “Business Day
Management” under “Choose Component or Application” section.

I DMT_Access: the user granted with this privileges can see “Data Migration
Tool” under “Choose Component or Application” section.

I TMS_Access: the user granted with this privileges can see “TMS” under
“Choose Component or Application” section.

I ORT_Access: the user granted with this privileges can see “Operational
Reporting Tools” under “Choose Component or Application” section.

NRO specific  please refer to the “ESMIG U2A Qualified Configurations” annex of ESMIG
requirements oo

1.2.2 GUI Structure

This chapter explains the basic elements of the CRDM GUI structure (i.e.
structure of the menu and the screens) helping you to navigate through the
system and to use it quickly and efficiently.

The first subsection describes the menu structure where screens are grouped
hierarchically. Afterwards, the second subsection explains the layout structure
common to each screen. The following subsections provide details on the
different screen types [ ] and on recurring elements, such as common field types
['] or buttons and icons ['].

1.2.2.1 Menu Structure

The GUI menu is structured into four hierarchical menu levels. The hamburger
menu appears when the proper icon is selected. After the first level is presented,
it is possible to choose the functionalities that are common to the shared services
and those that are specific for T2 or TIPS. Then the menu can be further
navigated - the second, third and fourth menu levels are accessible via mouse-
over on the first-level menu item - in order to select the desired functionality.

Hint Depending on your access rights, it is possible that not all menu entries are
visible for you. Contact your system administrator to verify that you have the
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services

necessary privileges to access all screens relevant to you. The privileges are
listed in each screen and business scenario description.

& T2SOPERATORUSER1 | 20200
Session 10 eEGAOYUSTHES Bush

Illustration 4: CRDM menu levels

Position No. Description

1 Menu level 1
2 Menu level 2
3 Menu level 3
4 Menu level 4

All entries on the third menu level are structural subcategories. To access a
screen you have to click on the fourth menu level.

1.2.2.2 Screen Structure

Header

All rights reserved.

In general, each screen of the CRDM GUI follows the same layout containing a header
and a content area.

The header appears at the top of every screen. It contains three main elements
providing useful information and helping you to navigate between the different screens
as shown in the illustration below.
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WHAT IS CRDM?
CRDM Is 2 centrazed. haem

Illustration 5: Header elements
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Position No. Element Description

1 Menu bar ... presents the main menu item and allows you to
navigate to the screens.

2 CRDM logo ... links to the welcome screen.
button
3 Information panel ... displays your login name, the logout and help

buttons as well as date and time of last data
access.

Content The content area is the part of the GUI where you can trigger all business actions. It is
Area organised by five main elements which help you to interact properly with the GUI as
shown in the illustration below.

To structure large amounts of data, the content area is further separated into frames
and sub-frames.

2 725 OPERATOR USER 1 | 2020-06-30 11:32| » ? Help | = & Logout
target ' e E
services Session ID: eylhbGei0ilUzI1Nij9 Business Date: 2020-06-29 Stage: IAC version: 1.0.26
r
LZC&T a* > Common > Parties. > Party Service Links > Q search > @ Details 1 2

PARTY SERVICE LINK DETAILS

Status: Active Party Type: National Central Bank

Parent BIC: TCSOTCSOXX Party BIC: NCEXITRROO1 Edit

Service: T2 RTGS COMPONENT Party Type for Service: RTGS CB Account Holder

Valid From: 2020-04-14 Valid To: 9999-12-31 4

Restore

00000

RTGS Configuration Data 3 Revisions

500 true

Total rows: 1

Illustration 6: Content area elements

Position No. Description
1 Breadcrumb ... shows the main path to the current screen.
2 Basic icons ... exports or prints the screen content.
3 Frame and sub-frame ... groups related information as a structural
title function.
4 Button bar ... shows all available buttons for the current
screen.
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Further information about the icons can be found in the common buttons and icons
section.

1.2.2.3 Screen Types

The CRDM GUI consists of the following types of screens, each with a different
function:

I Welcome screen

I Search/List screen

I Details screen

I Enter screen (usually new or edit screen)

\éVeIcome The welcome screen is the entrance into the CRDM GUI.
creen

Search/List

Screen You can access all search/list screens on menu level four.

The search/list screen allows you to query the CRDM database using a
predefined set of search criteria. After executing a search, a list of data records
matching your search criteria is displayed in a table. To select an entry from a
list displayed on a search/list or list screen, click on the desired entry. The
background colour of the table line changes to indicate the selected entry. If the
search retrieves only one record, the details screen is displayed directly, if you
are authorised to access the details screen, else the record is displayed in the
table in the list screen. You can browse through the list using the table buttons.
Furthermore, it is possible to arrange your search results in ascending or
descending order by the columns shown. This does not trigger a refreshed

query.

Details In contrast to the search/list screen, you can only access the details screens via
Screen other screens.

All details screens provide you with in-depth information of a previously selected
data record.

Before showing the details screen, a new query is forwarded to the system to
ensure most up-to-date data.

Enter Similar to the details screens, you can only access the enter screens through
Screen other screens.

Enter screens allow you to enter data, which can be done in two enter modes:

I New mode, represented by the new screens
I Edit mode, represented by the edit screens
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In general, both modes contain the same fields. In the case of the new mode, all
fields are blank. In the case of the edit mode, existing data are prefilled in the
fields. In addition, one past value is reported (if available) which cannot be edited.
You can edit the existing currently valid value by changing the content of the
field. You can only edit an existing currently valid value provided that there is no
future value. Otherwise, you need to delete the existing future value beforehand.
You can also enter a new future value by clicking on the pencil icon.

1.2.2.4 Field Types and Properties

Field Types  The description of the common field types with the proper descriptions follow.

Input Fields In input fields you can enter text and/or numeric content. Make sure to comply

with the format requirements, which are part of each field/screen description.

Input-sensitive fields are input fields with an auto-complete mode that helps you
to input data. As soon as you start typing the first characters of the respective
data into an input-sensitive field, CRDM automatically proposes possible
matching entries from which you can select the desired one.

PARTY NEW

Parent BIC: I .

FBNCB EP1000
(e T NCB AESP8XXX j Lo
o

NCB AESPIXXX

Opening Date: Closing Date:

a

NCB AESPAXXX
NCB AESPBEXX

NCB AESPBGXX

-1 19O,

NCB AESPBHXX

a
I
H

NCB AESPFFXX
BIC:

NCB AESPGGXX
NCB AESPHXXX

X

lllustration 7: Input-sensitive field

0 Hint

You can use the tab key on your keyboard to navigate through the GUI fields.

BIC8 that are entered via GUI are automatically supplemented to BIC11 by
adding ‘XXX’ in order to unambiguously identify a party.

?_elﬁft Select fields are either select boxes, radio buttons or check boxes.
ields
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I Select boxes: Functionally a select box is a way to enter data from a limited
list of possible values. In CRDM you can find different types of select boxes,
standard select box, input-sensitive select box and auto-complete select box.

I The standard select box enables the user to choose one entry from a
predefined set of values. To select an entry, click on the little box with the arrow
to open the menu. Then select the desired value by clicking on it.

Party Type: j

Opening Date:

Ancilary System

Mational Central Bank

Payment Bank

Illustration 8: Standard select box

I The input-sensitive select box enables the user to enter the desired value
manually, which will be used to reduce the possible set of values in the input-
sensitive select box list, which provides you with a drop-down menu that shows
the 10 first entries of the set of values irrespective of what you might have
entered in the text field.

Parent BIC: I

T— FBNCB EP1000
Party Type: -
Party Type: AAMNAU2100 . arty Type NCB AESPSXXX

AASVINDTXXX NCB AESPIXXX

Parent BIC: neel

il - an 0 ing Date: =
Opening Date: ‘ ABAOALATY00 # O pening Date ‘ NCB AESPAXXX & o
ABBLINBBYXX NCB AESPREXX
ABEMAU21XXX NCB AESPBGXX
Codes Codes
ABFUMYK XXX NCB AESPBHIG
ABNAAUZEXHX NCB AESPFROC
BIC: BIC:
ABNAAUZEXXC NCB AESPGGXX
BIC is mandatory BIC is mandatory
IC 15 mandatory ABNAALZICK 15 mandatery NCB AESPHXXX

lllustration 9: Input-sensitive select box using the input-sensitive select box icon and input-sensitive

select box with manually entered values.

I The auto-complete select box enables the user, differently from the input-
sensitive select box, to make entries and choose values outside the standard set
of values to be sent to the back-end for further validation (extended data scope).
Due to that possibility of transporting unqualified data the validation of the values
is restricted to basic checks and will be carried out mainly in the backend. Apart
from that, the auto-complete select box functions similar to the input-sensitive
select box.
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Parent BIC: I NCBXITRRO

NCBXITRRO 01

Lok NCBXITRRO 03

NCBXITRRO 04

lllustration 10: Auto-complete select box

I Radio buttons: Enable the user to make exact selections using one value
from a set of options. You can select only one value at the same time. Click on
the icon corresponding to the option you would like to select.

g Role name j

r Parent BIC: Choose BIC Party BIC: Choose BIC

Illustration 11: Radio buttons

I Check boxes: Enable you to select more than one value at the same time.
Click on the boxes corresponding to the options you would like to select. Selected
check boxes contain a check mark.

Default: = Main User: ¥

Illustration 12: Check boxes

Wildcards A wildcard is a placeholder for characters and it represents any acceptable
character or a set of them in a string. In CRDM you can use a wildcard in input
fields or google-style fields in all the search screens to search for data widening
the result to all the strings matching the pattern. The required number of
characters is indicated in the field description. CRDM accepts two possible
values:

I *’ that is a placeholder for one or more characters of the input value;

I “?’ that is a placeholder for exactly one character of the input value.

Examples

CRDM*: The result list contains all data records beginning with ‘CRDM'.
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*Account: The result list contains all data records ending with ‘Account’.

CRD?: The result list contains all data records that have any acceptable
character at the end of ‘CRD’, e.g. ‘CRDM’, ‘CRDX’, etc.

The combination of the wildcard ' is not possible, e.g ‘CRD?* or ‘CR**

The wildcards are always usable in the fields reported before with the following
restrictions:

I It is possible that to properly search with wildcards you have to insert at least
two or four characters. In this case, the minimum number of characters to be
entered is reported in the field remarks;

I It is possible that a field does not allow wildcards; in this case, this is explicitly
mentioned in the Remarks field.

Read-only In addition to enter and select fields, the CRDM GUI has also read-only fields,
Fields , .
which are pre-filled and do not allow data changes.

Eield _ All field types have specific properties with respect to possible character sets,
roperties and mandatory content.

Date A Date type field has the following format: YYYY-MM-DD. There are four digits
representing the year, two digits representing the month and two digits
representing the day.

The default value of Date fields, unless differently specified, is BLANK.

Generally, if a closing date value is not specified, the system will automatically
set the date “9999-12-31".

The field Date is always linked to a calendar icon that opens a calendar where
you can select a day. It is possible to insert a date writing in the field or using
the calendar.

Time?
The Time type field has the following format: HH:MM. There are two digits

representing the hour and two digits representing the minute.

DateTime?
I A DateTime type field has the following format: YYYY-MM-DD HH:MM. There

are four digits representing the year, two digits representing the month, two digits
representing the day, two digits representing the hour and two digits
representing the minute. The field DateTime is always linked to a calendar icon
that opens a calendar where you can select a day. It is possible to insert a date
writing in the field or using the calendar.

1 The Time in the system refers to the CET/CEST zone.
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Amount The GUI will show the amounts with all decimal points, English Format (the
decimal separator will be a “.” and the thousand separator is “,”) and right
alignment.

Amounts can be entered up to 18 figures, that is maximum 19 characters if the
decimal separator is present.

When the amount field is in read-only mode or the amount field is not selected
for typing, the amount shows the thousand separator.

When the user is typing the numbers, the amount is shown without the thousand
separators.

The number of decimals is defined by the currency.

Negative amounts (shown by the system but not entered by the user) are written
in red and marked with a “-“ (This rule applies for all negative values).

According to the character set, only numerical characters (decimal —
abbreviation "d") can be used for amounts plus the negative symbol.

Description

Amounts Contains an The Amount must beThe amount must be greater than
Amount. greater than or equal to 0.or equal to 0.

Amounts Number of The Amount must have Wrong format in field <field name>.
Decimals of an<number of decimalsThe correct format has to be
amount stored for the currency>xxx.xxx,<number of decimals

decimals. stored for the currency>.

Amounts Character set to be It is only possible to use aOnly numerical characters are
used numerical character set. allowed

QUiC_k Input T facilitate a quicker input, the user can enter the following characters in fields
Entries . . )
that require the input of amounts:

I The character T (or t) represents thousands, thereby allowing the user to enter
three zeros directly, e.g. to enter 5T instead of 5,000;

I The character M (or m) represents millions, thereby allowing the user to enter
six zeros directly, e.g. to enter 5.5M instead of 5,500,000;

The input of the respective character immediately converts the entry into a value
with the corresponding number of zeros.

For quick input entries, the GUI is not case sensitive.

Numeric There are different type of numeric field. In general these fields, in edit mode,

o6

can contain only numbers and “-“ symbol.
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Field Description Edit mode New mode

Numeric Can contain only natural Only numbers are The thousand separator is
numbers (positive integer). allowed. shown.

Integer Can contain positive and Numbers and char The thousand separator is

negative integer values. are allowed. shown. When negative, the

char is shown and the

string is in red.

Positive Real Can contain positive values Numbers and The thousand and decimal
with decimals. When using decimal separator separators are shown.
this type, the number ofare allowed.
decimal must be specified.

Real Can contain positive and Numbers, decimalThe thousand and decimal
negative values with separator and charseparators are shown.

decimals. When using this “-“ are allowed. When negative, the char “-

type, the number of decimal “is shown and the string is
must be specified. in red.
Percentage Can contain positive values Numbers and The thousand and decimal

with decimals. When using decimal separator separators are shown plus
this type, a maximum of 5 are allowed. “%” symbol.

digit(s) including decimal

point (thereof max. 2

decimal places and decimal

point) are allowed.

Percentage + Can contain positive and Numbers, decimalThe thousand and decimal

negative negative values with separator and charseparators are shown plus
decimals. When using this “-“ are allowed. “%” symbol. When
type, the number of decimal negative, the char “-“ is
must be specified. shown and the string is in
red.
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Telephone  Shall contain numbers from Numbers and The chars “+”, “-*, “(%, ”)" are
Number 0 to 9 and chars “+”,”-%, “(“ , chars “+”, “-* “(“, ”)’shown (e.g. ‘+012-
”)”. When using this type, the are allowed. 3456789).

following pattern shall be
respected:

= Starting with “+”

- Then at least one to
maximum three digits

“ o

- Then symbol

- Then at least one to
maximum thirty characters

TS

(digits and symbols “+”, “-,

“w

“, )" are allowed).

Characters  cRDM operates in British English and uses the SWIFT-x character set to enter
data: if not described differently, the fields are intended to be based on the
SWIFT-x character set. CRDM can accept the UTF-8 character set with the
exception of ‘<’, >’ and ‘&’ in specific fields; when this happens, this is explicitly
reported.
The GUI does not differentiate between upper and lower case in terms of data
input for input fields.

The SWIFT-x character set corresponds with the following content:

Character Description

a-z 26 small characters of the Latin alphabet
A-Z 26 capital characters of the Latin alphabet
0-9 10 numeric characters
/ Solidus (slash)
- Hyphen
? Question mark
Colon
( Opening parenthesis
) Closing parenthesis
Full stop
, Comma
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Character Description

,

Apostrophe
+ Plus

Space (blank)
CR Carriage return

LF Line feed

0 Hint
CRDM does not process fields (mandatory or optional), that are only filled with

blanks. Blanks appearing at the beginning or at the end of a field entry are
deleted automatically without any notification.

Fields in a list or details screen, where the dataset was saved without an entry,
are filled with ‘---.

I(\:/Iandatory In the GUI all mandatory fields are marked with a red line in the label. All marked
ontent fields have to be filled in before you are allowed to proceed. The red line is turned
into green when the field contains a value or is selected.

R | 1]
Opening Date: I yyy-mm-dd # O  Closingpate: yyyy-mm-dd g2 o
-
Submit
Parent BIC: I Choaese BIC |2Partymc: I Choose BIC } O
e Reset
0 —

Cash Account Number: I

[

Floor notification Amount: Ceiling notification Amount;

Currency: I j

Linked Account Type: j Linked Account Reference:

Illustration 13: Mandatory fields

Position No. Description

1 Mandatory select field

2 Mandatory input field

1.2.2.5 Common Buttons and Icons

While working with the CRDM GUI you will find that some buttons and icons
appear regularly. There are three types of common elements:

I Basic icons, which you can find on every screen
I Utility elements, which represent functions within the content area
I Table elements, which you can find below data record lists on search/list
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The buttons contained in the button bar are variable and therefore explained in
the screen descriptions.

Basic Icons QI EEEDETXEEIXTEY s

Illustration 14: Basic icons

Position Element [Description

[\\[oR

1 Export icon ... exports the data of the executed query from the current
screen into a csv-file.

If exporting a list, the related search criteria are exported as
well whereas detailed data are only exported, if the
respective list and the details screen are covered by the
same query. Otherwise just the list entry will be exported.

The export icon is common to all CRDM screens except for
the welcome and the new screens.

In addition to the exported data from the screen the following
information is exported at the start of the file: name of the
exported screen (including menu path), current date, name
of the user who triggered the exporting, classification label
‘RESTRICTED’, timestamp of the export, defined search
criteria (Query parameters, if applicable), ‘CHANGED DATA'
when exporting an edit screen which contains amended data
that has not been submitted yet.

2 Printicon ... prints the data of the current screen.

It is strongly recommended to use this button for generating
a clearly arranged overview of data on the printout.

The print icon is common to all CRDM screens except for the
welcome screen.
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PARTY SERVICE LINK NEW

service: I T2 RTGS COMPONENT j Party Type for service: I Choose... -
Valid From: I yyyy-mm-dd @ O Valid To: yyyy-mm-dd & O
RTGS Configuration Data
Intraday Credit Limitation: I U2A only:
5 < |+ a
Mandatory field

Intraday Credit Limitation

No Rows To Show

Total rows: 0
MESSAGE SUBSCRIPTION RULE SET DETAILS

st e

KuleSetia 2000004

Ovscngtion FI5 Rocening Batus Advicus and Confirmancons

Valig frorm V8N

Cromnr Pavsnt I FCIOTCR0

Wereid Petet

P e

Tk tows 10

o ley

Servdie

Nane

POAt N gIive par prvatat vat:
Valet T

Croatar Pany IO

V) e Vst To B P Bockean Dgeessen

=

FSSIAVOS

Foithe

L

[QISVIVEL TN

Aine 2 2000068) 20T L GHEAA2I1 000 (Message Type @ se3e028) 25 28

2etve 3 IN00MA  IS002T 000 G231 000 (Message Type ® cant0sd) 3 3
Acne ] PN00MAL 0MBL027C0C Y231 000 (Message Type s camL06) 33 4
Atne 5 INCOMAL 20150027 001 Y1231 00¢ (Message Type ® camt0eT) s &
e ¢ J000NAS 20054027000 MIII1 000 (Message Type s cantOdn) 33 &
Aane ! JUONAS  2005Q02700L W AII1 000 (Messige Type ® CamtOrs) as T
Tosdt roms 31

lllustration 15: Utility Elements
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Position Description

No.

1 Calendar ... opens a calendar where you can select a day. If applicable,
icon you can also select the time via the calendar icon.

2 Pencil icon ... enables you to enter a new future value into an input field.

In edit mode, you can either change an existing data record or
enter a new future one. If you have changed the existing
current value before entering a future one, the data are
restored.

The pencil icon is only available on edit screens.

3 Delete row ... removes the selected row in the corresponding list as well
icon as fields or sub-frames.

The delete row icon is only available on new and edit screens.

4 Submit ... updates the selected row in the corresponding list using the
changes values inserted in the related fields.

icon The submit changes icon is only available on new and edit
screens.
5 Cancel ... enables you to leave the selected and edited row without

changes causing any changes.

icon The cancel changes icon is only available on new and edit

screens.
6 Magnifier ... provides the possibility to search for data on other screens.
icon If you are not aware of the exact/correct value, but you know

other related data, click on the magnifier icon to enter the
search screen. There you can enter all information known to
you and execute a search. By clicking on the select button, you
are redirected to the initial screen with the desired data entered
in the respective fields.

The attribute equipped with magnifier icon works otherwise like
an auto-complete select box.

7 Heart icon, ... restores the selected row in the corresponding list or sub-
Restore frames.

TOWICON  The Heart icon is only available on lists or sub-frames.
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Table
Elements

‘Opening Date + =  Closing Date Type = | ParentBIC BIC LEI

Aclive 2013-11-01 0999-12-31 Service Operator TCSOTCI0XXX TCSOTCS0XXK T2S0 Party
Active 2014-08-07 9999-12-31 National Central Bank  TCSOTCSOXXX ZYAAXECO1CO ZYAAXEC01CO SN
Aclive 2014-08-18 09999-12-31 Payment Bank ZYAAXECO1CO ZYAAXECO1D2 ZYAAXEC01D2 sn
Active 2014-08-27 0999-12-31 National Central Bank  TCSOTCSOXX ZYAAXECO1CB ZYAAXECO01CB NCB
Active 2014-12-01 9999-12-31 Payment Bank ZYAAXECO1CB ZYAAXECO1D3 ZYAAXECO01D3/shor
Active 2014-12-01 0999-12-31 Payment Bank ZYAAXECD1CB ZYAAXECO01D2 ZYAAXEC01D2/Shor
Active 2015-02-20 09999-12-31 National Central Bank . TCSOTCS0XXX NCBAHUAAXXX HungaryNCBPositive
Aclive 2015-02-20 0999-12-31 National Ceniral Bank = TCSOTCS0XXX MALTMTMTXXX CBM
Active 2015-02-23 9999-12-31 Payment Bank MALTMTMTXXX MBWMMTMTXXX MEDBANK
Aclive 2015-02-23 0999-12-31 Payment Bank MALTMTMTXXX MALTMTMTXXX CBM
Active 2015-02-23 9999-12-31 Payment Bank MALTMTMTXXX KMALMTMTIOX MSE
Aclive 2015-02-23 9999-12-31 Payment Bank MALTMTMTXXX VALLMTMTXXX BOV
Active 2015-03-05 0099-12-31 Payment Bank NCBAHUAAXXX PBKBHUHASOX PBKBHUHMAXO(
Aclive 2015-03-05 9999-12-31 Payment Bank NCBAHUAAXXX PBKAHUHAXXX PBKAHUHAXXX

<l |

Total rows: 10465

lllustration 15a: Table Elements — Sort icon

=Rz
Active 2013-11-01 Service Operator TCSOTCSOXXX TCSOTCS0XXX T230 Party A
Active 2014-08-07 National Central Bank  TCSOTCSOXX ZYAAXECO1CO ZYAAXECO01CO SN
Active 2014-08-18 —— Payment Bank ZYAAXEC01CO ZYAAXECO1D2 ZYAAXECO1D2 sn
Active 2014-08-27 E9EER National Central Bank TCSOTCSOXXX ZYAAXECO1CB ZYAAXECO1CB NCB
Active 2014-12-01 Not equal Payment Bank ZYAAXECO01CB ZYAAXECO1D3 ZYAAXECO1D3/shor
Active 2014-12-01 Payment Bank ZYAAXEC01CB ZYAAXECO1D2 ZYAAXEC01D2/Shor
Active 2015-02-20 National Central Bank  TCSOTCSOXX NCBAHUAAXXX HungaryNCBPositive
Active 2015-02-20 National Central Bank ~TCSOTCSOXXX MALTMTMTXXX CBM
Active 2015-02-23 Payment Bank MALTMTMTXXX MBWMMTMTXX MEDBANK
Active 2015-02-23 Payment Bank MALTMTMTXXX MALTMTMTXXX CBM
Active 2015-02-23 Payment Bank MALTMTMTXXX KMALMTMTRX MSE
Active 2015-02-23 Payment Bank MALTMTMTXOX VALLMTMTIOX BOV
Active 2015-03-05 Payment Bank NCBAHUAAXXX PBKBHUHAXXX PBKBHUH/AXXX
Active 2015-03-05 Payment Bank NCBAHUAAXXX PBKAHUHAXXX PBKAHUH/AXXX

4|

sl

Total rows: 10465

lllustration 16b: Table Elements - Supplementary filters in list objects

Position [Element

Description

All rights reserved.

1 Sort icon

... sorts the list in ascending or descending order by clicking on

the up or down arrow.
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Supplementary
filter

... allows in-memory filtering, depending on the type of fields, of

the displayed list of items according to additional criteria as

shown below.

Data fields supplementary filter criteria:

I Equals

I Greater than
I Less than

I Not equal

I In range

Text fields supplementary filter criteria:
I Equals

I Not equal

I Starts with

I Ends with

I Contains

I Not contains

Predefined supplementary filter criteria:

It contains an adaptive list of values which is consistent with the

related search criterion. E.g. for any Status field, the predefined

supplementary filter contains the following values: ‘All’; ‘Active’,

‘Deleted’.

When a supplementary filter criterion is used, the list is

automatically filtered in memory without submitting the query to

the back-end. When applied, any supplementary filter can be

removed by individually resetting the corresponding filter.

If a supplementary filter is applied, a small icon near the column

header is displayed, as shown in the following image.

Active
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1.2.3 Validation

In CRDM, all submission processes undergo various validations, which take
place in the front-end and/or in the back-end. Only correct entries, fulfilling all
predefined criteria, can be further processed. To indicate the status of the
recently performed action, CRDM uses two different types of messages to
indicate a successful or failed validation as described below.

In addition to the automatic validation carried out by CRDM, human validation
can be imposed by using the 4-eyes mode.

Furthermore, non-repudiation of origin (NRO) is implemented for a specified
number of screens.

\F/r?'r;t-lti_nd As first part of the validation process, the front-end validation takes place without
alidation communication to the back-end. The front-end validation includes both the field
validation and the cross-field validation. It is carried out after clicking on a button.

The field validation verifies that all entries comply with the required format.

The cross-field validation checks the data consistency between two or more
fields/buttons in relation to each other.

Back-End The back-end validation is the second part of the validation process. After
Validation successful front-end validation, your request is submitted to the back-end and
checked for compliance with the business validation rules. In case of failure an
error message is displayed. You can find a detailed list of all error messages and
their description in the annex of the UHB (list of references for error messages

['D).

Result After each validation, the CRDM GUI informs you about the result. There are two
different message types available, the error message and the success
message.

Error Each error message appears as a pop-up on the upper right corner of the screen.

Message

In the case of a failed front-end or back-end validation, it indicates the source of
the failure, the type of error and a short hint.
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B —
target & T25OPERATOR USER 1 | 2020-01-14 14:17| » ? Help | » & Logout
g . Session 1B: eYPbGOCHIVEITN(S Business Date: 2020.07.14. Stage: AC vershon: 1012 Request rejected! x I
Your request with id
comom S e 3 G ‘
REAY conron L oA s b
rejected due to:
DPD1003 - UNKNOWN PARTY
PARTIES
Status: Active j
Opening Date from: ) B O  OpeningomeTe: . B ©
Closing Date From: ) B 0 cosngomeTa )
Party Type: A j
s NCHXITRRO0T —= PMBKITRR300
& Short Name:
e Cooong ek | Cosngose B Twe m | Faemoc = lsc  alis = .
Active 2019-07-25 9999-12-31 Payment Bank NCEXTRRO01 PMBKITRR00 PMEK300

Illustration 17: Error message

Success

The success message appears as a pop-up on the upper right corner of the
Message

screen. It confirms that your data have been submitted successfully.

If you are working in 4-eyes mode, the success message also provides you with
the 4-eyes principle ID.

& T25 OPERATORUSER 1 | 2020-01-14 14:35| » 2 Help |» f& Logout . :

Session ID: eyJnbGCO|IUZITNi|S Business Date: 2020.01-14 Stage: IAC version: 1.0.12 Request completed! x I

E] & Your request with id

<8500000000000085024> has been
successfully submitted!

LEL:

13
(]

Closing Date: 9999-12-31

Illustration 18: Success message

4-Eyes

Mod Depending on the access rights setup, you can use CRDM in 2-eyes or in 4-eyes
ode

mode. The 2-eyes mode and the 4-eyes mode apply for enter screens (new and
edit mode) and for any kind of deletion processes. If you are a 4-eyes mode user,
your actions have to be confirmed by a second user in order to be processed.

First

U In 4-eyes mode the first user enters, changes or deletes the data on a screen and
ser

afterwards submits the action by clicking on the submit button in the button bar.
The success message appearing after successful validation includes a 4-eyes
principle ID. For the final execution a second user is needed to confirm the action.
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Digital
Signatur
e NRO
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Select certificate:

After the first user has entered, changed or deleted the data, a second user (with
the required privilege) has to approve or revoke this action via the data changes
screen ['] either using the 4-eyes mode ID or the search functionality.

As soon as the data changes are positively approved, CRDM marks these data as
approved and they are forwarded to further processing.

In order to ensure non-repudiation of origin (NRO) for critical transactions, the
system foresees the use of a digital signature for specified screens: the user must
enter a PIN code for signature purposes whenever a specific action is initiated. With
the entry of the PIN, CRDM attaches a digital signature to the instruction entered
by the actor.

Please sign the request with your key

<Action=Update User</Action>
<User>T25 OPERATOR USER 1</User>
<Party>TCSOTCS0XXX</Party>
<Time>2021-09-24 06:25</Time>

<SessionD>ey]hbGeiOi)lUzl 1 Nij9</SessionID>

<name>Test NRO C5LD 2</name>

u2a-nrol3 ~

lllustration 19: Digital Signature

The following (exhaustive) list provides an overview of screens for which the NRO
feature is implemented:

I Attribute Domains - Search/List screen

I Attribute Domain - Details screen

I Attribute Domain - New/Edit screen

I Attribute Domain References - List screen

I Attribute Domain Reference - Details screen

I Attribute Domain Reference - New/Edit screen

I Cash Account - New/Edit screen

I CoSD Rules - Search/List screen

I CoSD Rule - New/Edit screen

I CoSD Rule Sets - Search/List screen

I CoSD Rule Set - New/Edit screen

I CSD Account Links — Search/List screen
I CSD Account Link - new/edit screen

I Data Change — Details screen
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I Eligible Counterpart CSDs — Search/List screen

I Eligible Counterpart CSD — Details screen

I Eligible Counterpart CSD - New/Edit screen

I Grant/Revoke Cross-System Entity Object Privilege - New/Edit screen
I Grant/Revoke Object privilege - New/Edit screen
I Grant/Revoke Role - New/Editscreen

I Grant/Revoke System Privilege - New/Edit screen
I Market-Specific Attributes - Search/List screen

I Market-Specific Attribute - Details screen

I Market-Specific Attribute - New/Edits screen

I Restriction Types - Search/List screen

I Restriction Type - New/Edits creen

I Restriction Type Rule Sets - list screen

I Restriction Type Rule - Details screen

I Restriction Type Rule — New/Edit screen

I Roles — Search/List screen

I Role - New/Editscreen

I Secured Groups - Search/List screen

I Secured Group — Details screen

I Secured Group - New/Edit screen

I Securities Accounts - Search/List screen

I Securities Account - Details screen

I Securities Account - New/Edit screen

I Securities Account Transfer Management - Edit screen
I Security CSD Links — Search/List screen

I Security CSD Link — Details screen

I Security CSD Link — New/Edit screen

I Security CSD Links — Search/List screen

I Security CSD Link — Details screen

I Standing Order For Reservation — Details screen

I Standing Order For Reservation — New/Edit screen

I Standing Order For Reservation — Search/List screen

I Standing/Predefined Liquidity Transfer Order — Details screen

I Standing/Predefined Liquidity Transfer Order — New/Edit screen
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I Standing/Predefined Liquidity Transfer Order — Search/List screen
I Role - New/Edit screen

I Role - Search/List screen

I User - Details screen

I User - New/Edit screen

I User - Select/List screen

I User-Certificate DN Link — New/Edit screen

I User-Certificate DN Link — Select/List screen

1.2.4 Communication Network and Services

Refer to the ESMIG UDFS document for details on the communication network
and services.

1.2.5 User Administration

Registration Only registered users have access to the CRDM GUI, therefore registration in
CRDM reference data and to the network is necessary prior to the first GUI
access. The Registration Guide provides information on how to fill in Registration
Forms properly.

After registration the system administrator is given the possibility to grant and
revoke privileges to its users within the CRDM GUI as described in both the
screen reference part and the user instructions part.

1.2.6 Security and Certification Services

In order to guarantee a secure and safe handling of the information and to
protect customer data provided via the GUI, various security elements have
been put into place:

I Each action requires System or human validation as described in the
validation ["]

I The scope of available data and functions is controlled via the management
of access rights

I The security features provided by the network providers and described in their
respective user documentation prevent unauthorised access

1.2.7 Online Help

The content of the UHB can be accessed from the CRDM GUI by clicking on the
help button.
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2 Screen Reference Part

2.1 General

The screen reference part offers a complete overview of all CRDM GUI screens
that are available in U2A mode. Each screen description focuses on a single
screen and explains all fields contained therein. An exception is made for the
new and edit screens, which are largely similar and therefore included in a single
screen description. The description is always based on and contains only the
screenshot of the edit screen, but describes deviations for the new screen in a
separate row for each field or button description.

Party Type Select the type of party from the possible values:
I Payment bank

I National Central Bank

I Ancillary System

Reference for error message [ |
1 DPC1002
1 DPC1005

This field is mandatory in create mode.
This field is read-only in edit mode. 2

lllustration 20: Example of a new and edit screen description

Position No. |[Element

1 Description relevant for new mode.
2 Description relevant for edit mode.

In detail, every screen description has the same structure and contains the
following elements.

Context of The context of usage explains what a screen displays, what you can do with the

Usage . . .

g screen and which special features are available for the screen, for example the
need for confirmation in 4-eyes mode or usage restrictions. If the export
functionality produces more data than shown on the screen (if a list screen is
based on a detailed query), this is also indicated in the context of usage.

icreen The screen access lists all possible ways to access the screen. This includes
ccess

navigation via the menu and navigation via other screens.
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Privileges

Reference

Screenshot

Field
Description

All rights reserved.

Examples
Navigation via the menu:
Common >> Cash >> Cash Account >> cash accounts — search/list screen

Navigation via other screens:
Common >> Parties >> Parties >> Technical Address Network Service Link >>
Click on the new or edit button

When navigating via a search/list or list screens, a data record has to be selected
by clicking on a table row. Afterwards, you can click on specific buttons in the
button bar, e.g. the edit or details button.

The privileges segment lists all necessary privileges to access the screens and to
use its functions. First, the privileges to access a screen are mentioned, followed
by the privileges that are necessary to use all functions on the screen.
For further information, refer to the list of privileges [ ].

The reference lists all business scenarios containing the respective screen
(reference to the user instructions part).

You can use the screenshot as orientation for your work with the UHB. All
screenshots are based on the maximum of access rights, so deviations are
possible if you do not own all privileges which are necessary to use the screen in
its full extent. In addition, deviations between the screenshot and the field/button
description are possible in the case of mutually exclusive functions and based on
a specific selection you have made. Values shown on the screenshot might also
deviate from the default values indicated in the description.

In the case of the new/edit screen description, the screenshot of the edit screen
is used. Differences appearing in the new screen are explained in the field
description.

The field description provides all the relevant information related to the respective
field name. It is structured in table format with a separate table for each frame.
Sub-frames are indicated by subsection headings in the table. The following
illustration explains the structure of a field description.
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Party
Opening Date 1 Enter the opening date of the party or use the calendar

icon. 3

Reference for error message [ |: 6
I DPC1205

I DPU1206
| DPU1208

The inserting opening date must be equal or greater than
the current business date. 5§

This field is mandatory in create mode.

This field is read-only in edit mode if the current business
date is greater than the “opening date”. 7

Required format is: YYYY-MM-DD. 4

lllustration 21: Example of a screen description
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Position No. Description
1 Field name ... indicates the respective name of each
screen field.

Mandatory fields are explicitly indicated.
Input and select fields with no specific
remark are always optional.

2 Frame name ... indicates the respective name of each
screen frame.

3 Field description ... indicates the field type and required
content. Each field description starts with a
keyword, which illustrates your required
activity:

I ‘Shows..." indicates a read-only field [ ]
I ‘Select...” indicates a select field [ ']
I ‘Enter...” indicates an input field [ ]

I ‘Enter or select...” indicates an input
sensitive select box or an input field with
suggestions [ ]

If there is an exhaustive list of possible
values, these are listed.

4 Required/Displayed ... indicates all field format requirements
format related to the fields. If there is more than 1
format requirement, they are separated with

a comma.

In read-only fields the displayed format is
only mentioned, if the field content is
ambiguous. This applies especially to date
fields.

The following keywords are used for the
format requirements:

I ‘Digit’ indicates numbers
I ‘Character’ indicates a character from the
SWIFT-x character set [ ]

I ‘Letter’ indicates upper and lower case
letters of the Latin alphabet

5 Cross-field validations ... indicate interdependencies between fields
relevant for the validation of your input.
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For further details on the validation process,
refer to validation [ ].

6 References for error ... indicates the code of all possible errors
messages applying to the field during the back-end
validation. The corresponding error text and
error description is listed in the annex (list of
references for error messages [ |

For further details on the validation process,
refer to validation [ ].

7 Additional information ... indicates the useful information that is for
filling in the field.

Buttons All buttons specific to the screen are listed and described in a table at the end of
the screen description. The following illustration explains the structure of a button
description.

e I

1 Edit 2 This function enables the user to edit the details of the
selected party.

3 If the status of the selected party is set to ‘Deleted’, this
function is not available.

4 If you have accessed this screen via another screen, this
function is not available

lllustration 22: Example of a button description

Position No. |Element Description

1 Button name ... iIndicates the respective name of each button.

2 Button description ... indicates the action that is triggered when
clicking on the button. Each button description
starts with ‘This function enables you...’

3 Cross-field validations ... indicate interdependencies between a field and
the button relevant for the validation of your input.

For further details on the validation process, refer
to validation [ ].

4 Additional information ... indicates useful information regarding the
button and/or its function.

For further information on common buttons, refer to Common Buttons and Icons.
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2.2 Services
2.2.1 Additional Services

2.2.1.1 Data Changes — Search/List Screen

Context of This screen contains a number of search fields. By inputting the relevant data,
Usage . I .
you can search for all reference data changes which were initiated in 4-eyes
mode. You can use this screen to search for items which are waiting for approval,
select those and approve or revoke them.

The search results will be displayed in a list, which is sorted by the values of the
column ‘Update Date and Time’ in descending order (default setting). After
selecting an entry, you can proceed further by clicking on the buttons below.

Screen I Common >> Services >> Data Changes
Access

Privileges To use this screen, the following Privileges is needed [ ]:
I Data Changes of a business object list query
I Data Changes of a Business Object Details Query

I The relevant privilege of the item to be approved/revoked

Reference User Instructions Part
This screen is part of the following business scenarios:
I Initiate an action in 4-eyes mode []

I Approve an action in 4-eyes mode []
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Screenshot

DATA CHANGES LIST

Fields
Description

All rights reserved

Action Type:

4-Eyes Identification:

al j Users Reference:

Object Identifier:

Date of Update

From: 20200128 & O To: 20200128 # ©
CRDM System User

user:

Parent BIC: Choose BIC Party BIC: Choose BIC

Status:

4

Details

ActionType = 4-Eyes Identifica... = | Objectldentiier = | CRDM SystemU...= | CRDM SystemU... = | Date Of Update =

Party Service Link - C  OPERATOR1
Party - Update OPERATOR1
Party Service Link - C  OPERATOR1
Authorised Account U ui10049-2E
Authorised Account U ui10049-2E
Technical Address Nel OPERATOR1
Authorised Account Ut ui10049-2E
Authorised Account U ui10049-2E

Illustration 23: Data changes — search/list screen

Action type

Users reference

4-Eyes
Identification

Object Identifier

950000000000009200 500042001 OPERATOR TCSOTCSOXXX 2020-01-28 16:13 Approved

950000000000009200 500163640 OPERATOR TCSOTCSOXXX 2020-01-28 16:11 Approved
950000000000009200. 0 OPERATOR TCSOTCSOXXX 2020-01-28 16:09 Rejected
950000000000009102 500001008 Ui10049-2E TCSOTCSOXN 2020-01-28 15:11 Revoked
950000000000009102 500018002 Ui10049-2E TCSOTCSOXXX 2020-01-28 15:07 Rejected
950000000000009101° 500189520 OPERATOR TCSOTCSOXXX 2020-01-28 15:03 Approved
950000000000009200 500001000 ui10043-2E TCSOTCSOXXX 2020-01-28 13:44 Approved
950000000000009200 500000001 Ui10049-2E TCSOTCSOXXX 2020-01-28 13:42 Rejected

Data Changes - Search Criteria

Select the type of action initiated by the first user for a
dedicated reference data object from the possible values:
I All (default value)

I Each of the actions that can be done in 4-eyes-mode

Enter the identification the first user added to his request.

Required format is: max. 35x characters.

Enter the identification of the data change, automatically

assigned by CRDM to an operation that has to be authorised by a
second user.

Required format is: max. 35x characters.

Enter the object identifier of the added / changed / deleted
object. It is the technical identifier of an object unless a
business identifier is available for this object.

Required format is: max. 35x characters.

Page 52



B BANCA D'ITALIA  BANCODEESPANA

Eucssions Common Reference Data Management t t
BANQUE DE FRANCE HDEUTSCHE - User Handbook a P g E

BUNDESBANK services

UROSYSTEME EUROSYSTEM

Date of Update

From Enter the lower bound of the date from which the data change was
requested.

The default value is the current calendar date.

Required format is: Date.

To Enter the upper bound of the date until which the data change was
requested.

The default value is the current calendar date.

Required format is: Date.
CRDM System User

User Enter the name of the last user who entered, edited or deleted the
reference data.

Required format is: max. 35x characters.

Parent BIC Enter or select the Parent BIC of the party which the last user
belongs to.

Required format is: max. 11x characters.

Party BIC Enter or select the BIC of the party which the last user belongs to.

Required format is: max. 11x characters.

Status Select the processing status of the data change from the possible
values:

I All (Default value)

I Awaiting approval

I Queued
I Approved
I Rejected
I Revoked
Data Changes - List
Action type Shows the type of action initiated by the first user for a dedicated

reference data object.
Users Reference  Shows the identification by the first user added to his request.

4-Eyes Shows the identification of the change automatically assigned by
Identification CRDM to an operation that has to be authorised by a second user.
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Object Identifier Shows the object identifier of the added / changed / deleted object.
It is the technical identifier of an object unless a business identifier
is available for this object.

CRDM System Shows the name of the last user who entered, edited or deleted
User the static or dynamic data.
CRDM System Shows the BIC of the party which the last user belongs to.

Users Party

Date of Update Shows the timestamp when the first user entered, edited or
deleted the static or dynamic data.

Displayed format is: Timestamp.

Status Shows the status of the data change.

Search This function enables the user to start a search according to the
entered criteria. The results are displayed in a list on the same
screen.

If the search retrieves only one record, the details screen is
displayed directly.
Reset This function enables the user to set default search criteria and

blanks out all optional criteria.

Details This function enables the user to display the details of the selected
data change.

2.2.1.2 Data Changes — Details Screen

Context of This screen displays detailed information on the selected reference data

Usage changes, changes are highlighted in red. You can check the data and proceed
further by clicking on the buttons below. You can use this screen for
approving/revoking reference data changes and to see details of already
approved/revoked items.

Screen I Common >> Services >> Data Changes >> search/list screen >> Click on the

Access .
search and/or details button

Privileges To use this screen, you need the following privilege [']:

I Data Changes of a Business Object Details Query
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Reference User Instructions Part

This screen is part of the following business scenarios:
I Initiate an action in 4-eyes mode []

I Approve an action in 4-eyes mode [']

Screenshot
Details of selected data change

B Technical Address B R B .
Action Type: 4-Eyes Identification: 9500000000000091019 Object Identifier: 500188520
Network Link - Create

CRDM System User - First User

User: OPERATOR Party BIC: TCSOTCS0XXX Parent BIC: TCSOTCSOXKX

CRDM System User - Second User

User: Party BIC: Parent BIC:

Date and Time: 2020-01-28 15:03:28 Status: Approved

Details of selected data change

Status: Active Tech Address: T2SDEFAULTPTA
Network Service: SWIFT.MSGRT Parent BIC: TCSOTCSOXXX
Party BIC: NCBXMCRROO1 Party Short Name: Central Bank MC
Party Type: National Central Bank

Lo W&

lllustration 24: Data changes — details screen

Fields Selected Data Changes

Description
Action type Shows the type of action initiated by the first user.

4-Eyes Shows the identification assigned by CRDM to an operation that has
Identification to be approved by a second user.

Object Identifier Shows the object identification of the reference data object returned by
the subsequent module after a successful business validation. The
object identifier includes the technical identification of the added,
changed or deleted object.

CRDM System User — First User
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User Shows the name of the first user who entered, edited or

deleted the reference data.
Party BIC Shows the BIC of the party which the first user belongs to.
Parent BIC Shows the parent BIC of the party which the first user belongs to.

CRDM System User — Second User

User Shows the name of the second user who entered, edited or deleted
the static or dynamic data.

Party BIC Shows the BIC of the party which the second user belongs to.
Parent BIC Shows the parent BIC of the party which the second user belongs to.
Date and Time Shows the date and time when the user changed the data.
Status Shows the processing status of the data change.

Details of selected Data Change

The whole pane consists of the respective screen of the object that is subject to the 4-
eyes-action.

I If the action type is “Delete Data”, then the currently active data should be presented
in this screen.

I If the action type is “Edit Data”, then the new values of the fields (which are pending
at that moment and which should be approved) should be presented.

I If the action type is “New Data”, then the new values of the fields should be

presented.
List of Modification

Field Name Shows the name of the field where the first user has changed data,
entered new data or deleted data.
The following field should only be presented to the user if the action
type is “Edit Data”.

Old Value Shows the old value which is the currently active before the second
user approves the changes.
The following field should only be presented to the user if the action
type is “Edit Data”.

New Value Shows the pending value of the field which will be active after the

second user approved the changes.

The following field should only be presented to the user if the action
type is “Edit Data”.
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Buttons

Approve This function enables the user to approve the action initiated by
the first user.

This function is only available if the processing status of the data
change is set to ‘Awaiting Approval’ and the system user has the
necessary privileges.

Revoke This function enables the user to revoke the action initiated by the
first user.

This function is only available if the processing status of the data
change is set to ‘Awaiting Approval’ and the system user has the
necessary privileges.

Copy This function enables the user to copy fields to create a new data
change with the same attributes.

This function is only available if the processing status of the data
change is set to ‘Revoked’.

Cancel This function enables the user to cancel the process and return to
the previous screen.

2.2.1.3 Queued Data Changes - Search/List

Context of
Usage

Screen
Access

Privileges

All rights reserved.

This screen contains a number of search fields. By inputting the relevant data, you
can search for queued maintenance instructions of a subset of CRDM objects if
those have an impact on the settlement process. The screen only shows items in
status ‘Queued’. In the listed cases, items inserted/amended in 2-eyes mode are
immediately set to status ‘Queued’, while the ones inserted/amended in 4-eyes
mode are only ‘Queued’ after their approval. After selecting an entry, you can
proceed further by clicking on the buttons below

I Common >> Services >> Queued Data Changes

To use this screen, the following Privileges are needed [’ ]:
I Data Changes of a Business Object List Query
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QUEUED DATA CHANGES LIST

Fields
Description
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Object Type: a .

User Login User Name:

HarentBIcs Choose BIC HalviBICS Choose BIC

B Yyyy-mm-dd g o ™ yyyy-mm-dd @ 0

panyac = Payoc = mess = |

Technical Addi  Create
Technical Addi Create
Technical Addi  Create
Technical Addi Create
Technical Addi  Create
Technical Addi Create
Technical Addi  Create
Technical Addi Create
Technical Addi Create
Technical Addi Create
Technical Addi Create
Technical Addi  Create
Technical Addi Create
Technical Addi  Create
Technical Addi Create

Total rows: 34

500416533
500416532
500416531
500416530
500416529
500416528
500417523
500416527
500416526
500416525
500416524
500416523
500417522
500417521
500417520

OPERATOR  T28 OPERATC TCSOTCSOXX TCSOTCSOXX 2022-03-01 11
OPERATOR  T2S OPERATC TCSOTCSOXX TCSOTCS0XX 2022-03-01 11
OPERATOR  T2S OPERATC TCSOTCSOXX TCSOTCSO0XX 2022-03-01 11
OPERATOR  T2S OPERATC TCSOTCSOXX TCSOTCS0XX 2022-03-01 11
OPERATOR  T2S OPERATC TCSOTCSOXX TCSOTCSO0XX 2022-03-01 11
OPERATOR  T2S OPERAT( TCSOTCSOXX TCSOTCSOXX 2022-03-01 11
OPERATOR  T2S OPERATC TCSOTCSOXX TCSOTCS0XX 2022-03-01 09
OPERATOR  T2S OPERAT( TCSOTCSOXX TCSOTCSOXX 2022-03-01 09
OPERATOR  T2S OPERATC TCSOTCSOXX TCSOTCS0XX 2022-03-01 09
OPERATOR  T2S OPERAT( TCSOTCSOXX TCSOTCSOXX 2022-03-01 09
OPERATOR  T2S OPERATC TCSOTCSOXX TCSOTCS0XX 2022-03-01 09
OPERATOR 725 OPERAT( TCSOTCSOXX TCSOTCSOXX 2022-03-01 09
OPERATOR  T2S OPERATC TCSOTCSOXX TCSOTCS0XX 2022-03-01 09
OPERATOR 725 OPERAT( TCSOTCSOXX TCSOTCSOXX 2022-03-01 09
OPERATOR  T2S OPERATC TCSOTCSOXX TCSOTCS0XX 2022-03-01 09

lllustration 25: Queued Data Changes — search/list screen

Queued Data Changes — Search Criteria

Object Type

User Login

User Name

Select the object type from the possible values:
I All (default value)

I External RTGS account

I Limit

I Party

I Routing

I Securities account

I Security

I Technical address network service link

I T2S dedicated cash account

Enter the login of the user that acted on the CRDM object or the
one that approved the change.

Required format is: max. 35 characters

Enter the name of the user that acted on the CRDM object or the
one that approved the change.

Required format is: max. 127 characters
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Party Parent BIC

Party BIC

From

To

Enter the parent BIC of the party to which the T2S system user,
that acted on the CRDM object or approved the changes,
belongs to.

Required format is: max. 11 characters

Enter the BIC of the party to which the T2S system user, that
acted on the CRDM object or approved the changes, belongs to.

Required format is: max. 11 characters

Enter or pick the lower bound of the timestamp of the queuing.

Required format is: Date

Enter or pick the upper bound of the timestamp of the queuing.

Required format is: Date

Queued Data Changes — List

Object Type

Action Type

Object Reference

First User Login

First User Name

Parent BIC

Party BIC

Second User Login

Second User Name

Parent BIC

Shows the object type.

Shows the type of the action that a T2S System user initiated.

Shows the reference (technical identification) of the selected
object.

Shows the login of the user who performed the CRDM
maintenance action of the selected object at first (‘2-eyes mode’
and ‘4-eyes mode 1st step’).

Shows the name of the user who performed the CRDM
maintenance action of the selected object at first (‘2-eyes mode’
and ‘4-eyes mode 1st step’).

Shows the parent BIC of the party to which the first user belongs
to

Shows the BIC of the party to which the first user belongs to.

Shows the login of the user who approved the data change as
second user (‘4-eyes mode 2nd step’).

Shows the name of the user who approved the data change as
second user (‘4-eyes mode 2nd step’).

Shows the parent BIC of the party to which the second user
belongs to
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Party BIC Shows the BIC of the party to which the second user belongs to.
Timestamp of Shows the timestamp of the queuing of the selected object.
queuing Displayed format is: YYYY-MM-DD hh:mm:ss

Search This function enables the user to start a search according to the
filled in criteria.

Reset This function enables the user to set default search criteria and
blanks out all optional criteria.

Details This function enables the user to display the details of the
selected queued data change.

2.2.1.4 Queued Data Changes — Details

Context of  The screen displays detailed information on the selected queued data change,

Usage changes are highlighted in a different red. You can check the data and proceed
further by clicking on the buttons below.
You can use this screen to revoke queued data changes and to see details of already
revoked items.

Screen I Common >> Services >> Queued Data Changes — search/list screen >> Click on

Access

the search and/or details button

Privileges 19 yse this screen, the following Privileges are needed [ ]:
I Data Changes of a Business Object Details Query
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Screenshot

Details of selected data change
Object Type:

Object Reference:

TCSOTCSMoK

Details of Selected Data Change

lllustration 26: Queued Data Change — details screen

Fields Queued Data Change
Description

Object Type Shows the object type.
Action Type Shows the type of the action that a T2S System user initiated.

Object Reference  Shows the reference (technical identification) of the selected
object.

First User Login  Shows the login of the user who performed the CRDM
maintenance action of the selected object at first (‘2-eyes mode’
and ‘4-eyes mode 1st step’).

First User Name Shows the name of the user who performed the CRDM
maintenance action of the selected object at first (‘2-eyes mode’
and ‘4-eyes mode 1st step’).

Parent BIC Shows the parent BIC of the party to which the first user belongs
to
Party BIC Shows the BIC of the party to which the first user belongs to.

Second User Login Shows the login of the user who approved the data change as
second user (‘4-eyes mode 2nd step’).
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Second User Name Shows the name of the user who approved the data change as
second user (‘4-eyes mode 2nd step’).

Parent BIC Shows the parent BIC of the party to which the second user
belongs to

Party BIC Shows the BIC of the party to which the second user belongs to.

Timestamp of Shows the timestamp of the queuing of the selected object.

queuing Displayed format is: YYYY-MM-DD hh:mm:ss

Details of Selected Data Change

Details of selected This frame consists of the respective details screen of the object

data change that is subject to the action (e. g. if the action type refers to an
action regarding a security, then the security — details screen is
displayed).

All the fields are read-only.

List of Modification

Field Name Shows the name of the field, where the first user has entered
new data or edited or deleted existing data

Old Value Shows the currently active value of the field before the second
user approves the changes.

New Value Shows the pending value of the field, which will be active after
the second user approved the changes

Revoke This function enables the user to revoke the queued action. This
function is only available if the user is allowed to revoke the data
changes.

Cancel This function enables the user to cancel the process and return

to the previous screen

2.2.1.5 Inbound Files — Search/List

Context of  This screen contains a number of search fields. By inputting the relevant data,
Usage users can search for inbound files, specifying the selection criteria (e.g. the sender
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file reference or the entry date, or range of dates).The search results will be

displayed in a list, which is sorted by the values of the ‘Entry Date and Time’ column

in descending order (default setting). After selecting an entry, users can proceed

further by clicking on the buttons below. Users can see Inbound Files under their

datascope.
Screen I Common >> Services >> Inbound Files >> Search
Access
Privileges  Tg yse this screen, the following Privileges are needed [ ]:

I Inbound files list query
Screenshot 22 8 ) common ) senices ) inbouns s ) Qsearcn | LE S

INBOUND FILE LIST

Entry Date and Time from: yyyy-mm-dd B O 0o : 00

Entry Date and Time to: yyyy-mm-dd ® O :D H :D

Q

[y Do amd 1= SenrFloRee = Recewen Comm_= ket = Netwok Sevce = _Pary Shotame = _pary eomial = _Eror Cove__= |

lllustration 27: Inbound Files — search/list screen

Fields Inbound Files — Search Criteria
Description

All rights reserved.

Sender File Enter the identification of the original file containing the
Reference message(s).

Required format is: max. 35x characters.

Received Enter the internal identification for the inbound communication
Communication assigned by the system.
Identification

Required format is: max. 50x characters.
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User Enter or select the user who initiated the communication under
the data scope of the requestor.

Required format is: max. 35 characters.

Network Service Select the network service from the drop-down menu.

Party Short Name  Enter or select the short name of the business sending party
under the data scope of the requestor.

Required format is: max. 35 characters.

Party Technical Enter the technical address (i.e. distinguished name) of the party.

Address - Sender  Required format is: max 256 characters (UTF-8 except >, ‘<,

l&!)-

Entry Date and Enter or pick the lower bound of the search range for the

Time - From calendar date and time from which the inbound file entered the
system.

Default value is the current calendar date and time.

This field must be earlier than or equal to the current business
date and earlier than the ‘Entry Date and Time - To’ field date.

Required format is: DateTime.

Entry Date and Enter or pick the upper bound of the search range for the
Time - To calendar date and time until which the inbound file entered the
system.

Default value is the current calendar date and time.

This field must be later than the ‘Entry Date and Time - From’
field date.

Required format is: DateTime.

Inbound Files — List

Entry Date and Shows the calendar date and time when the inbound file entered
Time the system.

Sender File Shows the identification of the original file.

Reference

Received Shows the internal identification for the inbound communication
Communication  assigned by the system.

Identification
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User Shows the user who initiated the communication.
Network Service Shows the name of the network service.
Party Short Name  Shows the short name of the business sending party.
Party Technical Shows the technical address (i.e. distinguished name) of the
Address - Sender  party.
Error Code Shows the error code for the rejection.

Search This function enables the user to start a search according to the
filled in criteria.

Reset This function enables the user to set default search criteria and
blanks out all optional criteria.

Details This function enables the user to display the details of the
selected inbound file.

2.2.1.6 Inbound File — Details

Context of
Usage

Screen
Access

Privileges

All rights reserved.

This screen enables the user to display detailed information on the selected
inbound file. User can check the data and proceed further by clicking on the button
below.

I Common >> Services >> Inbound Files — search/list screen >> Click on the
details button

I Common >> Services >> Inbound Messages — search/list screen >> Click on the
Inbound File button

I Common >> Services >> Inbound Messages — search/list screen >> Click on the

search and/or details button >> Inbound Messages — details screen >> Click on the
Inbound File button

To use this screen, the following Privileges are needed [']:
I Inbound files details query
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INBOUND FILE DETAILS
Sender File Reference: NTFMultiMessage-2 Network Service T25CRDM.SWIFT.MSGSNF
Entry Date and Time: Party Short Name: Party
elated Inbound Messages
Party Technical Address - Sender: 150 20022 Error Code: ° " ' e
Business File Header
User Details
Certificate DN: CN=940,CN=t25,0U=prod OU=t2sa2a System User Reference: CBIT-CSD-Admin1
Payload Details
Payload identifier 24551 Creation Date and Time: 20220316
Total Number of Documents Payload Type Details head.002.001.0
reda.023.001.01 2
— Error Details
Error Code: Dynamic Error Description: J
lllustration 28: Inbound File — details screen
Fields Inbound File Details
Description

All rights reserved.

Sender File
Reference

Network Service

Entry Date and
Time

Party Short Name

Received
Communication
Identification

User

Party Technical
Address - Sender

ISO 20022 Error
Code

Shows the identification of the original file containing the
messages.

Shows the name of the network service.

Shows the calendar date and time when the inbound file entered
the system.

Shows the short name of the business sending party.

Shows the identification for the inbound communication assigned
by the system.

Shows the user who initiated the communication.

Shows the technical address (i.e. distinguished name) of the
party.

Shows the 1SO 20022 error code.

Business File Header

User Details
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Certificate DN Shows the user information which was extracted from the
signature tag in the file header.

System User Shows the identification of the system user which was extracted

Reference from the file header.
Payload Details

Payload Identifier ~ Shows the identification of the file which was assigned by the
sender of the file.

Creation Date and Shows the date and time when the file was created by the
Time sender.

Total Number of Shows the total number of messages within the file.

Documents
Payload Type Shows the identification of the payload type and the declaration
Details of the payload content.

Document Details

Document Type Shows the type of the document as specified in the ISO 20022
message type catalogue.

Number of Shows the number of messages for each declared type.
Documents

Error Details

Error Code Shows the error code for the rejection.
Dynamic Error Shows a detailed error description explaining why the file was
Description rejected.

Buttons

Related Inbound This function enables the user to display the inbound messages

Messages related to the selected inbound file.

2.2.1.7 Inbound Message — Search/List

Context  of This screen contains a number of search fields. By inputting the relevant data,
Usage you can search for Inbound messages. The search result will be displayed in a
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list, which is sorted by the values of the ‘Entry Date and Time’ column in
descending order (default setting). After selecting an entry, you can proceed
further by clicking on the buttons below. Users can see Inbound Messages under
their datascope.

Screen I Common >> Services >> Communication >> Inbound Messages >> Search
Access
I Common >> Services >> Communication >> Outbound Messages -

Search/List screen >> click on the Related Inbound Messages button

I Common >> Services >> Communication >> Outbound Messages -
Search/List screen >> click on the Search and/or Details button >> Outbound
Message — Details screen >> click on the Related Inbound Messages button

I Common >> Services >> Communication >> Inbound Files — Search/List
screen >> click on the Search and/or Details button >> Inbound File — Details
screen >> click on the Related Inbound Messages button

Privileges To use this screen, the following Privileges are needed [/ ]:
I Inbound messages list query
I Inbound messages details query

el ) conmon ) sencs ) commncion ) moomduesags ) Qs | ma
Screenshot

INBOUND MESSAGE LIST

¢ ! ® o =4
- O
| =a o
v v Related Outbound Messages
8 o Emye alo
(G | oo |
[ £y = | inbou_= | Recel = Send = | Send = | Busim = Ibou = Mess = Eny S | User = New = | Sedn = Py = | Ero = |

20220317 7 773752979 SB-CRDM-2 100001ZWX° Yes Faise acmt02500 20200213 A2AUser  SWIFTFILE Party notification-¢

lllustration 29: Inbound Messages — search/list screen
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Fields Inbound Message — Search Criteria

Description

All rights reserved.

Inbound Individual
Message
Identification

Received
Communication
Identification

User

Network Service

Sending Party
Short Name

Sender Message
Reference

Sender File
Reference

Business Validation

Status

Inbound Queuing
Status

Party Technical
Address

Enter the identification of the Inbound individual message.

Required format is: max. 35 characters.

Enter the technical identification of the inbound communication.

Required format is: max. 35 characters.

Enter or select the user who initiated the communication under
the data scope of the requestor.

Required format is: max. 35 characters.
Select the name of the network service.

Enter or select the short name of the sending party under the
data scope of the requestor.

Required format is: max. 35 characters.

Enter the reference of the original message as sent in Business
Application Header.

Required format is: max. 35 characters.

Enter the identification of the original file containing the
message(s).

Required format is: max. 35 characters.

Select the status of the Business Validation from the possible
values:

I True (business validation complete)
I False (business validation incomplete)

I All (default value)

Select the status of the Inbound Queuing from the possible
values:

I True (request is currently queued)
I False (request is not queued)

I All (default value)

Enter the technical address (i.e. distinguished name) of the
sending party.

Required format is: max. 256 characters (UTF-8 except ‘<’; *>’;
l&!)
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Message Type Select the request type (ISO 20022) for the message.

Entry Date and Enter or pick the lower bound of the search range for the calendar
Time from date and time of the system entry of the Inbound message.
This field is mandatory.
The default value is the current date and time — start of real-time
settlement if the ‘Inbound Individual Message Identification’ or the

‘Received Communication Identification‘ is not populated from the
previous screen.

The ‘Entry Date and Time from’ date must be earlier than the
‘Entry Date and Time to’ date.

Required format is: YYYY-MM-DD hh:mm:ss

Entry Date and Enter or pick the upper bound of the search range for the calendar
Time to date and time of the system entry of the Inbound message.

This field is mandatory.

The default value is the current date and time if the ‘Inbound
Individual Message Identification” or the ‘Received
Communication Identification’ is not populated from the previous
screen.

The ‘Entry Date and Time to’ date must be later than the ‘Entry
Date and Time from’ date.

Required format is: YYYY-MM-DD hh:mm:ss

Entry Business Enter or pick the lower bound of the search range for the
Date from business date of the message entry.

This field is mandatory.

The default value is the current business date minus one if the
‘Inbound Individual Message Identification’ or the ‘Received
Communication Identification’ is not populated from the previous
screen.

The ‘Entry Business Date from’ date must be earlier than or
equal to the current calendar date and ‘Entry Business Date to”
date.

Required format is: Date

Entry Business Enter or pick the upper bound of the search range for the
Date to business date of the message entry.

This field is mandatory.

The default value is the current business date if the ‘Inbound
Individual Message Identification’ or the ‘Received
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Entry Timestamp

Inbound Individual
Message
Identification

Received
Communication
Identification

Sender Message
Reference

Sender File
Reference

Business Validation
Status

Inbound Queuing
Status

Message Type

Entry Business
Date

User
Network Service

Sending Party
Short Name

Party Technical
Address - Sender

Communication Identification’ is not populated from the previous
screen.

The ‘Entry Business Date to’ date must be later than or equal to
the current calendar date and ‘Entry Business Date from” date.

Required format is: Date

Inbound Messages — List

Shows the date and time when the inbound message was sent in
the related service.

Shows the identification of the Inbound individual message.

Shows the technical identification of the inbound communication

Shows the identification of the Inbound message as assigned by
the message sender.

Shows the identification of the original file containing the
message(s).

Shows the Business Validation status of the message.

Shows the Inbound queuing status of the message.

Shows the ISO 20022 message type of the message.

Shows the business date when the inbound message was sent in
the related service.

Shows the user who initiated the communication.
Shows the name of the network service.

Shows the short name of the sending party.

Shows the technical address (i.e. distinguished name) of the
sending party.
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Buttons

Error Shows the error code and description of the Business rule
retrieved in the message if present.

Search This function enables the User to start a search according to the
criteria entered. The results are displayed in a list on the same
screen.

Reset This function enables the User to set default search criteria and
blanks out all optional criteria.

Inbound File This function enables the User to display the inbound file related
to the selected inbound message.

Related Outbound This function enables the User to display the outbound
Messages messages related to the selected inbound message.

Details This function enables the User to display the details of the
related inbound message.

2.2.1.8 Inbound Message — Details

Context of
Usage

Screen
Access

Privileges

All rights reserved.

This screen displays detailed information on the selected Inbound message.

You can check the data and proceed further by clicking on the buttons below.

I Common >> Services >> Communication >> Inbound Messages —
Search/List screen >> Click on the Details button

I Common >> Services >> Communication >> Outbound Messages —
Search/List screen >> click on the Related Inbound Messages button

I Common >> Services >> Communication >> Inbound Messages —
Search/List screen >> click on the Search and/or Details button >> Inbound
Message — Details screen >> click on the Related Inbound Messages button

I Common >> Services >> Communication >> Outbound Files — Search/List
screen >> click on the Search and/or Details button >> Outbound File — Details
screen >> click on the Related Inbound Messages button

To use this screen, the following Privileges are needed [/ ]:
I Inbound messages details query
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LE ]

INBOUND MESSAGE DETAILS

Entry Date and Time:

Entry Business Date:

inbound Indvidual Message Identification: 7 Recelved Communicatio

Sender Message Reference: SB-CRDM-201-A.00-T01-0000040-25 Sender Filo Reference:

User, 24 User Sending Party Short Name:

Network Service: SWIFLALESHF Business Validation Status:

Inbound Queuing Status: False Message Type:

Party Technical Address: netification-dn-fas Certificate DN:

N1ARNCE Error:

System User Reference:

— Message Information

20200213

77375297904

100001 ZWX 1 5000FL

Party

ves

cmt.025.001.02

=040, Chis

U=prod.OU=t2sa2a

Message Information.

Requast>
<AppHdr xmins="urniiso:steiso: 20022 techixsihead.001.001.01>

<CirSysMmbld>
<cIrsysia>
<PrinpT2SURrIY
<iclrsysid>
<Mmbid>N1AR-NCE-User1 </Mmbid>
<ICirSysMmbids
<athr>
SPTCSOTCSO00MAG>
</othes
</FnnsIId

<l TCSOTCSORRR=AG>

</Othes
<IFininstnid>
<fFild
<fTor
<BiEMsg|dr=S58-CRDM-201-4-00-T01-0000040-25</Biz Msgldr>
<MsgDefidr= 5.001.02</MsgDefldr>
<CreDt>2020-02-14T09:30:47Z</Cre0t>
<iAppHdr>
<Document xmins="urniso:stiso:2002 2 techxsd:DRAFTH acmt.025.001.62°>
<AccQryList>
<Refs>
<Msgid>
< NONREF</Id>
<CreDeTmA2020-0
msgi>
<Preid>
<i>HONREF</Id>
<CreDETmA2020-0 10:104CreDeTm
</Preida
<fRefsn
<acersucria>
<Aninsinid>
SBICF2 NCEXARRRIGS/BICF
</Fininstnid>
<thcciSverid>

FullL N> NCBXARRRICO(/FUlLgINM>
“ClryDIOpIT=/Ctry0fOpr

</Orgid>

<otnr>
<Wd>RTGSDCAT</Ic>
</Cthe>
<fd>
<rinys
<ITASHEI>
<SehmaNmBREQTSchmenm>
<ty
<racerschCrie
<iacaqutise
<Decument
</Request

lllustration 30: Inbound Message — details screen
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Inbound Message — Details screen
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Entry Date and
Time

Entry Business
Date

Inbound Individual
Message
Identification

Received
Communication
Identification

Sender Message
Reference

Sender File
Reference

User

Sending Party
Short Name

Network Service

Business Validation

Status

Inbound Queuing
Status

Message Type

Party Technical
Address

Certificate DN

System User
Reference

Error

Shows the calendar date and time when the Inbound message
entered into the related service.

Shows the business date when the inbound message entered
into the related service.

Shows the technical identification of the Inbound individual
message.

Shows the technical identification of the inbound individual
message.

Shows the reference of the original message as sent in Business
Application Header.

Shows the Sender File Reference of the original file containing
the message(s).

Shows the user who initiated the communication.

Show the short name of the sending party.

Shows the name of the network service.

Shows the status of the Business Validation.

Shows the status of the Inbound Queuing.

Shows the ISO 20022 request type of the message.

Shows the technical address (i.e. distinguished name) of the
sending party.

Shows the user information which was extracted from the
signature tag in the file header.

Shows the identification of the system user as extracted from the
business application header.

Shows the error code and description of the Business rule
retrieved in the message if present.
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Message Information

Message Shows detailed information of the request.

Information The content of the message is only displayed in case of small
messages. Bigger messages can be displayed via the separate
message export icon.

Pressing this icon exports the message based on the xml
document. In addition, root elements are present at the beginning
and the end of the exported document. On top of the export,
additional information about ‘Time’, ‘User’ and ‘Screen of export’
is available for documentation purpose.

Related Outbound This function enables the User to display the outbound
Message messages related to the selected inbound message.

Inbound File This function enables the User to display the details of the
related Inbound file.

2.2.1.9 Outbound Files — Search/List

Context of This screen contains a number of search fields. By inputting the relevant data,

Usage you can search for outbound files. The search result will be displayed in a list,
which is sorted by the values of the ‘Delivery Date and Time’ column descending
order (default setting). After selecting an entry, you can proceed further by
clicking on the buttons below. Users can see Outbound Files under their
datascope.

Screen I Common >> Services >> Outbound Files >> Search

Access

Privileges To use this screen, the following Privileges are needed [']:
I Outbound Files List Query
I Outbound Files Details Query
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OUTBOUND FILE LIST

Sender File Reference:

Network Service: Al v Receiving Party Short Name Choose.
Party Technical Address: Outbound Queuing Status: Al v

A A
Delivery Timestamp - From: yyyy-mm-dd B O 00 00
v v
~ A
Delivery Timestamp - To: yyyy-mm-dd B O 00 00

v v

=y

oonery Tnsamg = = Pan e oess = owomovngsove = IRGVRICET

No Rows To Show

Illustration 31: Outbound Files — search/list screen

Fields Outbound Files — Search Criteria

Description
Sender File Enter the sender file identification of the original file containing
Reference the message(s).

Required format is: max. 35x characters.

Network Service Select the name of the network service. The default value is ‘All’.

Receiving Party Enter or select the short name of the receiving party from the

Short Name dropdown menu. The default value is ‘All’.

Party Technical Enter the technical address (i.e. distinguished name) of the party.

Address Required format is: max. 256 characters (UTF-8 except ‘<’; *>’;
‘&).

Outbound Queuing Select the outbound queuing status of the file from the possible
Status values:

I All (default value)
I Active

I Deleted

Delivery Timestamp Enter or pick the lower bound of the search range for the date
- From and time of the delivery. The default value is the current date —
start of real-time settlement.

Required format is: YYYY-MM-DD hh:mm:ss
This field must be earlier than or equal to the current business

date and earlier than the ‘Delivery Timestamp - To’ date.

All rights reserved. Page 76



2 lAﬁ BANCA D'ITALIA  BANCODEESPANA
N EUROSISTEMA

/ Eurosistema Common Reference Data Management t t
BANQUE DE FRANCE HDEUTSCHE - User Handbook a P 9 E

BUNDESBANK services

EUROSYSTEM

Delivery Timestamp Enter or pick the upper bound of the search range for the date
-To and time of the delivery. The default value is the current date and
time.

Required format is: YYYY-MM-DD hh:mm:ss

This field must be later than the ‘Delivery Timestamp - From’
date.

Outbound Files — List

Delivery Timestamp Shows the date and time when the outbound file was delivered.

Sender File Shows the sender file identification of the original file containing
Reference the message(s).

Network Service Shows the name of the network service.

Receiving Part Shows the short name of the receiving party.

Short Name

Party Technical Shows the technical address (i.e. distinguished name) of the
Address party.

Outbound Queuing Shows the outbound queuing status of the file.
Status

Search This function enables the user to start a search according to the
criteria entered.

Reset This function enables the user to set default search criteria and
blanks out all optional criteria.

Details This function enables the user to display the details of the
selected outound file.

2.2.1.10 Outbound File — Details

Context of This screen displays detailed information on the selected outbound file. You can
Usage check the data and proceed further by clicking on the buttons below.
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Screen I Common >> Services >> Outbound Files — search/list screen >> Click on the
Access .
search and/or details button
I Common >> Services >> Outbound Messages — search/list screen >> Click on
the Outbound File button
I Common >> Services >> Outbound Messages — search/list screen >> Click on

the search and/or details button >> Outbound Messages — details screen >> Click
on the Outbound File button

Privileges To use this screen, the following Privileges are needed [']:
I Outbound files details query

Screenshot ) coavion SO oo SRR Sowa: | mb

OUTBOUND FILE DETAILS

Network Service T2SCROM.SWIFT.MSGSNF

2 04 eceiving Party Short Name: party
Related Inbound Messages
T2SDEFAULTPTA Outbound Queuing Status: KO

Payload Identifier 24551 Creation Date and Time:

Total Number of Documents 2 Payload Type Details he3d.002.001.01

Covamenmpe S o = |

reda 020.001.01 2

Illustration 32: Outbound File — details screen
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Outbound File Details

Sender File Shows the sender file identification of the original file containing
Reference the message(s).

Network Service Shows the name of the network service.

Delivery Timestamp Shows date and time when the file was delivered.

Receiving Party Shows the short name of the receiving party.
Short Name

Party Technical Shows the technical address of a party.
Address

Outbound Queuing Shows the outbound queuing status of the outbound file.
Status

Business File Header

Payload Details

Payload Identifier ~ Shows the unique identification of the file delivered by the
sender.

Creation Date and Shows the date and time of the creation of the file.
Time

Total Number of Shows the total number of documents within the file.

Documents
Payload Type Shows information about the type of payload and declaration of
Details the payload content.

Document Details

Document Type Shows the type of items contained in the document set
Number of Shows the number of messages for each declared type.
Documents

Related Outbound This function enables the user to display the outbound messages

Messages related to the selected outbound file.
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This screen contains a number of search fields. By inputting the relevant data, you
can search for subscribed outbound messages and those sent compulsory. The
search result will be displayed in a list, which is sorted by the values of the ‘Delivery
Date and Time’ column in descending order (default setting). Only messages
subscribed via message subscription rules and those messages compulsory sent
will be displayed. After selecting an entry, you can proceed further by clicking on
the buttons below. This screen shows all outbound messages irrespective of
whether they were sent via file or as single message. Users can see Outbound
Messages under their datascope.

I Common >> Services >> Communication >> Qutbound Messages >> Search

I Common >> Services >> Communication >> Inbound Messages — Search/List
screen >> click on the Related Outbound Messages button

I Common >> Services >> Communication >> Inbound Messages — Search/List
screen >> click on the Search and/or Details button >> Inbound Message — Details
screen >> click on the Related Outbound Messages button

I Common >> Services >> Communication >> Outbound Files — Search/List

screen >> click on the Search and/or Details button >> Outbound File — Details
screen >> click on the Related Outbound Messages button

To use this screen, the following Privileges are needed [']:
I Outbound Message List Query
I Outbound Message Details Query
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OUTBOUND MESSAGE LIST

Outbound Individual Message Identification: Inbound Individual Message Identification:

©Outbound Communication ID:

Network Service: Receiving Party Short Name:

Party Technical Address: Message Type:

Sender Message Reference: sender File Reference:

Outbound Queuing Status:

A v
~ IN
Delivery Date and Time from: yyy-mm-dd 2 o0 ) 00 @
v v
Delivery Date and Time to vyy-mm-dd 8 o o0 00 O R
v v
Related Inbound Messages

2022031700 421 723 8638712856 1483493 82104414290( No acmt010001. 20220317  SWIFTFILESH Party €n=125,0u=pro

lllustration 33: Outbound Messages — search/list screen
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Outbound Individual

Message
Identification

Inbound Individual
Message
Identification

Outbound
Communication 1D
(Service Operator

only)

Network Service

Receiving Party
Short Name

Party Technical
Address

Message Type

Sender Message
Reference

Sender File
Reference

Outbound
Queueing Status

Delivery Date and
Time from

Outbound Message — Search Criteria

Enter the identification of the outbound individual message.

Required format is: max. 35x characters.

Enter the identification of the inbound individual message.

Required format is: max. 35x characters.

Enter the technical ID outbound communication.

Required format is: max. 100x characters.

Select the name of the network service.

Enter or select the short name of the receiving party.

Required format is: max. 35x characters.

Enter the technical address (i.e. distinguished name) of the
receiving party.

Required format is: max. 256 characters (UTF-8 except ‘<’; >’;
l&l)
Select the request type (ISO 20022) for the message.

Enter the identification of the message as assigned by the
message sender.

Required format is: max. 35x characters.

Enter the sender file identification of the file containing the
message(s).

Required format is: max. 35x characters.

Select the outbound queueing status of the message from the
possible values:

I True
I False

I All (default value)

Enter or pick the lower bound of the search range for the calendar

date and time of the system entry of the outbound message.
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The default value is the current date and time — start of real-time
settlement if the ‘Inbound Individual Message Identification’ or
‘Sender File Reference’ is not populated from the previous screen.

The ‘Delivery Date and Time from’ date and time must be a valid
calendar date/time earlier than the ‘Delivery Date and Time to’
date and time.

This field is mandatory.

Required format is: YYYY-MM-DD hh:mm:ss

Delivery Date and  Enter or pick the upper bound of the search range for the calendar
Time to date and time of the system entry of the outbound message.

The default value is the current date and time if the ‘Inbound
Individual Message Identification’ or ‘Sender File Reference’ is not
populated from the previous screen.

The ‘Delivery Date and Time to’ date and time must be a valid
calendar date/time later than the ‘Delivery Date and Time from’
date and time.

This field is mandatory.

Required format is: YYYY-MM-DD hh:mm:ss

Delivery Business  Enter or pick the lower bound of the search range for the business
Date from date from which the outbound message was delivered.

The default value is the day before the current business date if the
‘Inbound Individual Message Identification’ or ‘Sender File
Reference’ is not populated from the previous screen.

The ‘Delivery Business Date from’ date must be a valid calendar
date and time earlier than or equal to the current calendar
date/time and ‘Delivery Business Date to” date and time.

This field is mandatory.

Required format is: Date.

Delivery Business  Enter or pick the upper bound of the search range for the business
Date to date until which the outbound message was delivered.

The default value is the current business date if the ‘Inbound
Individual Message Identification’ or ‘Sender File Reference® is not
populated from the previous screen.

The ‘Delivery Business Date to’ date must be a valid calendar date
later than or equal to the ‘Delivery Business Date from’ date.

This field is mandatory.

Required format is: Date.
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Delivery Timestamp Shows the date and time when the message was delivered.
Outbound Individual Shows the identification of the outbound individual message.
Message
Identification
Inbound Individual Shows the identification of the inbound individual message.
Message
Identification
Outbound Shows the technical identification of the outbound communication.
Communication 1D
(Service Operator
only)
Sender Message  Shows the identification of the outbound message as assigned by
Reference the message sender.
Sender File Shows the identification of the original file containing the
Reference message(s).
Outbound Shows the outbound queueing status of the message.
Queueing Status
Message Type Shows the ISO 20022 request type of the message.
Delivery Business Shows the business date when the related service started the
Date delivery of the message.
Network Service Shows the name of the network service.
Receiving Party Shows the short name of the receiving party.
Short Name
Party Technical Shows the technical address (i.e. distinguished name) of the
Address - Sender receiving party.

All rights reserved.

Search

Reset

This function enables the User to start a search according to the
criteria entered. The results are displayed in a list on the same
screen.

This function enables the User to reset the selected outbound

message.
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Outbound File This function enables the User to display the details of the
related outbound file.

Related Inbound This function enables the User to display the inbound messages
Message related to the selected outbound message.
Details This function enables the User to display the details of the

selected outbound message.

2.2.1.12 Outbound Message — Details

Context of
Usage

Screen
Access

Privileges

All rights reserved.

This screen displays detailed information on the selected outbound message. Only
messages subscribed via message subscription rules and those messages
compulsory sent will be displayed. You can check the data and proceed further by
clicking on the buttons below.

I Common >> Services >> Communication >> Outbound Messages — Search/List
screen >> Click on the Details button

I Common >> Services >> Communication >> Inbound Messages — Search/List
screen >> click on the Related Outbound Messages button

I Common >> Services >> Communication >> Inbound Messages — Search/List
screen >> click on the Search and/or Details button >> Inbound Message — Details
screen >> click on the Related Outbound Messages button

I Common >> Services >> Communication >> Outbound Files — Search/List
screen >> click on the Search and/or Details button >> Outbound File — Details
screen >> click on the Related Outbound Messages button

To use this screen, the following Privileges are needed [’ ]:
I Outbound Message Details Query
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Communication

s

OUTBOUND MESSAGE DETAILS
Delivery Timestamp: 2022.03-17 00:02:04

Inbound Individual Message Identification: 723
Sender File Reference 1483403

Message Type: acmt.010.001.02

SWIFT.FILESNF

Wetwork Service:

Party Technical Address:

Outbound Individual Message Identification:
Outhound Communication Id:

Sender Message Reference:

Outbound Queuing Status:
Delivery Business Date:

Recelving Party Short Name:

az1

8638712858

821044142900

— Message Information

Message Information:

<Response> <AppHdr xmins="urn:iso:stdiso:20022:tech xsd:head 001,001.017>
<Frx
<Flid=
<Fininstnid=
<BICFI>TCSOTCSDAK/BICFI>
<othr>
<id>NCEXMCRROD2</1c>
</Othr>
<iFininstnid>
</Fig>
<sFe>
<To>
<Fiid>
<Fininstnid>
<BICFI>NCBXMCRRODZ</BICFI>
<Othr>
<d>TCSOTCS0RRN/d>
</Othr>
<iFininstnid>
<ig>
<To>
<aamsg
<MsgDefldracmt.010.001.02</MsgDefldr>
<CreDI>2020-02-04T00:00:00Z</CreDt>
<IAppHdr> <Document xmins="urniso:std:iso:2002 2 techicsdiacmt. 010.001.02">

j723</BizMsgIdr>

<AcctReqAck>
<Refs>

<ReqTP>MNTN</ReqTp>

<Msgid>
<ig>NONREF</Id>
<CreDtTm>2018-08-24T0060:00.000</CreDtTm>

<iMsgid>

<proid>
<Id>SAMPLECASHUPD</1d>
<CreDITm>2018-09-24T00:00:00.000</CreDeTm:>

<IG>AG-T01-045-01</1d>
<CreDETM>2020-02-04T00:00:00.000</CreDTTm>
<iAckdMsgId>
<Sts>COMP</Sts>

<id>TestazaDeleter <>
</Othr>
</id>
<CopEURS/Coy>
<iAcctid>
<argid
<Accrsverid>
<Fininstnig=
<BICFRTCSOTCSOXX</BICFI
</Fininstnid>
<IAcctSucrid>
</accriagAck>
</Document></Respanse>

lllustration 34: Outbound Message — details screen

e Related Inbound Messages
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Outbound Message — Details screen

Delivery Timestamp Shows the calendar date and time when the outbound message

was delivered in the related service.

Outbound Individual Shows the technical identification of the outbound individual

Message
Identification

Inbound Individual
Message
Identification

Outbound
Communication ID
(Service Operator

only)

Sender Message
Reference

Sender File
Reference

Outbound Queuing
Status

Message Type

Delivery Business
Date

Network Service

Receiving Party
Short Name

Party Technical
Address

Message
Information

message.

Shows the technical identification of the inbound individual
message.

Shows the technical ID of the outbound communication.

Shows the identification of the outbound message as assigned by
the message sender.

Shows the identification of the original file containing the
message(s).

Shows the outbound queuing status of the message.

Shows the ISO 20022 request type of the message.

Shows the business date when the related service started the
delivery of the message.

Shows the name of the network service from the dropdown
menu.

Shows the short name of the receiving party from the dropdown
menu.

Shows the technical address (i.e. distinguished name) of the
receiving party.

Message Information

Shows detailed information of the U2A or A2A request.

The content of A2A message/U2A request is only displayed in
case of small A2A messages/U2A requests. Bigger A2A
messages/U2A requests can be displayed via the separate
message export icon. Pressing this icon exports the message
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based on the xml document. In addition root elements are present
at the beginning and the end of the exported document. On top of
the export additional information about ‘Time’, ‘User’ and ‘Screen
of export’ is available for documentation purpose.

Related Inbound This function enables the User to display the inbound messages

Message related to the selected outbound message.

Outbound File This function enables the User to display the details of the
related outbound file.

2.2.1.13 Available Reports — Search/List

Context of  This screen provides the user with the possibility to query the latest available report.

Usage By inputting the relevant data, the user can search for the latest available reports.
The search results will be displayed in a list, which is sorted by the values of the
‘Report Type’ column in descending order (default setting). After selecting an entry,
the user can proceed further by clicking on the buttons below. Users can see
Available Reports under their datascope.

Screen I Common >> Services >> Available Reports >> Search

Access

Privileges

To use this screen, the following Privileges are needed [']:
I Report list query
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AVAILABLE REPORTS LIST

Business Event: q
All v Revisions

Report Type: Al .
Delta Mode: - System Entity Wide Reports: - : :
Parent BIC: Choose BIC Party BIC: Chaose BIC O -
ime: Restore
Date: yyyy-mm-dc # O Scheduled Time: ~ A O
HH g MK
Details
v v

No Rows To Show

Total rows: 0

Illustration 35: Available Reports — search/list screen

Fields Available Reports — Search Criteria
Description

Report Type Select the type of report from the possible values:

I All (default value)

I Statement of static data for T2S Dedicated Cash Accounts
I Statement of static data for Securities Accounts
I Statement of static data for Securities

I Statement of static data for Parties

Delta Mode Select the mode of report from the possible values:
I All (default value)
I Yes
I No
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System Entity Wide Select whether the report is a community report (covering

Reports

Parent BIC

Party BIC

Date

Scheduled Time

Business Event

all information referring to a system entity) or a party
based report (covering all information referring to a party)
from the possible values:

I All (default value)

I Yes

I No

Enter or select the Parent BIC of the party whose data are
reported.

Required format is: max. 11x characters.

Enter or select the BIC of the party whose data are reported.

Required format is: max. 11x characters.

Enter or pick the creation date of the report.

Required format is: Date.

Enter or pick the scheduled time of the (business) event
triggering the report creation.

If this field is filled, the ‘Business Event’ field must not be filled

and vice versa.

Required format is: Time.

Select the business event.

If this field is filled, the ‘Scheduled Time’ field must not be filled

and vice versa.

Available Reports — List

Statement Number Shows the statement number of the report composed of the

Report Type

Delta Mode

business date and report type (2-letter abbreviation depending

on report type and Delta/Full-Flag) and the sequential number,

which is unique in the system.

The number increases for each report.

Shows the report type.

Shows if the report is a delta report or not.
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System Entity Wide Shows whether the report is a community report (covering all
Report information referring to a system entity) or a party based report
(covering all information referring to a party).

Parent BIC Shows the Parent BIC of the party whose data are reported.

Party BIC Shows the Party BIC of the party whose data are reported.

Party Short Name  Shows the short name of the party.

Creation Date and Shows the date and time of the report creation.

Time
Covered Period Shows the date and time from which the data are covered in the
From report.

Covered Period To Shows the date and time until which the data are covered in the
report.

Scheduled Time Shows the scheduled time which triggered the report creation.

Event Shows the configured business event which triggered the
creation of the report.

Currency Shows the currency of a specific event in case it was specified in
the report configuration.

Number of Items Shows the number of business items which are reported with this
report.

Search This function enables the user to start a search according to the
filled in criteria.

Reset This function enables the user to set default search criteria and
blanks out all optional criteria.

Details This function enables the user to display the details of the
selected available report.

2.2.1.14 Available Reports — Details

Context of This screen enables the user to display detailed information on created reports.
Usage User can check the data and proceed further by clicking on the button below.
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Screen I Common >> Services >> Available Reports — search/list screen >> Click on
Access .
the details button
Privileges To use this screen, the following Privileges are needed [']:
I Report list query
I Report details query
Screenshot CEFEEENETDIEIIEEDXTEDEIN L]
AVAILABLE REPORT DETAILS
o=
Party Short Name: CsD of CBIT Creation Date and Time: 2023-03-07
lllustration 36: Available Report — details screen
Fields Available Report
Description

All rights reserved.

Statement Number

Report Type

Delta Mode

System Entity Wide
Report

Parent BIC

Party BIC

Shows the statement number of the report composed of the
business date and report type (2-letter abbreviation depending
on report type and Delta/Full-Flag) and the sequential number,
which is unique in the system.

The number increases for each report.
Shows the report type.
Shows if the report is a delta report or not.

Shows whether the report is a community report (covering all
information referring to a system entity) or a party based report
(covering all information referring to a party).

Shows the Parent BIC of the party whose data are reported.

Shows the Party BIC of the party whose data are reported.
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Party Short Name  Shows the short name of the party.

Creation Date and  Shows the date and time of the report creation.

Time
Covered Period Shows the date and time from which the data are covered in the
From report.

Covered Period To Shows the date and time until which the data are covered in the
report.

Scheduled Time Shows the scheduled time which triggered the report creation.

Event Shows the configured business event which triggered the
creation of the report.

Currency Shows the currency of a specific event in case it was specified in
the report configuration.

Number of Items Shows the number of business items which are reported with this
report.

Reported Business Item

Business Item Type Shows the information on the type of the report message
segregating entity.

Business Item Shows the business identifier of the reported business item (T2S
Identification Dedicated Cash Account Number, Securities Account Number,
Currency Code or Party BIC).

Details This function enables the user to display the single business item
of the selected report.

2.2.1.15 Available Reports - Statement of Common Reference Data details

Sontext of This screen displays detailed information on statements of static data, which
sage provide information on the changes of static data related to cash accounts,
securities accounts, securities or parties. Only 1 type of statement is shown per

report.

The report displayed in this screen has to be already created in accordance with
its report configuration.
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Screen I Common >> Services >> Available Reports >> Available reports - search/list
Access . . . .
screen >> Click on the search and/or details button >> Available report - details
screen >> Click on the details button
Privileges To use this screen, the following Privileges are needed [’ ]:
I Report Details Query
Screenshot DD ED D I X CF)
®
o ccccc
[ ez S [Pmc S oG = OAMke = Mewlebe = ChgeDseime <
[ cecriostcomritumber = | amecibeohmeibad = Odwke = edbe = Chweomeee |
Illustration 37: Available Report - Statement of Static Data — search/list screen
Fields

- General Statement Information
Description

Report Name Shows the name of the report.
Delta Mode Shows the delta mode of the report, which is always ‘No’

Statement Number Shows the statement number of the report composed of the
business date and report type (2-letter abbreviation depending
on report type and Delta/Full-Flag) and the sequential number,
which is unique in CRDM.

The number increases for each report.

Report Number Shows the sequential number of the report which is specific for a
report receiving party.

This number will only be displayed if the sending user belongs to
a report receiving party.

Scheduled Shows the name of the business event or time triggering the
report creation
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Covered Period —  Shows the date and time from which the data are covered in the
From report.

Covered Period —To Shows the date and time until which the data are covered in the
report.

Report Owner Shows the parent BIC of the party whose data are reported.
Parent BIC

Report Owner Party Shows the BIC of the party.
BIC

System Entity Wide Shows whether the report is a community report (covering all
Report information referring to a system entity) or a party based report
(covering all information referring to a party).

List - Securities

ISIN Shows the ISIN whose static data are displayed.
This field is only available if the statement of static data refers to
securities.

Name of the Shows the name of the changed field.

Changed Field

Old Value Shows the old value of the attribute that was changed.

New Value Shows the new value of the attribute that was changed.

Change Date and  Shows the date and time of the change.

Time
List — Cash Accounts
Cash Account Shows the T2S dedicated cash account for which the report is
Number created.
This field is only available if the statement of static data refers to
Cash Accounts.
Name of the Shows the name of the changed field.

Changed Field

Old Value Shows the old value of the attribute that was changed.
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New Value Shows the new value of the attribute that was changed.

Change Date and  Shows the date and time of the change.

Time
List — Parties

Parent BIC Shows the parent BIC of the party whose data are reported.
This field is only available if the statement of static data refers to
parties.

Party BIC Shows the party BIC whose data are reported.
This field is only available if the statement of static data refers to
parties.

Name of the Shows the name of the changed field.

Changed Field

Old Value Shows the old value of the attribute that was changed.

New Value Shows the new value of the attribute that was changed.

Change Date and  Shows the date and time of the change.
Time

List — Securities Accounts

Securities Account Shows the number of the securities account.

Number This field is only available if the statement of static data refers to
securities accounts.

Name of the Shows the name of the changed field.
Changed Field

Old Value Shows the old value of the attribute that was changed.
New Value Shows the new value of the attribute that was changed.

Change Date and  Shows the date and time of the change.
Time

All rights reserved. Page 96



IB BANCA D'ITALIA  BANCODEESPANA

Eucssions Common Reference Data Management t t
BANQUE DE FRANCE HDEUTSCHE - User Handbook a P g E

BUNDESBANK services

EUROSYSTEM

Cancel This function enables the user to cancel the process and return
to the previous screen.

2.3 Common
2.3.1 Parties

2.3.1.1 Parties — Search/List Screen

Context of  Thjs screen contains a number of search fields. By inputting the relevant data,

Usage you can search for parties. The search results will be displayed in a list, which is
sorted by the values of the ‘BIC’ column in ascending order (default setting). After
selecting an entry, you can proceed further by clicking on the buttons below.

Party reference data can only be created and edited by users belonging to the
responsible CB, CSD or by the Service operator (for ‘NCB’ and ‘CSD’ party
type).. Party reference data can only be viewed by users belonging to the
responsible CB, CSD or to the party itself, while the Service operator can view
all party data.

Screen I Common >> Parties >> Parties >> Search
Access

Privileges T yse this screen, the following Privileges are needed [/ ]:
I Party list query
I Party reference data query
I Delete party
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Status:

5

PARTIES

Opening Date From:

Closing Date From:

Party Type:

Parent BIC:

Active

yyyy-mm-dd

yyyy-mm-dd

Al

TCSOTCS0X0X

|

B O

Opening Date To:

] Closing Date To:

|

Short Name:

yyyy-mm-dd B O

Yyyy-mm-dd

[:3
(<]

Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active

Kl

2013-11-01

2015-02-20
2015-03-05
20150305
20150306
2016-08-30
2017-01-13
2017-04-18
2017-04-18
2017-05-30
2017-06-07
2018-01-22
2018-05-31

2018-06-01

9999-12-31
99991231
9999-12-31
99991231
99991231
99991231
9999-12-31
9999-12-31
9999-12-31
9999-12-31
9999-12-31
9999-12-31
9999-12-31
9999-12-31

Service Operator TCSOTCSOXXX
National Central Bank  TCSOTCSOXXX
Payment Bank NCBAHUAAXXX
Payment Bank NCBAHUAAXXX
Payment Bank NCBAHUAAXXX
National Central Bank  TCSOTCSOXXX
National Central Bank ~ TCSOTCSOXXX.
Payment Bank NCBDHUAAXXX.
National Central Bank ~ TCSOTCSOXXX.
National Central Bank  TCSOTCSOXXX
Payment Bank NCBEHUAAXXX
Payment Bank NCBAHUAAXXX
Payment Bank NCBAHUAAXXX
Payment Bank NCBAHUAAXXX

TCSOTCSOXXX
NCBAHUAAXXX
PBIKBHUHAXXOX
PBIKAHUHAXXX
PBIKCHUHAXXX
NCBBHUABXXX
NCBCHUAAXXX
PBKDHUARXXX
NCBDHUAAXXX
NCBEHUARXXX
PBKEHUAAXXX
PBKAHUHCXXX
PBKDHUHAXXX
PBKEHUHAXXX

Snort e

T250 Party
HungaryNCBPositive
PBKBHUH/AXXX
PBKAHUH/AXXX
PBKCHUHAXO
NCBK B HUN
Hungary NCB Const
HungaryPMBIK1HUB:
HungaryNCBHUB4
HungaryNCBHUBS
HungaryPMBIK1HUB!
PMBK/HUB1/PBKAH
PBKDHUH/AXG(
PBKEHU/HAXXX
|

Total rows: 10464

Illustration 38: Parties — search/list screen

- |
O
O
O
©

Edit
Delete
Restore
Details

Revisions.
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Fields_ _ Parties — Search Criteria
Description

Status Select the status of the party from the possible values:
1 All
I Active (default value)

I Deleted

Reference for error message [ |:

I DPD1003

I DPD1004
Opening Date Enter or pick the lower bound of the date from which the party is
From open.

Reference for error message [ |:
| DPD1003
| DPD1004

The lower bound of the opening date must be earlier than or equal
to the upper bound.

Required format is: Date.

Opening Date To  Enter or pick the upper bound of the date from which the party is
open.

Reference for error message [ |:
I DPD1003
I DPD1004

The upper bound of the opening date must be later than or equal to
the lower bound.

Required format is: Date.

Closing Date From Enter the lower bound of the date from which the party is closed or
use the calendar icon.

Reference for error message [ |:
I DPD1003
I DPD1004

The lower bound of the closing date must be earlier than or equal to
the upper bound and later than the lower bound of the opening date.

Required format is: Date.
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Closing Date To  Enter the upper bound of the date from which the party is closed or
use the calendar icon.

Reference for error message [ 1:
I DPD1003
I DPD1004

The upper bound of the closing date must be later than or equal to
the lower bound and later than the lower bound of the opening date.

Required format is: Date.

Party Type Select the type of party from the possible values:
I All (default value)
I Service Operator
I Payment bank
I National Central Bank (NCB)
I Central Securities Depository (CSD)
I CSD Participant
I External CSD

I Ancillary System

Reference for error message [ 1:
I DPD1005

This field can be already filled in or have fewer values depending on
your screen access.

Parent BIC Enter or select the parent BIC of the party.

Reference for error message [ ]:
I DPD1013
I DPD1180

Required format is: max. 11x characters.

BIC Enter or select the BIC of the party.
Reference for error message [ |:
I DPD1013
I DPD1180

Required format is: max. 11x characters.

LEI Enter the Legal Entity Identifier of the Party, as defined by 1SO
17442 standard.

All rights reserved. Page 100



IB BANCA D'ITALIA  BANCODEESPANA

Eucssions Common Reference Data Management t t
BANQUE DE FRANCE HDEUTSCHE - User Handbook a P g E

BUNDESBANK services

UROSYSTEME EUROSYSTEM

Required format is: 20x characters (1ISO 17442).

Short Name Enter the short name of the party.

Required format is: max. 35x characters.

Auto- Select the type of collateralisation procedure application for the
collateralisation NCB.
Rule The exhaustive list of possible values is as follows:

I All (default value)

I Pledge

I Pledge Sub-account

I Repo

This field has to be specified only for NCB and Payment Bank Party
Type.

This field is for T2S only.

Parties — List

Status Shows the status of the party.

Reference for error message [ 1:
| DPD1003
| DPD1004

Opening Date Shows the date from which the party is open.

Reference for error message [ |:
I DPD1003
I DPD1004

Closing Date Shows the date from which the party is closed.

Reference for error message [ 1:
I DPD1003
I DPD1004

Type Shows the type of party.

Reference for error message [ |:
I DPD1005

Parent BIC Shows the parent BIC of the party.
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BIC

LEI

Short Name

Auto-
collateralisation
Rule

Reference for error message [ 1:
I DPD1013
I DPD1180

Shows the BIC of the party.

Reference for error message [ ]
I DPD1013
I DPD1180

Shows the Legal Entity Identifier of the Party, as defined by ISO
17442 standard.

Shows the short name of the party.

Select the type of collateralisation procedure application for the
NCB.

The exhaustive list of possible values is as follows:

I All (default value)

I Pledge

I Pledge Sub-account

I Repo

This field has to be specified only for NCB and Payment Bank Party
Type.
This field is for T2S only.

Search

Reset

New

Edit

This function enables the user to start a search according to the
filled in criteria.

This function enables the user to set default search criteria and
blanks out all optional criteria.

This function enables the user to create a new party.

This function enables the user to edit the details of the selected
party.

If the status of the selected party is set to ‘Deleted’, this function
is not available.
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If you have accessed this screen via another screen, this function
is not available.

Delete This function enables the user to delete the selected party

If the status of the selected party is already set to ‘Deleted’, this
function is not available.

Reference for error message [ 1:
I DPD1001
I DPD1003
I DPD1030
I DPD1300

If you have accessed this screen via another screen, this function
is not available.

Details This function enables the user to display the details of the
selected party.

Restore This function enables the user to restore the selected party.

If the status of the selected party is already set to ‘Active’, this
function is not available.

Reference for error message [ |:
I DPD1001
I DPD1004
I DPD1005
I DPD1013
I DPD1021
I DPD1024
I DPD1040
I DPD1180
I DPD1207
I DPD1208
I DPD1252
I DPD1254
I DPD1256
I DPD1257

Revisions This function enables the user to display the revisions list of the
selected party.
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Restricted Parties  This function enables the user to search for restricted parties.

This button is for T2S only.

2.3.1.2 Party — Details Screen
Context of  This screen displays detailed information on the selected party. You can check the

Usage data and proceed further by clicking on the buttons below.
Screen I Common >> Parties >> Parties >> Parties — search/list screen >> Click on the
Access

search and/or details button

Privileges T yse this screen, the following Privileges are needed []:
I Delete party
I Party reference data query
I Technical address network service link details query

DD I I XTI e
PARTY DETAILS
Parent BIC: NCBXITRROO01 Closing Date: 9995-12-31
0 -
0 -~
2018-05-08 PBBKITRR102 Active
Tot:
o Technical Address Network
Services Links
Party Name
Lorg e = st ane
2018-05-08 PB OF NCBXITRROO1 (N8IT) PB OF NCBXITRROO1 (N8IT)
Tot:
Valid From H Slreel = House Number H Postal Code = City = ‘State of Province = ‘Counlry Code H
2018-05-08 VIA DEI FRASSINI 22 00171 Rome T

Total rows:

Party Technical Address List

Technical Address. =
CN=gicoa-inleg, OU=lest OU=12s, O=lrgixelg, O=swifl
T2SDEFAULTPTA

Total rows: 2

All rights reserved. Page 104



S BANCADITALIA  BANCODEESPANA
> /: EUROSISTEMA

N Eurosstoma Common Reference Data Management t t
BANQUE DE FRANCE HDEUTSCHE - User Handbook a I 9 E
. BUNDESBANK services

EUROSYSTEM

Reskicton Type S lwarom S Wk
No Rows To Show
Name = Position = vald From = valdTo = OmceTelNum = | MobleNum = | EmalAddess =

No Rows To Show

Illustration 39: Party — details screen

Description

Status Shows the status of the party.

Reference for error message [ |
I DPD1003
I DPD1004

If the status is set to ‘Deleted’, the selected party cannot be
deleted or edited.

If the status is set to ‘Active’, the selected party cannot be
restored.

Parent BIC Shows the parent BIC of the party.

Reference for error message [ |
I DPD1013
I DPD1180

Opening Date Shows the opening date of the party.

Reference for error message [ |:
I DPD1003
I DPD1004

Closing Date Shows the closing date of the party.

Reference for error message [ [
I DPD1003
I DPD1004
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Party Type Shows the type of party.

Reference for error message [ |:
I DPD1005

LEI Shows the Legal Entity Identifier of the Party, as defined by ISO
17442 standard.

Party Code
Valid From Shows the starting validity date for the party code.
BIC Shows the BIC of the party.

Reference for error message [ |
I DPD1013

Status Shows the status of the party code.

Party Name
Valid From Shows the starting validity date for the party name.
Long Name Shows the long name of the party.
Short Name Shows the short name of the party.

Party Address

Valid From Shows the starting validity date for the party address.
Street Shows the name of the street for the address.

House Number Shows the house number for the address.

Postal Code Shows the postal code for the address.

City Shows the city for the address.

State or Province  Shows the State or the province for the address.

Country Code Shows the country code of the address.

Reference for error message [ |
I DPD1021
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Party Technical Address List

Technical Address Shows the list of Technical Addresses for the party.

Reference for error message [ |:
I DPD1207

Auto-Collateralisation Rule (For T2S only)

Collateralisation
Procedure

Minimum Amount
for Auto-
collateralisation

Minimum Amount
for Client
collateralisation

Type of collateralisation procedure application for the NCB. The
exhaustive list of possible values is as follows:

I Pledge

I Pledge Sub-account

I Repo

The field is visible only to NCBs and Payment Banks.

This attribute shall specify the minimum amount to be sourced in an
autocollateralisation operation.

This field is only available for Payment Banks.

This attribute shall specify the minimum amount to be sourced in a
client collateralisation operation.

This field is only available for Payment Banks.

Attribute Name

Attribute Value

Market Specific Attributes (For T2S only)

Shows the name of market-specific attribute related to Party.

Shows the value of market-specific attribute related to Party.

Reference for error message [ |
I DPD1252
I DPD1254
I DPD1256
I DPD1257
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Party Restriction List

This section reports only active restrictions with a present or future validity

Current status
(TIPS)

Restriction

Valid From

Valid To

period.

This field is visible only if the party is relevant for TIPS. It represents
the blocking/unblocking status as present in TIPS for the party.

Shows the restriction type for the party.

Reference for error message [ |:
I DPD1024

Shows the starting validity date and time for the restriction.

Reference for error message [ |
I DPD1208

Shows the ending validity date and time for the restriction.

Party Contact

Name
Position
Valid From
Valid To

Office Telephone
Number

Mobile Number
E-mail address

TIPS E2E Checker
contact

Shows the name of the Party Contact.

Shows the position of the Party Contact.

Shows the starting validity date for the Party Contact.
Shows the ending validity date for the Party Contact.

Shows the office Telephone Number of the Party Contact.

Shows the mobile Number of the Party Contact.
Shows the e-mail address of the Party Contact.

Shows whether the party shall receive TIPS E2E checker
communication to the e-mail address or not.

Edit

This function enables the user to edit the details of the selected party.

If the status of the selected party is set to ‘Deleted’, this function is
not available.

If the user has accessed this screen via another screen, this function
is not available.
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Delete

Restore

This function enables the user to delete the selected party.

If the status of the selected party is already set to ‘Deleted’, this
function is not available.

Reference for error message [ |
I DPD1001
I DPD1003
I DPD1030
I DPD1300

If you have accessed this screen via another screen, this function is
not available.

This function enables the user to restore the selected party.

If the status of the selected party is already set to ‘Active’, this function
is not available.

Reference for error message [ [
I DPD1001
I DPD1004
I DPD1005
I DPD1013
I DPD1021
I DPD1024
I DPD1040
I DPD1180
I DPD1207
I DPD1208
I DPD1252
I DPD1254
I DPD1256
I DPD1257

Securities Accounts This function enables the user to display the securities accounts

Cash Accounts

related to the selected party.

This button is available only in case the shown party is a CSD,
External CSD or a CSD patrticipant.

This function enable the user to access the Cash Account list screen
related to the party.
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This button is visible only in case of the shown party is a Central
Banks, an Ancillary System or a Payment Bank.

Technical This function enable the user to see the list of the link among
Addresses Network Technical Addresses associated to the Party and the Network
Services Link Services.

Revisions This function enables the user to display the revisions list of the

selected party.

2.3.1.3 Party — New/Edit Screen

Context of
Usage

Screen
Access

All rights reserved.

This screen enables the user to create a new party or to modify an existing one,
previously selected.

In edit mode, for the Parties relevant for TIPS when their block/unblock status in
CRDM is different from TIPS, this screen allows the user to request the status
alignment.

The button is visible only for the Parties relevant for TIPS and it is active only
when the TIPS block/unblock status is different from the one in CRDM. This can
happen when users set the block/unblock status in TIPS during CRDM closing
hours.

The TIPS block/unblock status is different from the one in CRDM if:
= TIPS status is “unblocked” and the Party has at least one valid restriction
among
o TPCR: Block for credit;
o TPDB: Block for debit;
o TPBO: Block for both debit and credit.
= TIPS status is “Blocked for crediting” and the CRDM valid restrictions
are different from TPCR.
= TIPS status is “Blocked for debiting” and the CRDM valid restrictions are
different from TPDB.
= TIPS status is “Blocked for crediting/debiting” and the CRDM valid
restrictions are different from TPBO or from the couple (TPCR, TPDB).

When the alignment is requested, the screen set the proper amendment to be
performed in the restrictions set, creating new/amending the existing TIPS
blocking restrictions with an immediate effect when the user submit the all form.

When performing the immediate unblock of the Parties relevant for TIPS the user
edits the related active restriction(TPCR, TPDB, TPBO); clicking on the edit
button (pencil) the fields Valid From and Valid to are greyed, in this situation and
only for TIPS restrictions a fixed message is displayed in order to guide the user
to the next action:

- Click + button to immediately unblock the TIPS party

Click X button to cancel the action

I Common >> Parties >> Parties >> New
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I Common >> Parties >> Parties >> Search >> click on New or Edit button

Privileges To use this screen, the following Privileges are needed [']:
I Create Party
I Update Party
Screenshot
ol 8 D) cormon ) paries ) paries ) e | =
— PARTY NEW
Parent BIC: I
Party Type: I ~

Opening Date: I yyyy-mm-dd & o Closing Date: Yyyy-mm-dd 2 o

Submit
Reset

Cancel
Codes

®
O
©
O

BIG I

BIC is mandatary

Valid From = | BIC+ = | Stalus 2
< >
Total rows: 0 | o |

Nammes

Long Name: I Short Name: I

Name is mandatory

< >
Total rows: 0 ‘ ™ |

Addresses
Street: I House Number: I
Postal Code: I City: I
State or Province: Country Code: I -
Address is mandatory

+

< >

Total rows: 0 ‘ P |
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Technical Addresses

Technical Address:

Technical Address is mandatary

Mo Rows To Show
< >
Total rows: 0
Restrictions
Restriction: ~
- A
Valid From Date: yyyy-mm-dd ® 9 Valid From Time: HH Mh
v v
- A
Valid To Date: yyyy-mm-dd @ o Valid To Time: HH Mh
v v

Ho Rows To Show
< >
Total raws: 0 | P | T ‘
Party Contact
Name: I Position: I
Valid From Date: Yyyy-mm-dd s 9 Valid To Date: Yyyy-mm-dd B o
Office Telephone Number: Mobile Number:

E-Mail Address:

Office Tel. Num. = | Mobile Num.

Total rows: 0 | ’ | | o ‘

Auto-Collateralisation Rule

Market Specific Attributes

lllustration 40: Party — new/edit screen
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Fields
Descripti
on
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Parent BIC

Party Type

Opening Date

Enter the parent BIC of the party.

Reference for error message [ |:

I DPC1001

I DPU1001

I DPU1013

This field is mandatory if the Party Type is not NCB.
This field is read-only in edit mode.

Required format is: max. 11x characters.

Select the type of party from the possible values:
I Payment bank

I National Central Bank

I Central Securities Depository

I CSD Participant

I External CSD

I Ancillary System

Reference for error message [ ]

I DPC1002

I DPC1005

This field is mandatory in create mode.

This field is read-only in edit mode.

Enter the opening date of the party or use the calendar icon.

Reference for error message [ |:
I DPC1205
I DPU1206
I DPU1208

The inserting opening date must be equal or greater than the
current business date.

This field is mandatory in create mode.

This field is read-only in edit mode if the current business date is
greater than the “opening date”.

Required format is: Date.
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Closing Date Enter the closing date of the party or use the calendar icon.

Reference for error message [ |
I DPC1206
I DPU1003
I DPU1205
I DPU1208
I DPU1250

The Closing Date must be greater than or equal to the current
business date and greater than the opening date.

Required format is: Date.

LEI Enter the Legal Entity Identifier of the Party, as defined by 1SO
17442 standard.

Reference for error message [ |:
I DPU1360

Required format is: 20x characters (ISO 17442).

Party Code

BIC Enter the BIC of the party.

Reference for error message [ |
I DPC1013

I DPC1180

I DPU1005

I DPU1180

This field is mandatory.

Required format is: max. 11x characters.

Valid From In edit mode, user can enter or update the date from which the party
code is valid, also using the calendar icon.

Valid From date must be equal to or greater than the current
business date.
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Reference for error message [ |:
I DPC1300
I DPU1009
I DPU1010
I DPU1500
I DPU1501

Required format is: Date.

Party Name

Long Name Enter the long name of the party in a time line basis.

Reference for error message [ |
I DPU1005

This field is mandatory.

Required format is: max. 350x characters.

Short Name Enter the short name of the party in a time line basis.

Reference for error message [ |
I DPU1005

This field is mandatory.

Required format is: max. 35x characters.

Valid From In edit mode, user can enter or update the date from which the party
name is valid, also using the calendar icon.

Valid From date must be equal to or greater than the current
business date.

Reference for error message [ |:
I DPC1302
I DPU1010

Required format is: Date.

Party Address

Only relevant for party different from CSD Participant

Street Enter the name of the street for the address.
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Postal Code

City

State or Province

Country Code

Valid From
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Reference for error message [ |:
I DPU1005

This field is mandatory.

Required format is: max. 70x characters.

Enter the house number for the address.

Reference for error message [ |:
I DPU1005

This field is mandatory.

Required format is: max. 16x characters.

Enter the postal code for the address.

Reference for error message [ |:
I DPU1005

This field is mandatory.

Required format is: max. 16x characters.

Enter the city for the address.

Reference for error message [ [
I DPU1005

This field is mandatory.

Required format is: max. 35x characters.

Enter the State or the province for the address.

Reference for error message [ |:
I DPU1005

Required format is: max. 35x characters.

Select the country code of the address.

Reference for error message [ ]
I DPC1021

I DPU1005

This field is mandatory.

In edit mode, user can enter or update the date from which the party
address is valid, also using the calendar icon.
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Valid From date must be equal to or greater than the current
business date.

Reference for error message [ |
I DPC1301
I DPU1010

Required format is: Date.

Party Technical Address List

Technical Address Enter the Technical Address of the party.

Reference for error message [ |
I DPU1006
I DPU1007

This field is mandatory to ensure it is present for A2A parties and
that U2A parties use a standard entry.

Required format is: max 256x characters (UTF-8 except >, ‘<, ‘&’).

Party Restriction List

This section reports only active restrictions with a present or future validity

period.
Current status This field is visible only if the party is relevant for TIPS and only in
(TIPS) edit mode. It represents the blocking/unblocking status as present

in TIPS for the party.

Possible values are:

I Unblocked;

I Blocked for debiting;

I Blocked for crediting;

I Blocked for crediting/debiting.

When the CRDM and TIPS blocking status are different, any
existing TPCR, TPBD, TPBO restriction cannot be added (the item
does not appear in the list of possible restrictions) or
updated/deleted (their buttons are not active).

Restriction Enter or select a restriction type from the suggested items in the
drop-down menu.

If Valid From is entered, this field is mandatory.

Valid From Enter the starting validity date and time for the restriction. For CLM
and RTGS, only date is allowed
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If a restriction is selected, this field is mandatory.

Valid From date must be equal to or greater than the current
business date.

When creating a new restriction, in case the Party is relevant for
TIPS and the restriction is TIPS related, only an immediate
restriction can be inserted: the valid from field contains '1000-01-
01-00.01" and cannot be amended.

Reference for error message [ |:
I DPC1025
I DPC1208
I DPC1209
I DPC1230
I DPU1005
I DPU1010
I DPU1025
I DPU1208
I DPU1209
I DPU1230

Required format is: DateTime.

Valid To Enter the ending validity date and time for the restriction. For CLM
and RTGS, only date is allowed; if Valid To is set to the current
business date the restriction is meant as removed with immediate
effect, otherwise it is removed from the start of the specified date in
CLM/RTGS.

When the restriction type is one among TPCR, TPBD and TPBO,
the field is read-only. If the user is creating a new restriction, the
field is empty. If the user is amending an existing restriction, the
field contains the value for immediate closure ('9999-12-31-
23.59").

Reference for error message [ |
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I DPC1025
I DPC1207
I DPC1209
I DPU1005
I DPU1207
I DPU1209
I DPC1231

Required format is: DateTime.

Party Contact

Name Enter the name of the Party Contact.

If the user wants to enter Party Contacts, this field is mandatory.

Reference for error message [ |:
I DPC1150
I DPU1150

Required format is: max. 140x characters.

Position Enter the position of the Party Contact.
If the user wants to enter Party Contacts, this field is mandatory.

Required format is: max. 35x characters.

Valid From Enter the starting validity date for the Party Contact.
If the user wants to enter Party Contacts, this field is mandatory.

Valid From date must be equal to or greater than the current
business date.

Reference for error message [ |:
I DPC1150
I DPU1005
I DPU1009
I DPU1010
I DPU1150
I DPU1500

Required format is: DateTime.

Valid To Enter the ending validity date for the Party Contact.
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Office Telephone
Number

Mobile Number

E-mail address

TIPS E2E
Checker contact

Reference for error message [ ]
I DPC1150
I DPU1005

Required format is: DateTime.

Enter the office Telephone Number of the Party Contact.

Required format is: Telephone Number.

Enter the mobile Number of the Party Contact.

Required format is: Telephone Number.

Enter the e-mail address of the Party Contact.
Required format is: max. 254x characters, SWIFT-x including
\I#$%&*=" {|}~";<>@]].

Select whether the party shall receive TIPS E2E checker
communication to the e-mail address or not.

Auto-Collateralisation Rule (For T2S only)

Collateralisation
Procedure

Minimum Amount
for Auto-
collateralisation

Only relevant for NCB or Payment Bank

Select the type of collateralisation procedure chosen for the party
by the national central bank from the possible values:

I Pledge
I Pledge Sub-account
I Repo

For payment banks this attribute, if inserted, must be equal to
“Repo” (Pledge and Pledge Sub-account cannot be selected).

Reference for error message [ |:
I DPC1304
I DPU1304

Enter the minimum amount to be sourced in an autocollateralisation
operation involving the Party.

This field is only available for Payment Banks.

Reference for error message [ |
I DPC1303
I DPU1303

Required format is: Amount.
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Minimum Amount  This attribute shall specify the minimum amount to be sourced in a
for Client client collateralisation operation.

collateralisation This field is only available for Payment Banks.

Reference for error message [ |:
I DPC1303
I DPU1303

Required format is: Amount.

Market Specific Attributes (For T2S only)

Attribute Name Enter or select the name of the market-specific attribute related to
the party.

Reference for error message [ ]
I DPU1252
I DPU1257

Required format is: max. 35x characters.

Attribute Value Enter or select the value of the market-specific attribute related to
the party.

Reference for error message [ |:
I DPC1252
I DPC1254
I DPC1256
I DPC1257
I DPU1254
I DPU1256

Required format is: max. 350x characters.

Update Row This function enables the user to edit the selected item in the related

Buttons

list using the values inserted in the related fields.

Delete Row This function enables the user to remove the selected item from the
related list.
Add Row This function enables the user to add an item in the related list using

the values inserted in the related fields.
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Clone Row This function enables the user to fill the input fields with the related
data, after selecting a row and pushing this button.
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Submit

This function enables the user to create or edit a party.

Reference for error message [ |

I DPC1001
I DPC1001
I DPC1002
I DPC1005
I DPC1013
I DPC1021
I DPC1024
I DPC1025
I DPC1150
I DPC1180
I DPC1205
I DPC1206
I DPC1207
I DPC1208
I DPC1209
I DPC1230
I DPC1252
I DPC1254
I DPC1256
I DPC1257
I DPC1300
I DPC1301
I DPC1302
I DPC1303
I DPC1304
I DPC1305
I DPC1306
I DPC1600
I DPU1001
I DPU1003
I DPU1005
I DPU1006
I DPU1007

Page 123



[ BANCADITALIA BANCODE ESPANA

BANQUE DE FRANCE E

Eurosistema

DEUTSCHE
BUNDESBANK

EUROSYSTEM

Common Reference Data Management
- User Handbook

target

All rights reserved.

I DPU1009
I DPU1010
I DPU1013
I DPU1021
I DPU1024
I DPU1025
I DPU1030
I DPU1150
I DPU1180
I DPU1205
I DPU1206
I DPU1207
I DPU1208
I DPU1209
I DPU1230
I DPU1231
I DPU1232
I DPU1250
I DPU1252
I DPU1254
I DPU1255
I DPU1256
I DPU1257
I DPU1258
I DPU1300
I DPU1303
I DPU1304
I DPU1305
I DPU1306
I DPU1308
I DPU1350
I DPU1351
I DPU1360
I DPU1500
I DPU1501
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Reset This function enables the user to set all fields to default value

and blanks out all optional fields.

Cancel This function enables the user to cancel the process and return

to the previous screen.

Technical This function enables the user to enter the page in which is possible
Addresses Network to associate list of the link among Technical Addresses associated
Services Link to the Party and the Network Services.

Align with TIPS This button is visible only if the party is relevant for TIPS and

status only in EDIT mode. The button is active only when the TIPS
blocking status is different from the CRDM one. When clicking
on this button, the user is asking the system to align the status

with the status of the restrictions in TIPS. The restrictions
described below are inserted in the list of restrictions. These
automatically added restrictions cannot be deleted or amended by
the users.

The action performed are the following:

o If the TIPS status is “unblocked” and the CRDM contains one
or more of restrictions TPCR, TPDB, TPBO, these restrictions are
amended setting the valid to date to the immediate timestamp
('9999-12-31-23.59").

o If the TIPS status is “Blocked for crediting”, a TPCR restriction
is added to the list with an immediate “valid from” date ('1000-01-
01-00.01". At the same time, possible valid restrictions TPDB or
TPBO are amended setting the valid to date to the immediate
timestamp.

o If the TIPS status is “Blocked for debiting”, the immediate
creation of a TPDB restriction is requested and, at the same time,
possible valid restrictions TPCR or TPBO are amended setting the
valid to date to the immediate closure timestamp ('9999-12-31-
23.59").

o] If the TIPS status is “Blocked for crediting/debiting”, a TPBO
restriction is added to the list with an immediate “valid from” date
('2000-01-01-00.01"). At the same time, possible valid restrictions
TPCB or TPDB are amended setting the valid to date to the
immediate timestamp ('9999-12-31-23.59").
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2.3.1.4 Technical Addresses Network Services Link — Details Screen

Context of
Usage

Screen
Access

Privileges

Screenshot

Fields
Description

All rights reserved.

This screen displays detailed information on the selected technical addresses
network services link. You can check the data and proceed further by clicking on

the buttons below.

I Common >> Parties >> Parties >> Parties — search/list screen >> Click on the
search and/or details button >> Party — details screen >> Click on the technical
address network services links button

To use this screen, the following Privileges are needed [']:
I Technical address network service link details query

M Technical Address Network Services Links a 5

TECHNICAL ADDRESSES NETWORK SERVICES
LINKS

Aclive T2SDEFAULTPTA SIANOTIF

Active T2SDEFAULTPTA FT1

Active T2SDEFAULTPTA SWIFT.FILESNF

Aclive TESTSWITCH SiA

Active TESTSWITCH FT1

Aclive TESTSWITCH SIA-COLT FILESNF

Active beneficiary-dn-fi FT2

Total rows: 7

Illustration 41: Technical Addresses Network Services Links — details screen

Technical Addresses Network Services Links

Status

Technical Address

Network Service

Shows the status of the corresponding technical address network
service link.

Shows the unique technical address of the party.

Shows the name of the network service.
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Buttons

Revisions This function enables the user to access the Display Revision List
screen related to the selected Technical Address Network Service

Link.

2.3.1.5 Technical Addresses Network Services Link — New/Edit Screen

Context of
Usage

Screen
Access

Privileges

Screenshot

All rights reserved.

This screen contains a number of fields regarding technical addresses network
services links. You can enter new data or edit existing data. Afterwards you can
proceed further by clicking on the buttons below.

This screen is not relevant for CSD participant, external CSD and payment bank
users.

I Common >> Parties >> Parties >> Parties — search/list screen >> Click on the
new or edit button >> Party — new/edit screen >> Click on the technical addresses
network services links button

I Common >> Parties >> Parties >> Parties — search/list screen >> Click on the
search and/or details button >> Party — details screen >> Click on the edit button

>> Party — edit screen >> Click on the technical addresses network services links
button

To use this screen, the following Privileges are needed [']:
I Create Technical Address Network Service Link
I Delete Technical Address Network Service Link

m M Technical Address Network Services Links E] &
TECHNICAL ADDRESSES NETWORK SERVICES
LINKS
Active T2SDEFAULTPTA SIANOTIF
Active T2SDEFAULTPTA FT1
Active T2SDEFAULTPTA SWIFT.FILESNF
Active TESTSWITCH SIA
Active TESTSWITCH FT1
Active TESTSWITCH SIA-COLTFILESNF
Active beneficiary-dn-ffi FT2
Total rows: 7
Technical Address: I T2SDEFAULTPTA j Network Service: I SIANOTIF j
Illustration 42: Technical Addresses Network Services Links — new/edit screen
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Fields Technical Addresses Network Services Links
Description

Status Shows the status of the corresponding technical address network
service link.

Technical Address Shows the unique technical address of the party.

Reference for error message [ [:
I DPC3003
I DPC3005
I DPD3003
I DPD3005

Network Service Shows the name of the network service.

Reference for error message [ |:
I DPC3004
I DPD3007

Add/Delete Tech. Address Network Service Link

Technical Address Select the unique technical address of the party.

Reference for error message [ ]:
I DPC3003
I DPC3005
I DPD3003
I DPD3005

This field is mandatory.

Network Service Select the name of the network service.
Reference for error message [ [:
I DPC3004

I DPD3007

This field is mandatory.

Buttons
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Submit Row This function enables the user to create a Technical Address
Network Service Link according to the information inserted in the
fields.

Reference for error message [ |
I DPC3001
I DPC3002
I DPC3003
I DPC3004
I DPC3005
I DPC3006

Delete Row This function enables the user to delete a Technical Address
Network Service Link selected in the list. After this button is
pushed, the system calls the back end flow and reloads the page
updating the list.

The button is enabled only in case the user selects a link with
status “active”.

Reference for error message [ |:
I DPD3001
I DPD3003

Restore Row This function enables the user to restore a previously deleted
element. After this button is pushed, the system calls the back end
flow and reloads the page updating the list.

The button is enabled only in case the user selects a link with
status “deleted”.

Reference for error message [ ]
I DPD3001
I DPD3004
I DPD3005
I DPD3006
I DPD3007
I DPD3008
I DPD3009
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Reset This function enables the user to set all fields to default value and
blanks out all optional fields.

Back to Party This function enables the user to cancel the action and return to
the previous screen. No operations are performed.

Revisions This function enables the user to display the Revisions List of the

selected Technical Address Network Service Link.

2.3.1.6 Party Service Link — Search/List Screen

Context of
Usage

Screen
Access

Privileges

Screenshot

All rights reserved.

This screen contains a number of search fields. By inputting the relevant data,
you can search the Service to which a Party is linked. It is worth noting that a
Payment Bank defined in the CRDM does not need to be linked to the “T2S”
Service in order to operate in T2S. The search results are displayed in a list. After
selecting an entry, you can proceed further by clicking on the buttons below.

I Common >> Parties >> Party Service Links >> Search

To use this screen, the following Privileges are needed [’ ]:

I Delete Party-Service Link
I Party-Service Link List query

SE

PARTY SERVICE LINK LIST

Status: Active ~
Parent BIC: I Choose BIC Party BIC: I Choose BIC ‘
Service: Al v Party Type for service: All v
valid From: From yyy-mm-dd B O valid From: To yyyy-mm-dd B O
Edit
Valid To: From yyyy-mm-dd =] Valid To: To yyyy-mm-dd B O

Active NCBXITRROO1 PBBKITRRO01 ECONSII COMMC  Contingency Accoi
Active NCBXITRROO01 PBBKITRR102 T2 CLM COMPON  CLM Account Holg
Active NCBXITRR0O01 PBBKITRR102 T2 CLM COMPOMN CLM Account Hold
Active NCBXITRROC1 PBBKITRROO1 T2 CLM COMPON  CLM Account Holc
Active NCBXITRR0O01 PBBKITRR102 T2 CLM COMPON  CLM Account Holc
Active NCBXITRROO1 PBBKITRR106 TIPS SERVICE TIPS Participant

Active NCBXITRROO1 PBBKITRRO11 T2RTGS COMPC  RTGS Account Ho
Active NCBXITRR0OO1 PBBKITRR0OO01 T2 RTGS COMPC RTGS Account Ho
Active NCBXITRROC PBBKITRR102 TIPS SERVICE TIPS Participant

Total rows: 9

lllustration 43: Party Service Links — search/list screen

2020-12-23
2020-11-11

2022-10-03
2020-10-09
2020-10-08
2020-07-10
2020-04-30
2020-04-30
2020-04-22

| saus = | PaentBIC = | PayBIC = | Sewice = | PanyType.. = | ValdFom = | valaTo =

2021-12-31
2021-12-31
2022-10-04
2030-10-09
2020-10-08
2025-07-01
9999-12-31
9999-12-31
9999-12-31

Details

000000

Revisions
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Fields

Description

All rights reserved.

Status

Parent BIC

Party BIC

Service

Party Service Link — Search Criteria

Select the status of the Party Service Link from the possible values:
I Al

I Active (default value)

I Deleted

Enter or select the Parent BIC of the party.

Required format is: max. 11x characters.

Enter or select the Party BIC of the party.

Reference for error message [ |:
I DPD4003
I DPD4007
I DPD4008

Required format is: max. 11x characters.

Select the Service from the possible values:
I All (default value)

I TIPS SERVICE

I T2 CLM COMPONENT

I T2 RTGS COMPONENT

I ECONSII COMMON COMPONENT

Reference for error message [ |:
I DPD4005
I DPD4006
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Party Type for
Service

Valid From: From

Valid From: To

Valid To: From

Select the Party Type the Party can have for the Service from the
possible values:

I All (default value)

I TIPS Operator

I TIPS Central Bank

I TIPS Participant

I TIPS Reachable Party

I TIPS Ancillary System

I MPL-Only Participant

I CLM Operator

I CLM CB Account Holder

I CLM CB Technical Account Holder
I CLM Transit Account Holder

I CLM Account Holder

I Institution managing minimum reserve without account in CLM
I RTGS Operator

I RTGS CB Account Holder

I RTGS Transit Account Holder

I RTGS Account Holder

I Ancillary System

I Contingency CB Account Holder

I Contingency Account Holder

I Contingency Ancillary System

Enter the lower bound for the opening date of the Party Service Link
or use the calendar icon.

Required format is: Date.

Enter the upper bound for the opening date of the Party Service Link
or use the calendar icon.

The ‘Valid From: To’ must be greater than the ‘Valid From: From’.

Required format is: Date.

Enter the lower bound for the closing date of the Party Service Link
or use the calendar icon.

Required format is: Date.
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Valid To: To Enter the upper bound for the closing date of the Party Service Link
or use the calendar icon.

The ‘Valid To: To’ must be greater than the ‘Valid To: From’.

Required format is: Date.

Party Service Link — List

Status Shows the status of the Party Service Link.
Parent BIC Shows the parent BIC of the Party related to the Party Service Link.
Party BIC Shows the party BIC of the Party related to the Party Service Link.

Reference for error message [ |:
I DPD4003
I DPD4007
I DPD4008

Service Shows the Service which is associated to the Party Service Link.

Reference for error message [ |

I DPD4005
I DPD4006
Party Type for Shows the Party type associated to the Party Service Link.
Service
Valid From Shows the opening date of the Party Service Link.
Valid To Shows the closing date of the Party Service Link.

Search This function enables the user to start a search according to the
criteria entered. The results are displayed on the same screen.

Reset This function enables the user to set default search criteria and

blanks out all optional criteria.
New This function enables the user to create a new Party Service Link.

Edit This function enables the user to edit the details of the selected

Party Service Link.
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If the status of the selected Party Service Link is already set to
‘Deleted’, or it is already closed, this function is not available.

Delete This function enables the user to delete the selected Party Service
Link, after confirmation.

If the status of the selected Party Service Link is already set to
‘Deleted’, or it is already closed, this function is not available.

Reference for error message [ |
| DPD4001
I DPD4002

Restore This function enables the user to restore a previously deleted
Party Service Link.

If the status of the selected Party Service Link is already set to
‘Active’ this function is not available.

Reference for error message [ 1:
I DPD4003
I DPD4004
I DPD4005
I DPD4006
I DPD4007
I DPD4008
I DPD4010
I DPD4011
I DPD4012
I DPD4013
I DPD4014
I DPD4015
I DPD4016
I DPD4017
I DPD4018
| DPD4019

Details This function enables the user to display the details of the selected
Party Service Link.

Revisions This function enables the user to display the revisions of the
selected Party Service Link.
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2.3.1.7 Party Service Link — Details Screen

Context of
Usage

Screen
Access

Privileges

Screenshot

Fields
Description

All rights reserved.

This screen displays detailed information on the selected Party Service Link. You
can check the data and proceed further by clicking on the buttons below.

I Common >> Party >> Party Service Link >> Party Service Link — search/list
screen >> Click on the search and/or details button

To use this screen, the following Privileges are needed [’ ]:
I Party Service Link reference data query

I Delete Party Service Link

DD I T KT X b

valid From.

T
[ o = g = o = s = [ wen = [ = [wn = ewewnc = payec = | fw = wea s [ = coo= | ona
No o

No Paol N

Party Type: Payment Bank
Party BIC

Party Type for Service:

Valid To:

Code321 | No MFI1 NCEXITRROD1  PEBKITRRODY

lllustration 44: Party Service Link — details screen

Party Service Link

Status

Parent BIC

Party BIC

Service

Shows the status of the Party Service Link.

If the status is set to ‘Deleted’, the selected Party Service Link be
deleted or edited.

If the status is set to ‘Active’, the selected Party Service Link cannot
be restored.

Shows the parent BIC of the party.

Shows the BIC of the party.

Reference for error message [ 1
I DPD4003
I DPD4007
I DPD4008

Shows the Service of the Party Service Link displayed.
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Reference for error message [ 1:

I DPD4005
I DPD4006
Party Type for Shows the Party Type the Party can have for the Service.
Service
Valid From Shows the Opening Date of the Party Service Link.
Valid To Shows the Closing Date of the Party Service Link.
Party Type Shows the party type of the Party.

RTGS Configuration Data

Only visible for Party Service Links belonging to the RTGS Service

Ancillary System Shows the classification for Ancillary System Party.

Sub-Type This field is only present if Party Type for Service is Ancillary
System.

U2A only Shows whether the party acts only through the U2A channel in
RTGS or not.

Reference for error message [ |
I DPD4016

CLM Configuration Data

Only visible for Party Service Links belonging to the CLM Service

Overnight Deposit  Shows whether the party is allowed to use Overnight Deposit
Indicator facilities or not.

Marginal Lending  Shows whether the party is allowed to use Marginal Lending facility
Indicator or not.

Minimum Reserve Shows whether the party is subject to the minimum reserve

Obligation requirement and through which method it is calculated.
Intraday Credit Shows whether the Party is allowed to receive intraday credit or not
Indicator (the field is not used in any check).

Institutional Sector Shows the financial corporations sector classification to which the
Code party belongs with respect to the nature of its business.

All rights reserved. Page 136



B BANCA D'ITALIA  BANCODEESPANA

Eurosistema

Common Reference Data Management

BANQUE DE FRANCE HBDLEJLKIITJSECS'QE\NK - User Handbook t a P gﬁ|F
OROSYSTINE EUROSYSTEM er S
U2A Only Shows whether the party acts only through the U2A channel in CLM
or not.
Reference for error message [ |
I DPD4016
MFI Code Shows the Monetary Financial Institution Code.
Leading CLM Shows the Parent BIC of the leading CLM Account Holder.
Account Holder
Parent BIC
Leading CLM Shows the Party BIC of the leading CLM Account Holder.
Account Holder
Party BIC
Eurosystem Flag  Shows whether the Central Bank is a euro area CB or not. It is
visible only when the Party is CB.
Maximum Amount Shows the maximum amount for overnight deposit defined for a
for Overnight non Eurosystem Central Bank. It visible only when the Party is a
Deposit CB.
CB account for Shows the CLM Central Bank account for settling standing
standing facilities  facilities interests. It is empty when the Party is not a CLM CB
interests Account Holder.
CB account for Shows the CLM Central Bank account for settling minimum
minimum reserve  reserve interests and penalties. It is empty when the Party is not a
interests and CLM CB Account Holder.
penalties
CB account for Shows the CLM Central Bank account for settling other interests.
other interests It is empty when the Party is not a CLM CB Account Holder.

All rights reserved.

New

Edit

This function enables the user to create a new Party Service Link.

This function enables the user to edit the details of the selected
Party Service Link.

If the status of the selected Party Service Link is already set to
‘Deleted’, or it is already closed, this function is not available.
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Delete This function enables the user to delete the selected Party Service
Link, after confirmation.

If the status of the selected Party Service Link is already set to
‘Deleted’, or it is already closed, this function is not available.

Reference for error message [ 1
I DPD4001
I DPD4002

Restore This function enables the user to restore a previously deleted
Party Service Link.

If the status of the selected party service link is already set to
‘Active’, this function is not available.

Reference for error message [ 1:
I DPD4003
I DPD4004
I DPD4005
I DPD4006
I DPD4007
I DPD4008
I DPD4010
I DPD4011
I DPD4012
I DPD4013
I DPD4014
I DPD4015
I DPD4016
I DPD4017
I DPD4018
I DPD4019

Revisions This function enables the user to display the revisions of the

selected Party Service Link.

2.3.1.8 Party Service Link — New/Edit Screen

Sontext of This screen contains a number of fields regarding the Party Service Links that can
sage be created and assigned to a Party BIC. You can enter new data or edit existing
data. Afterwards you can proceed further by clicking on the buttons below. This
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screen is relevant for CB users. By default, a Payment Bank defined in the CRDM
does not need to be linked to the “T2S” Service in order to operate in T2S.

Screen I Common >> Parties >> Party Service Links >> New
Access _ ) ) ) )
I Common >> Parties >> Party Service Link >> Search >> click on New or Edit
button
Privileges To use this screen, the following Privileges are needed [']:
I Create Party Service Link
I Update Party Service Link
Screenshot K NS EEEmmyI oy E
PARTY SERVICE LINK NEW
Service: I Choose... j Party Type for service: I Choose... -
Reset
Valid From: I yyy-mm-dd & O Valid To: Yryy-mmm-dd & © g Cancel
CLM Configuration Data
Overnight Deposit Indicator: r Marginal Lending Indicator: =
Minimum Reserve Obligation: I Choose... Intraday Credit Indicator:

Institutional Sector Code: I U2A Only:

MFI Code:

lllustration 45: Party Service Link — new/edit screen

Fields Party Service Link
Description

Parent BIC Enter or select the Parent BIC of the party.
This field is mandatory in create mode.
This field is read-only in edit mode.

Required format is: 11x characters.

Party BIC Enter or select the Party BIC of the party.

Reference for error message [ 1
I DPC4009
I DPC4010
I DPU4008
I DPU4009

This field is mandatory in create mode.

All rights reserved. Page 139



[ BANCADITALIA BANCODE ESPANA

BANQUE DE FRANCE E

Eurosistema

DEUTSCHE
BUNDESBANK

EUROSYSTEM

C Ref Data M t
T User Handbook targ€t

All rights reserved.

Service

Party Type for
Service

This field is read-only in edit mode.

Required format is: 11x characters.

Select the Service for which the Party should be enabled from the
drop down menu.

Possible values are:

I TIPS SERVICE

I T2 CLM COMPONENT

I T2 RTGS COMPONENT

I ECONSII COMMON COMPONENT

Reference for error message [ 1:
I DPC4003
This field is mandatory in create mode.

This field is read-only in edit mode.

Select the Type of Party for the service required.
Possible values are:

I TIPS Operator

I TIPS Central Bank

I TIPS Participant

I TIPS Reachable Party

I TIPS Ancillary System

I MPL-Only Participant

I CLM Operator

I CLM CB Account Holder

I CLM CB Technical Account Holder
I CLM Transit Account Holder

I CLM Account Holder

I Institution managing minimum reserve without account in CLM
I RTGS Operator

I RTGS CB Account Holder

I RTGS Transit Account Holder

I RTGS Account Holder

I Ancillary System

I Contingency CB Account Holder

I Contingency Account Holder

I Contingency Ancillary System
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Reference for error message [ ]

I DPC4006

I DPC4007

This field is mandatory in create mode.

This field is read-only in edit mode.

Valid From Enter the opening date of the Party Service Link or use the
calendar icon.

Reference for error message [ 1
I DPC4004

This field is mandatory in create mode and it must be equal to or
later than the current business date.

In edit mode, if the date is equal to or lower than the current
business date, this field is read-only.

Required format is: Date.

Valid To Enter the closing date of the Party Service Link or use the
calendar icon.

Reference for error message [ ]

I DPC4005

The “Valid To” date, when present, must be equal to or greater
than the current date and greater than the “Valid From” date.

Required format is: Date.

RTGS Configuration Data

Only visible for Party Service Links when the selected service is RTGS Service
This set of fields can be created and, then, updated. The set of data fields cannot
be deleted. Only one active item can exist

Ancillary System Select the classification for Ancillary System Party from the
Sub-Type possible values:

I High Value Payment Systems (HVPS)

I Retail Payment Systems (RPS)

I Instant Payment Systems (IPS)

I Security Settlement Systems (SSS)

I Foreign Exchange Settlement Systems (FXS)
I Money Market Settlement Systems (MMS)
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I Central Counterparties (CCP)
I Other (OTH)

Reference for error message [ 1
I DPC4018
I DPU4017

This field is mandatory if Party Type for Service is equal to “Ancillary
System”. It's not allowed otherwise.

U2A only Select whether the party acts only through the U2A channel in
RTGS or not.

Reference for error message [ 1:
I DPD4016

CLM Configuration Data

Only visible for Party Service Links when the selected service is CLM Service

This set of fields can be created and, then, updated. The set of data fields cannot
be deleted. Only one active item can exist

Overnight Deposit  Select whether the party is allowed to use Overnight Deposit
Indicator facilities or not.

Reference for error message:
I DPC4021
I DPU4022

Marginal Lending  Select whether the party is allowed to use Marginal Lending facility
Indicator or not.

Reference for error message:
I DPC4021
I DPU4022

Minimum Reserve Select whether the party is subject to the minimum reserve
Obligation requirement and through which method it is calculated.
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Possible values are:
I Direct

I Pool

I Indirect

I No

Reference for error message [ |:
I DPC4014

I DPU4013

I DPU4014

I DPU4022

This field is mandatory.

In case the Party is a CB and the Eurosystem flag is set to No, this
field is disabled and forced to No. It is freely selectable in all other

cases.
Intraday Credit Select whether the Party is allowed to receive intraday credit or
Indicator not (the field is not used in any check).

Institutional Sector Select the financial corporations sector classification to which the
Code party belongs with respect to the nature of its business.

I S11 - Non financial corporations

I S121 - Central banks

I S122 - Deposit-taking corporations except the central bank
I S123 - Money Market Funds (MMFs)

I S124 - Non-MMF investment funds

I S125 —Other non MFI non ICPF financial instruments

I S126 - Financial auxiliaries

I S127 - Captive financial institutions and money lenders

I S128 - Insurance corporations

I S129 - Pension funds

I S1311 - Central government (excluding social security funds)
I S1312 - State government (excluding social security funds)
I S1313 - Local government (excluding social security funds)
I S1314 - Social security funds

I S14 - Households

I S15 - Non profit institutions serving households

This field is mandatory.
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U2A Only

MFI Code

Leading CLM
Account Holder
Parent BIC

Leading CLM
Account Holder
Party BIC

All rights reserved.

Select whether the party acts only through the U2A channel in
CLM or not.

Reference for error message [ 1
I DPD4016

Enter the Monetary Financial Institution Code.

Reference for error message [ |:
I DPU4013

This field is mandatory if “Minimum Reserve Obligation” is
different from “No”. It is not allowed otherwise.

Required format is: max 35x characters.

Enter or select the Parent BIC of the leading CLM Account
Holder.

Reference for error message [ ]:
I DPC4012
I DPU4011
I DPU4013

This field is mandatory if “Minimum Reserve Obligation” is
different from “No”.

Required format is: 11x characters.

Enter or select the Party BIC of the leading CLM Account Holder.

Reference for error message [ |:
I DPC4012
I DPU4011
I DPU4013

This field is mandatory if “Minimum Reserve Obligation” is different
from “No”.

Required format is: 11x characters
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Eurosystem Flag

Maximum Amount
for Overnight
Deposit

CB account for
standing facilities
interests

CB account for
minimum reserve
interests and
penalties

CB account for
other interests

Select whether the CB is a euro area CB or not. It is enabled only
when the Party is a CB whose currency is EUR.

Reference for error message [ 1
I DPC4015
I DPU4015

This field is mandatory if "Party Type for Service" is equal to "CLM
CB Account Holder", "CLM CB Technical Account Holder", "CLM
Transit Account Holder" and “Minimum Reserve Obligation” is
different from “No”.

Enter the maximum amount for overnight deposit defined for a non
Eurosystem CB. It is enabled only when the Party is a CB whose
currency is EUR. .

Reference for error message [ 1:
I DPC4015
I DPU4015

This field is mandatory if Eurosystem Flag is set to “No”. It is not
allowed otherwise.

Required format is: Amount.

Enter or select the CLM CB account under the datascope for
settling standing facilities interests. It is enabled only when the
Party is a CB and if Eurosystem Flag is set to “Yes”. It is not
allowed otherwise.

Reference for error message [ |
I DPC4016
I DPU4016

Enter or select the CLM CB account under the datascope for
settling minimum reserve interests and penalties. It is enabled
only when the Party is a CB and if Eurosystem Flag is set to
“Yes”. It is not allowed otherwise.

Reference for error message [ |:
I DPC4016
I DPU4016

Enter or select the CLM CB account under the datascope for
settling other interests. It is enabled only when the Party is a CB
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Buttons

All rights reserved.

and if Eurosystem Flag is set to “Yes”. It is not allowed

otherwise.

Reference for error message [ |:

I DPC4016
I DPU4016

Submit

This function enables the user to create or edit a Party Service Link.

Reference for error message [ 1:

I DPC4001
I DPC4002
I DPC4003
I DPC4004
I DPC4005
I DPC4006
I DPC4007
I DPC4008
I DPC4009
I DPC4010
I DPC4011
I DPC4012
I DPC4013
I DPC4014
I DPC4015
I DPC4016
I DPC4017
I DPC4018
I DPC4019
I DPC4020
I DPC4021
I DPU4001
I DPU4002
I DPU4003
I DPU4004
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I DPU4005
I DPU4006
I DPU4007
I DPU4008
I DPU4009
I DPU4011
I DPU4012
I DPU4013
I DPU4014
I DPU4015
I DPU4016
I DPU4017
I DPU4018
I DPU4019
I DPU4020
I DPU4022
| DPD4016

Reset This function enables the user to set all fields to default value and
blanks out all optional fields.

Cancel This function enables the user to cancel the process and return to
the previous screen.

2.3.1.9 TIPS Directory — Search/List Screen

Context of
Usage

Screen
Access

Privileges

All rights reserved.

This screen allows the authorised users searching for elements of the TIPS
Directory. By inputting the relevant search data, you can search for the BICs
satisfying the searching parameters. A user can use this screen for searching the
items and showing the related list and downloading the details of the TIPS
Directory, both full and update versions.

The result list is displayed sorted by default by “User BIC”.

I Common >> Parties >> TIPS Directory >> TIPS Directory — Details screen

To use this screen, the following Privileges are needed [’ ]:
I TIPS Directory query
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Screenshot  ENEEEDEIEDECIEEPEISIIETEEN L
TIPS DIRECTORY
User BIC: I
[ Userbic = | insiuonN_= | PaiyBIc__= | Acuniow = ValiFom = ValTo = Paricaio_= |
e Last Full
No Rows To Show e P
e Old Full
e old update
Total rows: 0
lllustration 46: TIPS Directory — Search/List screen
Fields TIPS Directory - Search Criteria
Description

All rights reserved.

User BIC Enter the Participant’s BIC to search.
TIPS Directory - List
User BIC Shows the BIC configured as Authorised Account User in TIPS.

This BIC identifies one and only one TIPS Account, TIPS
Ancillary System Technical Account or TIPS Credit
Memorandum Balance in TIPS and it is the BIC that shall be
used to address Instant Payments in TIPS.

Institution Name Shows the name stored in the CRDM BIC Directory together
with the user BIC.

Party BIC Shows the BIC that identifies a TIPS Participant or a Reachable
Party in TIPS. This BIC is for information purpose only and it
allows grouping all User BICs configured by a given TIPS
Participant or Reachable Party. It cannot be used to address
Instant Payments in TIPS.

Account Owner BIC Shows the BIC of the TIPS Participant (or TIPS Ancillary
System) owning the TIPS Account (or TIPS Ancillary System
Technical Account) for which the User BIC has been
authorised, also through a CMB.

Valid From Shows the date from which the BIC is valid.

Valid To Shows the date until which the BIC is valid.
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Participation Type Shows the type of participation of the User BIC.

Maximum IP Shows the maximum amount accepted by the corresponding
Amount TIPS Participant or Reachable Party in an incoming Instant
Payment transaction.

Search This function enables the user to start a search according to the
entered criteria.

Reset This function enables the user to set default search criteria and
blanks out all optional criteria.

TIPS Directory Last This function enables the user to download the Full version of the
Full last TIPS directory.

TIPS Directory Last This function enables the user to download the Delta version of
Update the last TIPS directory.

TIPS Directory Old This function enables the user to download the Full version of the
Full previous TIPS directory.

TIPS Directory Old This function enables the user to download the Delta version of
Update the previous TIPS directory.

2.3.1.10 Restricted Parties — Search/List Screen

Context  of Thjs screen allows the authorised users to search for Restricted Parties according

Usage to their datascope. The result list is sorted by default by “Short Name”.
Screen I Common >> Parties >> Restricted Parties >> Search

Access

Privileges To use this screen, the following Privileges are needed [']:

I Restricted Party query
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Screenshot OO EEDITyEEmEmyYT=Y CF)

RESTRICTED PARTY LIST

Parent BIC: Choose BIC Party Type: All ~
Restriction Date From: Yyyy-mm-dd B O Restriction Date To: yyyy-mm-dd B O
Restriction: v

Facric Faryoc = Sowouane = rame Fesncion b v e =

QDRPMBK Payment Bank 2023-01-24 14:13 TPBO
NCBXSKMMXXX APBKSKMMC34 APBKSKMMC34 Ancillary System 2022-09-12 10:37 TPCR
NCBXSKMMOOC APBKSKMMC44 APBKSKMMC44 Payment Bank 2022-09-12 10:53 TPCR
NCBXSKIMMOC APBKSKMMC45 APBKSKMMC45 Payment Bank 20221114 12:12 TPCR
NCBXSKIMMOC APBKSKMMC45 APBKSKMMC45 Payment Bank 2022-08-31 16:44 TPDB
NCBXSKMMOOC APBKSKMMC46 APBKSKMMC46 Payment Bank 2022-11-1509:04 TPCR @ Edit
NCBXSKMMXXOX APBKSKMMC48 APBKSKMMC48 Ancillary System 2022-08-31 16:12 TPCR
NCBXSKMMXXX APBKSKMMC48 APBKSKMMC48 Ancillary System 2022-08-24 18:10 TPDB O Details
NCBXSKMMXOK APBKSKMMC49 APBKSKMMC49 Payment Bank 2022-09-09 13:40 TPBO
NCBXSKMMXX APBKSKMMC49 APBKSKMMC49 Payment Bank 2022-03-09 13:40 TPCR e Parties
NCBXSKMMOOC APBKSKMMC50 APBKSKMMC50 Payment Bank 2022-08-24 18:29 TPDB
NCBXSKMMOX APBKSKMMC51 APBKSKMMC51 Payment Bank 20230117 14:14 TPDB

Total rows: 12

lllustration 47: Restricted Party — search/list screen

Restricted Parties - Search Criteria

Fields
Description Parent BIC Enter or select the parent BIC of the party.

Required format is: max. 11x characters.

Party Type Select the type of party from the possible values:
I All (default value)

I Payment bank

I National Central Bank (NCB)

I Central Securities Depository (CSD)
I CSD Participant

I External CSD

I Ancillary System

Restriction Date Enter or pick the lower bound for the validity date of the

from Restriction.
Required format is: Date.

Restriction Date Enter or pick the upper bound for the validity date of the
from Restriction.

Required format is: Date.

Restriction Select the restriction from the drop-down menu.
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Restricted Party — List

Parent BIC Shows the parent BIC of the party.
Party BIC Shows the BIC of the party.

Short Name Shows the short name of the party.
Party Type Shows the type of party.

Restriction Date and Shows the date and time from which the restriction is valid.
Time

Restriction Shows the identification of the restriction.

Search This function enables the User to start a search according to
the entered criteria. The results are displayed in a list on the
same screen.

Reset This function enables the User to set default search criteria and
blanks out all optional criteria.

Details This function enables the user to display the details of the
selected party.

Edit This function enables the user to edit the details of the selected
party.
Parties This function enables the user to display the parties list. This

function enables the user to display the parties list.

2.3.2 Cash

2.3.2.1 Cash Accounts — Search/List Screen

Context of This screen contains a number of search fields. By inputting the relevant data, you
Usage can search for Cash Accounts. The search results will display a list sorted by the
values of the ‘Cash Account Number’ column in ascending order (default setting).
After selecting an entry, you can proceed further by clicking on the buttons below.

Users can see Cash Accounts under their datascope and the ones for which they
have been defined as Co-Manager.
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Screen I Common >> Cash >> Cash Accounts >> Search
Access . . . . .
I Common >> Parties >> Parties >> Parties — search/list screen >> Click on the
search and details button >> Click on the cash accounts button
Privileges To use this screen, the following Privileges are needed [']:
I Delete Cash Account
I Cash Account list query
I Cash Account reference data query
20) # ) common ) Camn ) Comnaccouns ) Qusemrn | m
ScreenShOt CASH ACCOUNT LIST
Opening Date From: yyyy-mm-dd & O Opening Date To: yyyy-mm-dd B 0
Closing Date From: yyyy-mm-dd s 0 Closing Date Ta: yyyy-mm-dd B 0

Edit

(Sonn = | Comic = | feoom = Ut = P = | paybio = | Pamswn = | Panty 3 | G = | opowns = | oo = |
Active

Deleta

ACTTESTDC T2S Dedicaled PBEBKITRR10Z NCBXITRROO® PBBKITRR10: PB OF NCEXITRR Payment Bank EUR 2019-10-31 2019-11-01 A
Active ANSYTECHAC Ancillary Syste NCBXITRROO® ASIKITRR200 Test CSLD ASI Ancillary Syste EUR 2019-10-11 2020-06-12 O
Active ANSYTECHAC Ancillary Syste NCBXITRRO0® ASIKITRR200 Test CSLD ASI Ancillary Syste EUR 2020-04-07 2020-05-31
Active ANSYTGUARE Ancillary Syste NCBXITRROO® ASIKITRR200 Test CSLD ASI Ancillary Syste EUR 2020-06-15 2020-06-30 O Details
Active BR Testing Marginal Lendi MCAACCOUN TCSOTCSOXX NCBXITRRO0® NCB of NSIT National Centr. EUR 2020-06-22 2020-06-26
Active CONTINGENC Confingency A NCBXITRRO0® PMBKITRR20: Test CSLD PMBK Payment Bank EUR 2018-09-16 2018-09-25 o Revisions
Active CONTINGENC Contingency A NCBXITRR00" PMBKITRR20. Test CSLD PMBK  Payment Bank EUR 2019-09-27 2020-08-03
Active CONTINGENC Contingency A NCBXITRRO0® ASIKITRR200 Test CSLD ASI Ancillary Syste EUR 2019-10-15 2019-10-30
Active GontTechnAcc  Contingency T NCBXITRRO0® ASIKITRR200 Test GSLD ASI Ancillary Syste EUR 2020-06-15 2020-06-30
Active ContTransAccl Contingency T TCSOTCS0XX NCBXITRRO0® NCB of N3IT National Centr. EUR 2020-06-15 2020-06-30
Active MARGLINDIN¢ Marginal Lendi TCSOTCS0X: NCBXITRRO0® NCE of NSIT Mational Centr  EUR 2020-01-10 2020-01-31
Active MCA PMBK21  Main Cash Act NCBXITRRO0® PMBKITRR21: Test Payment Bank EUR 2019-10-28 2018-10-30
Active MCA2TESTR Main Cash Act NCBXITRRO0® PBTESTRTGS PBTEST Payment Bank EUR 2018-10-13 2018-10-14
Active MCAACCOUN  Main Cash Act NCBXITRRO0® PMBKITRR20: Test CSLD PMBK Payment Bank EUR 2019-08-30 20200803 v

Total rows: 76

Illustration 48: Cash Accounts — search/list screen

Fields
Description

Status

Cash Accounts — Search Criteria

Select the status of the cash account from the possible values:

I All

I Active (default value)

I Deleted

Reference for error message [ |
I DCD1003
I DCD1012

Cash Account Enter the number of the Cash Account.

Number Required format is: max. 34x characters.
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Account Type Select the type of the cash account from the possible values:
I All (default value)
I TIPS Account
I TIPS Transit Account
I TIPS Ancillary System Technical Account
I TIPS Credit Memorandum Balance
I RTGS Dedicated Cash Account
I RTGS Sub-Account
I RTGS Central Bank Account
I RTGS Dedicated Transit Account
I Ancillary System Guarantee Funds Account
I Ancillary System Technical Account
I Main Cash Account
I Overnight Deposit Account
I Marginal Lending Account
I CLM Central Bank Account
I Central Bank ECB Account
I ECB Mirror Account
I CLM Dedicated Transit Account for T2S
I CLM Dedicated Transit Account for TIPS
I CLM Dedicated Transit Account for RTGS
I CLM Technical account for ECONS Il
I Contingency Cash Account
I CB Contingency Account
I Contingency Technical Account
I Contingency Transit Account
I T2S Dedicated Transit Account
I T2S Central Bank Account
I T2S Dedicated Cash Account

Reference for error message [ 1

I DCD1013

I DCD1014

I DCD1555
Linked Account Select the type of the linked account from the possible values:
Type I All (default value)
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I Cash Account

I External RTGS Account

Linked Account Enter the number of the cash account to which the Cash Account
Number can be linked.

Required format is: max. 34x characters.

Parent BIC Enter or select the parent BIC of the party.

Reference for error message [ |
I DCD1083

Required format is: max. 11x characters.

Party BIC Enter or select the BIC of the party.

Reference for error message [ |:
I DCD1083

Required format is: max. 11x characters.

Party type Select the type of party from the possible values:
I All (default value)
I Payment Bank
I National Central Bank

I Ancillary System

Reference for error message [ [

I DCD1555

Currency Select the currency of the account from the drop-down menu. The
default value is ‘All’.

Reference for error message [ |:
I DCD1082
I DCD1207

Opening Date From Enter the lower bound for the opening date of the account or use
the calendar icon.

Required format is: Date.
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Opening Date To

Closing Date From

Closing Date To

Enter the upper bound for the opening date of the account or use
the calendar icon.

The ‘Opening Date To’ must be greater than the ‘Opening
Date From’.

Required format is: Date.

Enter the lower bound for the closing date of the account or use the
calendar icon.

The ‘Closing Date From’ must be later than the ‘Opening Date
From’.

Required format is: Date.

Enter the upper bound for the closing date of the account or use the
calendar icon.

The ‘Closing Date To’ must be later than the ‘Closing Date From’.

Required format is: Date.

Cash Accounts — List

Status

Cash Account
Number

Account Type

Linked Account
Type

Linked Account
Number

Shows the status of the cash account.

Reference for error message [
I DCD1003
I DCD1012

Shows the identification of the cash account.

Shows the type of cash account.

Reference for error message [ |
I DCD1003
I DCD1012

Shows the type of the linked account.

Shows the cash account to which the cash account is linked.

Reference for error message [ |:
I DCD1092
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Parent BIC Shows the parent BIC of the party account holder.

Reference for error message [ |
I DCD1083

Party BIC Shows the party BIC of the party account holder.

Reference for error message [ |
1 DCD1083

Party Short Name  Shows the party short name of the account holder.

Party Type Shows the type of party.

Reference for error message [ 1:
I DCD1555

CUR Shows the currency of the cash account.

Reference for error message [ |:
I DCD1082
I DCD1207

Opening Date Shows the opening date of the cash account.

Reference for error message [ |:
I DCD1003
I DCD1012

Closing Date Shows the closing date of the cash account.

Reference for error message [
I DCD1003
I DCD1012
I DCD1250

Search This function enables the user to start a search according to the
filled in criteria.

Reset This function enables the user to set default search criteria and
blanks out all optional criteria.
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New This function enables the user to create a new cash account.

Edit This function enables the user to edit the details of the selected
cash account.

If the status of the selected cash account is already set to ‘Deleted’,
this function is not available.

Delete This function enables the user to delete the selected cash account.

If the status of the selected cash account is already set to ‘Deleted’,
this function is not available.

Reference for error message [ |
I DCD1001
I DCD1003
I DCD1012
I DCD1014
I DCD1030
I DCD1300

Restore This function enables the user to restore a previously deleted cash
account.

If the status of the selected cash account is already set to ‘Active’
this function is not available.

Reference for error message [ |
I DCD1001
I DCD1012
I DCD1013
I DCD1082
I DCD1083
I DCD1084
I DCD1085
I DCD1086
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Details

Revisions

I DCD1087
I DCD1088
I DCD1090
I DCD1091
I DCD1092
I DCD1093
I DCD1207
I DCD1250
I DCD1400
I DCD1401
I DCD1402
I DCD1410
I DCD1431
I DCD1532
I DCD1555

This function enables the user to display the details of the selected

cash account.

This function enables the user to display the revisions of the

selected cash account.

2.3.2.2 Cash Account — Details Screen

Context of This screen displays detailed information on the selected cash account. You can

Usage check the data and proceed further by clicking on the buttons below.

Screen I Common >> Cash >> Cash Accounts >> Cash Accounts — search/list screen
Access >> Click on the search and/or details button

Privileges To use this screen, the following Privileges are needed [']:

I Cash account reference data query
I Delete Cash account list query
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Screenshot S =) SRR i) SRRy ol M

CASHACCOUNT DETAILS
Status: Acthe Cash Account Number: BTG5 DCA Deleted
Dpering Date: 21014 [ 019-40-21
Accours Type: STGS Decicated Cash Account currency: R
Parant Bc: NCERTRRDOY Party BIC: PMETRRZSZ @
Pty Short Haeres sumeTARZS Facty Type: Sayrnnt Bank e el
Floor netification Amount: o cailing netification Amvunt: L} o P
Linked Cash Account: MCAACCOUNTPMERZDT
O Restore
s Thetsbeld Configuti e Devisions
Tagel Amcent s = | Tagel Amour Afles_= | Associsted LTAcco. S | Fioorolifcalon = Cediog Nobicston = | Rue-Dased LT b S Aule-Based LT for 0. o Limke
RTGSOCADD0! ] [
Q) cememacsaumianes

Tatal rows: !

Reserve Management Account Configuration

Misimum Reserve Calosiaion. = | Defaull MCA Intesest Cakculason £ | Interest Rate Type Autcmated Seneration of Infer.

Do Fows To Seow.

Tetal rows: ¢

AddRional Accouns Configuration

B | Comanager Parent. B | ComarogerPaty .. M Defaut RTGSAco. B | CrectBased Oy B Non-pubiished B | Madmum Ameent

Tatal rows: 1

Cash Account Restrictions

= | Vakd From

No Rows To Show

Tatal rows:0

Illustration 49: Cash Account — details screen
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Fields_ _ Cash Account
Description

Status

Cash Account
Number

Opening Date

Closing Date

Account type

Currency

All rights reserved.

Shows the status of the cash account.

Reference for error message [ 1:
I DCD1003
I DCD1012

If the status is set to ‘Deleted’, the selected cash account cannot be
deleted or edited.

If the status is set to ‘Active’, the selected cash account cannot be
restored.

Shows the unique number of the cash account.

Shows the opening date of the cash account.

Reference for error message [ 1
I DCD1003
I DCD1012

Shows the closing date of the cash account.

Reference for error message [ ]:
I DCD1003
I DCD1012
I DCD1250

Shows the type of cash account.

Reference for error message [ 1:
I DCD1013
I DCD1014
I DCD1555

Shows the currency of the cash account.

Reference for error message [ |:
I DCD1082
I DCD1207
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Parent BIC

Party BIC

Party Short Name

Party Type

Floor natification
Amount

Ceiling natification
Amount

Linked Account
Type

Linked Account
Number

Shows the Parent BIC of the party.

Reference for error message [ |:
I DCD1083

Shows the BIC of the party.

Reference for error message [ ]
I DCD1083

Shows the short name of the party.
Shows the type of party.

Reference for error message [ ]:
I DCD1555

Shows the lower threshold for notifying the cash manager.

Shows the upper threshold for notifying the cash manager.

Shows the type of cash account to which the cash account is
linked.

Shows the unique number of the Cash Account to which the Cash
Account is linked to.

Reference for error message [ |:
I DCD1092

Account Threshold Configuration

Target Amount
After Breaching
Floor

Target Amount
After Breaching
Ceiling

Associated LT
Account

Shows the target amount after breaching floor notification amount.

Shows the target amount after breaching ceiling notification

amount.

Shows the unique number of the associated LT account.

Reference for error message [ |:
I DCD1091
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Floor Notification ~ Shows whether the floor notification is activated or not.
Ceiling Notification Shows whether the ceiling natification is activated or not.

Rule-Based LT for Shows whether the Rule-Based LT for queued high priority
Queued High payments is configured or not.
Priority Payments

Rule-Based LT for Shows whether the Rule-Based LT for queued urgent priority
Queued Urgent payments is configured or not.
Priority Payments

Reserve Management Account Configuration

Minimum Reserve Shows whether the minimum reserve calculation is configured or
Calculation not.

Reference for error message [ 1:
I DCD1431

Default MCA Shows whether the cash account is a default MCA. .
Interest Calculation Shows the interest calculation method.
Interest Rate Type Shows the interest rate type.

Automated Shows whether the automated generation of interest payment
Generation of (system generated) is configured or not.

Interest Payment
Reference for error message [ |:

(System
Generated) I DCD1400

Additional Account Configuration
Co-managed Shows whether the cash account is co-managed or not.

Co-manager Parent Shows the Parent BIC of the co-manager.
BIC

Co-manager Party Shows the BIC of the co-manager.
BIC

Default RTGS Shows whether the cash account is a default RTGS account or not.
Account
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Credit-Based Only Shows whether the credit-based only is configured or not.
Non-published Shows whether the cash account should be excluded from CLM
Repository/RTGS Directory or not. If no value is specified, the cash
account is considered included/published.
Maximum Amount Shows the maximum amount to be debited per day.
to be Debited per
Day
Cash Account Restrictions
This section reports only active restrictions with a present or future validity
period.
Current status This field is visible only if the account is a TIPS Account or a TIPS
(TIPS) Credit Memorandum Balance. It represents the blocking/unblocking
status as present in TIPS for the account.
Restriction Shows the type of the restriction related to the cash account.
Valid From Shows the valid from of the cash account restriction.
Valid To Shows the valid to of the cash account restriction.

All rights reserved.

Edit

Delete

This function enables the user to edit the details of the selected
cash account.

If the status of the selected cash account is already set to ‘Deleted’
this function is not available.

This function enables the user to delete the selected cash account,
after confirmation.

If the status of the selected cash account is already set to ‘Deleted’,
this function is not available.

Reference for error message [ 1
I DCD1001
I DCD1003
I DCD1012
I DCD1014
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Restore

Revisions

Limits

I DCD1030
I DCD1300

This function enables the user to restore a previously deleted cash
account.

If the status of the selected cash account is already set to ‘Active’,
this function is not available.

Reference for error message [ 1:
I DCD1001
I DCD1012
I DCD1013
I DCD1082
I DCD1083
I DCD1084
I DCD1085
I DCD1086
I DCD1087
I DCD1088
I DCD1090
I DCD1091
I DCD1092
I DCD1093
I DCD1207
I DCD1250
I DCD1400
I DCD1401
I DCD1402
I DCD1410
I DCD1431
I DCD1532
I DCD1555

This function enables the user to display the revisions of the

selected cash account.

This function enables the user to display the limits related to the
selected cash accounts.
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If the status of the selected cash account is already set to ‘Deleted’,
this function is not available.

Credit This function enable the user to access the Credit Memorandum
Memorandum Balance screen related to the CSA.
Balance This button is not visible in case of the deletion status of the shown

item is “Deleted”.

This button is not editable.

2.3.2.3 Cash Account — New/Edit Screen

Context of This screen contains a number of fields regarding cash accounts. You can enter

Usage new data or edit existing data. Afterwards you can proceed further by clicking on
the buttons below. Central Bank users can edit Cash Accounts under their
datascope and the ones for which they have been defined as Co-Manager.

Payment Bank and Ancillary System users can only edit floor/ceiling attributes
(Floor Notification Amount, Ceiling Notification Amount, Target Amount After
Breaching Floor, Target Amount After Breaching Ceiling, Floor Notification and
Ceiling Notification) for Cash Accounts under their datascope and for the ones for
which they have been defined as Co-Manager.

In edit mode, for TIPS Accounts or a TIPS Credit Memorandum Balances when
their block/unblock status in CRDM is different from TIPS, this screen allows the
user to request the status alignment.

The relevant button is visible only for TIPS Accounts or a TIPS Credit
Memorandum Balances and it is active only when the TIPS block/unblock status
is different from the one in CRDM. This can happen when users set the
block/unblock status in TIPS during CRDM closing hours.

The TIPS block/unblock status is different from the one in CRDM if:

- TIPS status is “unblocked” and the relevant Account has at least one valid
restriction among

0 TACR: Block for credit;
0 TADE: Block for debit;
0 TABO: Block for both debit and credit.

- TIPS status is “Blocked for crediting” and the CRDM valid restrictions are
different from TACR.

- TIPS status is “Blocked for debiting” and the CRDM valid restrictions are
different from TADE.

- TIPS status is “Blocked for crediting/debiting” and the CRDM valid
restrictions are different from TABO or from the couple (TACR, TADE).
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When the alignment is requested, the screen set the proper amendment to be
performed in the restrictions set, creating new/amending the existing TIPS
blocking restrictions with an immediate effect when the user submit the all form.

When performing the immediate unblock of a TIPS Accounts or a TIPS Credit
Memorandum Balances the user edits the related active restriction(TADE, TACR,
TABO); clicking on the edit button (pencil) the fields Valid From and Valid to are
greyed, in this situation and only for TIPS restrictions a fixed message is displayed
in order to guide the user to the next action:

- Click + button to immediately unblock the cash account

Click X button to cancel the action .

Screen I Common >> Cash >> Cash Accounts >> New
Access

I Common >> Cash >> Cash Accounts >> Search >> click on New or Edit button
Privileges To use this screen, the following Privileges are needed [']:

I Create Cash Account
I Update Cash Account
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Screenshot SDETY,

CASH ACCOUNT NEW
(T 2t I Account Typs: TGS Decheated Cazh Areount -
Opening Date: I p-mm-dd @ ©  CosingDae y-mm-dd
Parent BIC: I Cracsa B Paty BiC- Chogsa BIC
Floer notification Amaunt: Criling notifiation Amaunt:
currency: I ”
Linkod Aeceurnt Type! I W  Linkad Account Number:

Account Thrashold Configuration

Target Amvunt after Breaching Flaar: Target Ameunt after Bresching Colfng:
Asvocisted LT Account: Choose,,.

Floer Hotification: Cailing Hotifiation:

Rule:Based LT for Queued High Friority Rule-Based LT for Quewed Urngent Frionity
[a— Paymerts,

Tonal rewi 0 ’ -

ichbris b g As

Minimum Reserve Caloulation: a Default MCA:
Interest Caloulation: I - Intenest Rate Type: -
Mutomated Gereration of Interest Fayment o

ISystoem Sanaraed):

% +
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Illustration 50: Cash Account — new/edit screen
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Fields_ _ Cash Account
Description

Cash Account Enter the number of the Cash Account.

Number
Reference for error message [ 1:

I DCC1103
This field is mandatory in create mode.
This field is read-only in edit mode.

Required format is: max. 34x characters. No leading and trailing
space char allowed.

Account Type Select the type of the cash account from the possible values:
I TIPS Account
I TIPS Transit Account
I TIPS Ancillary System Technical Account
I TIPS Credit Memorandum Balance
I RTGS Dedicated Cash Account
I RTGS Sub-Account
I RTGS Central Bank Account
I RTGS Dedicated Transit Account
I Ancillary System Guarantee Funds Account
I Ancillary System Technical Account
I Main Cash Account
I Overnight Deposit Account
I Marginal Lending Account
I CLM Central Bank Account
I Central Bank ECB Account
I ECB Mirror Account
I CLM Dedicated Transit Account for T2S
I CLM Dedicated Transit Account for TIPS
I CLM Dedicated Transit Account for RTGS

I CLM Technical account for ECONS Il
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I Contingency Cash Account

I CB Contingency Account

I Contingency Technical Account
I Contingency Transit Account

I T2S Dedicated Transit Account
I T2S Central Bank Account

I T2S Dedicated Cash Account

Reference for error message [ |:

I DCC1225
I DCC1226
I DCC1531
I DCC1532
This field is mandatory in create mode.

This field is read-only in edit mode.

Opening Date Enter the opening date of the cash account or use the calendar icon.

Reference for error message [ |:
I DCC1205
I DCC1213

The ‘Opening Date’ must be equal to or later than the current
business date.

This field is mandatory in create mode.

This field is read-only in edit mode if the current business date is
greater than the “opening date”.

Required format is: Date.

Closing Date Enter the closing date of cash account or use the calendar icon.

Reference for error message [ ]:
I DCC1210
I DCC1250
I DCC1532
I DCU1210
I DCU1250
I DCU1313
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The ‘Closing Date’ must be equal to or later than the ‘Opening Date’
and the current business date.

Required format is: Date.

Parent BIC Enter or select the parent BIC of the party holding the account.

Reference for error message [ 1:
I DCC1001
I DCC1101
I DCC1524
I DCU1001

You can choose to either enter the parent BIC of the party holding
the account or to select it from the suggested items in the drop-
down menu.

This field is mandatory in create mode.
This field is read-only in edit mode.

Required format is: max. 11x characters.

Party BIC Enter or select the BIC of the party holding the account.

Reference for error message [ ]:
I DCC1001
I DCC1524
I DCU1001

You can choose to either enter the BIC of the party holding the
account or to select it from the suggested items in the drop-down
menu.

This field is mandatory in create mode.
This field is read-only in edit mode.

Required format is: max. 11x characters.

Party Short Name  Shows the Party short name of the owner of the account.

This field is visible only in edit mode and is read-only.

Party type Shows the Party type of the owner of the account.

Reference for error message [ ]:
I DCC1555

This field is visible only in edit mode and is read-only.
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Floor Notification Enter the lower threshold for notifying the cash manager.

Amount
Reference for error message [ |:

I DCC1800
I DCU1313
I DCU1800

Required format is: Amount. In case this amount is not specified
or it is set to zero, no floor notification will be triggered. In order to
configure a floor threshold that triggers a notification when a
balance becomes negative, the threshold value should be set to
0.01.

This field is allowed for:

I TIPS Account

I TIPS Credit Memorandum Balance

I TIPS Ancillary System Technical Account
I RTGS DCA

I RTGS CB Account

I Main Cash Account

I CLM CB Account

I T2S Central Bank Account

I T2S Dedicated Cash Account

Ceiling Notification Enter the upper threshold for notifying the cash manager.

Amount
Reference for error message [ |

I DCC1800
I DCU1800

Required format is: Amount. In case this amount is not specified or
it is set to zero, no ceiling notification will be triggered. In order to
configure a ceiling threshold that triggers a notification when a
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balance becomes positive, the threshold value should be set to
0.01.

This field is allowed for:

I TIPS Account

I TIPS Credit Memorandum Balance

I TIPS Ancillary System Technical Account
I RTGS DCA

I RTGS CB Account

I Main Cash Account

I CLM CB Account

I T2S Central Bank Account

I T2S Dedicated Cash Account

Currency Select the currency of the account selecting it from the drop-down
menu.

Reference for error message [ |:
I DCC1100
I DCC1207
I DCD1405
I DCC1530
I DCC1531
I DCC1550
I DCD1225

This field is not allowed if the Cash Account Type is TIPS Credit
Memorandum Balance.

It is mandatory in all other cases.

This field must be forced to EUR and cannot be modified when the
Account Type is Overnight Deposit Account, Marginal Lending
Account, Central Bank ECB Account or ECB Mirror Account

Linked Account Select the type of cash account to which the cash account can be
Type linked.

Possible values:

I Cash Account

I External RTGS Account
I ECB Mirror Account

I External RTGS Account
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Reference for error message [ ]
I DCU1209

This field is disabled until the Account Type field is selected. If the
Account Type field is cleared then the Linked Account Type is
emptied.

This field is enabled and mandatory when Account Type is:
I TIPS Credit Memorandum Balance

I RTGS Sub-Account

I T2S Dedicated Transit Account

I T2S Central Bank Account

I T2S Dedicated Cash Account

I Contingency Cash Account

I CB Contingency Account

This field is enabled and optional when Account Type is:
I RTGS Dedicated Cash Account

I Overnight Deposit Account

I Marginal Lending Account

It remains disabled in all other cases.

Linked Account Enter or select the number of the Cash Account or the External
Number RTGS Account to which the Cash Account can be linked.

Reference for error message [ |:
I DCC1219
I DCU1041
I DCU1207
I DCU1208
I DCU1215

This field is mandatory if Linked Account Type is used. It is not
allowed otherwise.

Required format is: max. 34x characters.

Account Threshold Configuration

These attributes must be present for RTGS DCAs, RTGS CB Accounts, Main Cash
Accounts and CLM CB Accounts.. Once created, this group cannot be deleted.
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Target Amount
After Breaching
Floor

Target Amount
After Breaching
Ceiling

Associated LT
Account

Floor Notification

Ceiling Notification

All rights reserved.

Enter the target amount after breaching floor notification amount.

Reference for error message [ |:
I DCC1800
I DCU1232
I DCU1800
This field is only allowed if "Floor Notification Amount" is used.

Required format is: Amount.

Enter the target amount after breaching ceiling notification amount.

Reference for error message [ [
I DCC1800
I DCU1232
I DCU1800
This field is only allowed if "Ceiling Notification Amount" is used.

Required format is: Amount.

Enter or select the unique number of the associated LT account.

This field is only allowed if Account Type is Main Cash Account or
RTGS Dedicated Cash Account. It is disabled and empty
otherwise.

Reference for error message [ [
I DCC1220
I DCU1230

Required format is: max. 34x characters.

Select whether the floor notification is configured or not.

Reference for error message [ [
I DCC1101
I DCU1101

This field is only allowed if "Floor Notification Amount" is used.

Select whether the ceiling notification is configured or not.

Reference for error message [ 1:
I DCC1101
I DCU1101

This field is only allowed if "Ceiling Notification Amount” is used.
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Rule-Based LT for Select whether the Rule-Based LT for queued high priority
Queued High payments is configured or not.

Priority Payments  Thjs field can only be used for RTGS DCA and it is only allowed if
"Associated LT Account" is used.

This field is selectable only in edit mode.

Reference for error message [ |
I DCC1440
I DCU1231

Rule-Based LT for Select whether the Rule-Based LT for queued urgent priority
Queued Urgent payments is configured or not.

Priority Payments  Thjs field can only be used for RTGS DCA and it is only allowed
if "Associated LT Account" is used.

This field is selectable only in edit mode.

Reference for error message [ |:
I DCC1440
I DCU1231

Reserve Management Account Configuration

These attributes are allowed for TIPS Accounts, T2S DCA, RTGS Dedicated Cash
Account, RTGS Central Bank Account, Ancillary System Guarantee Funds Account,
Ancillary System Technical Account, Main cash Account and CLM Central Bank Account.
Once created, this group cannot be deleted.

Minimum Reserve Select whether the minimum reserve calculation is configured or
Calculation not.

Possible values:
I Yes
I No

It is empty and disabled when Currency is different from EUR.

Reference for error message [ |:
I DCC1431
I DCU1242
I DCU1431
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Default MCA Select whether the MCA is the default MCA or not.

Reference for error message [ |:
I DCC1401
I DCU1240
I DCU1401

This field is mandatory if Account Type is Main Cash Account or
CLM CB Account. It is disabled and empty otherwise.

Interest Calculation Select the interest calculation mode.

Reference for error message [ ]:
I DCU1242
I DCU1243

This field is mandatory if Minimum Reserve Calculation is set to
“No”. It is not allowed otherwise.

Possible values are:

I Minimum reserve calculation period
I Monthly

I No

Interest Rate Type Select the interest rate type associated with the item.

This field is mandatory if Interest Calculation is set to a value
different from "No". It is not allowed otherwise.

Possible values are:

I Minimum reserve interest rate

I Minimum reserve penalty rate type 1

I Minimum reserve penalty rate type 2

I Excess reserve interest rate (exempt tier)

I Excess reserve interest rate (non-exempt tier)
I Overnight deposit interest rate

I Marginal lending interest rate

Reference for error message [ 1:

I DCU1243
Automated Select whether the automated generation of interest payment
Generation of (system generated) is configured or not.

Interest Payment
Reference for error message [ ]:
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(System I DCC1400
Generated) I DCU1400

Additional Account Configuration

These attributes are allowed for all RTGS and CLM accounts except CLM Technical
account for ECONS Il. Once created, this group cannot be deleted.

Co-managed Select whether the cash account is co-managed or not.

Reference for error message [ 1:
I DCU1244
I DCU1245

This field is only allowed if Account Type is Main Cash Account.

Co-manager Parent Enter or select the Parent BIC of the Co-manager.

BIC This field is not allowed if "Co-managed" is set to FALSE. It is
mandatory if "Co-managed" is set to TRUE.

Required format is: max. 11x characters.

Co-manager Party Enter or select the party BIC of the Co-manager.

BIC
Reference for error message [ 1:

I DCC1410
I DCU1001
I DCU1245
I DCU1410

This field is not allowed if "Co-managed" is set to FALSE. It is
mandatory if "Co-managed" is set to TRUE.

Required format is: max. 11x characters.

Default RTGS Select whether the RTGS Account is the default RTGS Account or
Account not.

Reference for error message [ |:
I DCC1402
I DCU1241
I DCU1402

This field is mandatory if Account Type is "RTGS DCA". It is
disabled and empty otherwise.

Credit-Based Only Select whether the credit-based only is configured or not.
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Reference for error message [ 1:

I DCC1420

I DCU1420

This field is only allowed for CLM and RTGS account types.

Non-published Select whether the cash account should be excluded from CLM
Repository/RTGS Directory or not. If no value is specified, the
cash account is considered included/published.

Reference for error message [ ]

I DCC1540

I DCU1540

This field is only allowed for CLM and RTGS account types.

Maximum Amount Enter the maximum amount to be debited per day.

to be Debited per
Reference for error message [ |:

I DCC1540
I DCU1540

Day

This field is only allowed for CLM and RTGS account types.
If no value is specified, it is considered as zero.

Required format is: Amount.

This section reports only active restrictions with a present or future validity

period.
Current status This field is visible only if the account is a TIPS Account or a TIPS
(TIPS) Credit Memorandum Balance and only in edit mode. The field is

read-only. It represents the blocking/unblocking status as present
in TIPS for the account.

Possible values are:

I Unblocked;
I Blocked for debiting;
I Blocked for crediting;

I Blocked for crediting/debiting.

When the CRDM and TIPS blocking status are different, any
existing TACR, TADE, TABO restriction cannot be added (the item
does not appear in the list of possible restrictions) or
updated/deleted (their buttons are not active).

All rights reserved. Page 178



[S BANCA DITALIA BANCODEESPANA

BANQUE DE FRANCE E

urosistema

DEUTSCHE
BUNDESBANK

EUROSYSTEM

C Ref Data M t
T User Handbook targ€t

All rights reserved.

Restrictions

Valid from

Enter or select the restriction type from the suggested items in the
drop-down menu.

Reference for error message [ 1
I DCU1300

This field is also available as a show field for existing records.
Duplicate Restriction Type-Valid From combinations are not
allowed and you will be shown an error message to indicate
‘Duplicate key fields’. There are two possible cases when this error
message is shown:

I New entry in sub-table with a duplicate key

I When in one session (prior submitting) a row is deleted and a
new row with the same values (from the deleted entry) in key fields
is entered

Enter the date and time from which the cash account restriction is
valid or use the calendar icon. For CLM and RTGS, only date is
allowed.

Reference for error message [ 1:

I DCC1025

I DCC1208

I DCC1209

I DCC1213

I DCC1214

I DCC1230

I DCU1260

I DCC1300

I DCU1211

I DCU1216

I DCU1219

I DCU1222

I DCU1223

I DCU1300

This field is also available as a show field for existing records.
Duplicate Restriction Type-Valid From combinations are

not allowed and you will be shown an error message to indicate

‘Duplicate key fields’. There are 2 possible cases
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when this error message is shown:

I New entry in sub-table with a duplicate key

I When in one session (prior submitting) a row is deleted
and a new row with the same values (from the deleted
entry) in key fields is entered.

When the restriction type is one among TACR, TADE and TABO
and the user is creating a new restriction, the field is read-only and
contains the value for immediate creation ('1000-01-01-00.01").

Required format is: DateTime.

Valid to Enter the date and time until which the cash account restriction is
valid or use the calendar icon. For CLM and RTGS, only date is
allowed; if Valid To is set to the current business date the restriction
is meant as removed with immediate effect, otherwise it is removed
from the start of the specified date in CLM/RTGS.

Reference for error message [ |:
I DCC1212

I DCC1213

I DCC1214

I DCC1300

I DCU1212

I DCU1220

I DCU1222

I DCU1223

I DCU1261

I DCU1300

This field is also available as a show field for existing records.

When the restriction type is one among TACR, TADE and TABO,
the field is read-only. If the user is creating a new restriction, the
field is empty. If the user is amending an existing restriction, the field
contains the value for immediate closure ('9999-12-31-23.59").

Required format is: DateTime.

Buttons
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Search Party

Submit

This function enables the user to activate a Search Parties pop-up
screen. It is visible only in create mode.

This function enables the user to create or edit a cash account.

Reference for error message [ |
I DCC1001
I DCC1024
I DCC1025
I DCC1100
I DCC1101
I DCC1103
I DCC1204
I DCC1205
I DCC1206
I DCC1207
I DCC1208
I DCC1209
I DCC1210
I DCC1212
I DCC1213
I DCC1214
I DCC1216
I DCC1217
I DCC1219
I DCC1220
I DCC1221
I DCC1222
I DCC1230
I DCC1250
I DCC1300
I DCC1400
I DCC1401
I DCC1402
I DCC1401
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I DCC1410
I DCC1420
I DCC1430
I DCC1431
I DCC1440
I DCC1524
I DCC1530
I DCC1531
I DCC1532
I DCC1533
I DCC1534
I DCC1535
I DCC1536
I DCC1540
I DCC1550
I DCC1555
I DCC1601
I DCC1800
I DCU1001
I DCU1003
I DCU1024
I DCU1030
I DCU1040
I DCU1041
I DCU1101
I DCU1204
I DCU1206
I DCU1207
I DCU1208
I DCU1209
I DCU1210
I DCU1211
I DCU1212
I DCU1213
I DCU1214
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I DCU1215
I DCU1216
I DCU1217
I DCU1218
I DCU1219
I DCU1220
I DCU1222
I DCU1223
I DCU1230
I DCU1231
I DCU1232
I DCU1240
I DCU1241
I DCU1242
I DCU1243
I DCU1244
I DCU1245
I DCU1250
I DCU1260
I DCU1261
I DCU1262
I DCU1300
I DCU1313
I DCU1400
I DCU1401
I DCU1402
I DCU1410
I DCU1420
I DCU1430
I DCU1431
I DCU1532
I DCU1534
I DCU1540
I DCU1555
I DCU1556
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I DCU1557
I DCU1558
I DCU1590
I DCU1600
I DCU1800

Reset This function enables the user to set all fields to default value and
blanks out all optional fields.

Cancel This function enables the user to cancel the process and return to
the previous screen.

Align with TIPS This button is visible only for TIPS Accounts or a TIPS Credit

status Memorandum Balances and only in EDIT mode. The button is
active only when the TIPS blocking status is different from the
CRDM one. When clicking on this button, the user is asking the
system to align the status with the status of the restrictions in
TIPS. The restrictions described below are inserted in the list of
restrictions. These automatically added restrictions cannot be
deleted or amended by the users.

The action performed are the following:

o Ifthe TIPS status is “unblocked” and the CRDM contains one
or more of restrictions TACR, TADE, TABO, these restrictions are
amended setting the valid to date to the immediate timestamp
('9999-12-31-23.59").

o If the TIPS status is “Blocked for crediting”, a TACR restriction
is added to the list with an immediate “valid from” date ('1000-01-
01-00.01"). At the same time, possible valid restrictions TADE or
TABO are amended setting the valid to date to the immediate
timestamp ('9999-12-31-23.59").

o If the TIPS status is “Blocked for debiting”, the immediate
creation of a TADE restriction is requested and, at the same time,
possible valid restrictions TACR or TABO are amended setting the
valid from date to the immediate closure timestamp ('9999-12-31-
23.59").

o If the TIPS status is “Blocked for crediting/debiting”, a TPBO
restriction is added to the list with an immediate “valid from” date
('1000-01-01-00.01"). At the same time, possible valid restrictions
TPCB or TPDB are amended setting the valid to date to the
immediate closure timestamp ('9999-12-31-23.59").
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2.3.2.4 Limits — Search/List Screen

Context of This screen contains a number of search fields. By inputting the relevant data,

Usage _— . .

9 you can search to limits applicable to TIPS Credit Memorandum Balances or to
RTGS DCAs or T2S DCAs . The search results are displayed in a list. After
selecting an entry, you can proceed further by clicking on the buttons below.

Screen I Common >> Cash >> Limits >> Search
Access ) _
I Common >> Cash >> Cash Account >> Search >> click on Details button >>
click on Limits button
Privileges To use this screen, the following Privileges are needed [ ]:
I Delete Limit
I Limit query
Screenshot OENEEERIEDEDITTN m
LIMIT
Status: Active v Limit Type: All ~
Ll Cash Account Number: I
Authorised BIC:
Amount From: Amount To:
Unlimited Amount: o
Valid From From: yyyy-mm-dd @ 0 Valid From To: yyyy-mm-dd & 0 @ Edit
Valid To From: yyyy-mm-dd 5 O Valid To Te: yyyy-mm-dd B O e Delete
To Account BIC: Cheose BIC Currency: Al v O Eawo
e 9
Active 500200171 RTGSDCA-CR42 NCBXITRR PMBKITI Test CSLDPAM 0O T2Bil 100,000 2021-0 2021-0 PMBK EUR O Limit Utilisation
Active 500195162 RTGSDCA-CR4Z NCBXITRR PMBKITI Test CSLDPN 0 T2Bil 1500,0 2021-0 20210 PMBK EUR
lllustration 51: Limits — search/list screen
Fields Limits — Search Criteria
Description
Status Select the status of the Limit from the possible values:
I All

I Active (default value)

I Deleted

Reference for error message [ |
I DRD9003
I DRD9004

Limit Type Enter the type of the Limit to be searched.
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Possible values:

I All (default value)

I TIPS CMB Limit

I T2 Bilateral Limit

I T2 Multilateral Limit

I T2S Auto-collateralisation Limit
I T2S External Guarantee Limit

I T2S Unsecured credit Limit

Reference for error message [ [
I DRD9101

Limit Id Enter the technical id for the Limit the user wants to search.

Required format is: Integer.

Cash Account If the Limit Type is TIPS CMB, enter the number of the TIPS Credit
Number Memorandum Balance the limit is related to.

If the Limit Type is T2 Bilateral Limit or T2 Multilateral Limit, enter
the number of the Cash Account the limit is linked to.

If the Limit Type is T2S Auto-collateralisation Limit, T2S External
Guarantee Limit or T2S Unsecured credit Limit, enter the number
of the T2S Dedicated Cash Account of the CMB the limit is related
to.

Required format is: max. 34x characters.

Authorised BIC Enter or select the BIC authorized on the Cash account for whom
the limit is searched.

This field is selectable only if the field Limit Type is different from
“TIPS CMB Limit”, "T2 Bilateral Limit" or "T2 Multilateral Limit”.

This field is visible only if the field Limit Type is selected and equal

to "T2S Auto-collateralisation Limit”, “T2S External Guarantee
Limit” or “T2S Unsecured credit Limit”.

Required format is: max. 11x characters.

Amount From Enter the amount of the Limit; lower bound.

Required format is: Amount.

Amount To Enter the amount of the Limit: upper bound.

Required format is: Amount.

Unlimited Amount  If selected only Limit with ‘Unlimited Amount’ value selected will
be searched.
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Valid From - From  Enter the lower bound for the opening date of the Limit or use the
calendar icon.

Required format is: Date.

Valid From — To Enter the upper bound for the opening date of the Limit or use the
calendar icon.

Required format is: Date.

Valid To — From Enter the lower bound for the closing date of the Limit or use the
calendar icon.

This field is visible and used only if the field Limit Type is selected
and equal to "T2 Bilateral Limit" or "T2 Multilateral Limit".

Required format is: Date.

Valid To—To Enter the upper bound for the closing date of the Limit or use the
calendar icon.

This field is visible and used only if the field Limit Type is selected
and equal to "T2 Bilateral Limit" or "T2 Multilateral Limit".

Required format is: Date.

To Account BIC Enter the Account BIC linked to the Limit.

Reference for error message [ |:
I DRD9080
I DRD9101

This field is visible and used only if the field Limit Type is selected
and equal to "T2 Bilateral Limit".

Required format is: max. 11x characters.

Currency Enter the currency associated to the Cash Account linked to the
limit.
Reference for error message [ |:

I DRD9150

It contains the list of currencies associated with the Cash Accounts
under the data scope of the user.

The default value is All.
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Limits — List

Status

Limit Type

Limit Id

Cash Account
Number

Parent BIC

Party BIC

Party Short Name

All rights reserved.

Shows the status of the Limit.

Reference for error message [ 1
I DRD9003
I DRD9004

Shows the type of the returned Limit.

Reference for error message [ 1:
I DRD9101

Shows the technical id of the returned Limit.

Shows the number of the Cash Account of the returned Limit.

Shows the Parent BIC related to the returned Limit.

If the Limit type is TIPS CMB Limit, shows the Parent BIC of the
NCB.

If the Limit type is T2 Bilateral Limit or T2 Multilateral Limit, shows
the Parent BIC of the account holder.

If the Limit is for auto-collateralisation, shows the Parent BIC of the
NCB.

If the Limit is for client collateralisation, shows the Parent BIC of the holder
of the T2S DCA.

Shows the Party BIC related to the returned Limit.

If the Limit type is TIPS CMB Limit, it shows the Party BIC of the
TIPS Participant owner of the TIPS Account related to the relevant
TIPS Credit Memorandum Balance.

If the Limit type is T2 Bilateral Limit or T2 Multilateral Limit, shows
the Party BIC of the account holder.

If the Limit is for auto-collateralisation, shows the Party BIC of the
NCB.

If the Limit is for client collateralisation, shows the Party BIC
of the holder of the DCA.

Shows the Party Short Name of the Party related to the returned
Limit.
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If the Limit type is TIPS CMB Limit, it shows the Party Short Name
of the TIPS Participant owner of the TIPS Account related to the
relevant TIPS Credit Memorandum Balance.
If the Limit type is T2 Bilateral Limit or T2 Multilateral Limit, shows
the Party Short Name of the account holder.
If the Limit is for auto-collateralisation, shows the Short Name of
the NCB.
If the Limit is for client collateralisation, shows the Short Name of
the holder of the DCA.
CMB Id Shows the technical id of the CMB the Limit is related to
Limit Amount Shows the Limit Amount.
Reference for error message [ ]:
I DRD9003
I DRD9150
Valid From Shows the date and time from which the Limit is valid.
Reference for error message [ 1:
I DRD9205
I DRD9206
Valid To Shows the date and time until which the Limit is valid.

To Account BIC

Currency

All rights reserved.

Reference for error message [ |
I DRD9206

Shows the Account BIC linked to the Limit.

Reference for error message [ |:
I DRD9080
I DRD9101

Shows the currency associated to the Cash Account linked to the
limit.

Reference for error message [ |:

I DRD9150
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Search This function enables the user to start a search according to the
filled in criteria. The results are displayed on the same screen.

If the search retrieves a single record, the details screen is directly

displayed.

Reset This function enables the user to set default search criteria and
blanks out all optional criteria.

New This function enables the user to create a new Limit.
Edit This function enables the user to edit the details of the selected
Limit.

If the status of the selected Limit is already set to ‘Deleted’, this
function is not available.

Delete This function enables the user to delete the selected Limit, after
confirmation.

If the status of the selected Limit is already set to ‘Deleted’, this
function is not available.

Reference for error message [ 1:
I DRD9001
| DRD9003

Restore This function enables the user to restore a previously deleted
Limit.
If the status of the selected Limit is already set to ‘Active’ this
function is not available.

Reference for error message [ 1
I DRD9004
I DRD9064
I DRD9065
I DRD9066
I DRD9080
I DRD9101
I DRD9150
I DRD9205
I DRD9206
I DRD9231
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Revisions This function enables the user to display the revisions of the

selected Limit.

CMB Details

related to the selected limit.

This button is for T2S only.

2.3.2.5 Limit — New/Edit Screen

Context of
Usage

Screen
Access

Privileges

Screenshot

All rights reserved.

This function enables the user to display the details of the CMB

This screen contains a number of fields regarding Limit. You can enter new data
or edit existing data, previously selected. Afterwards you can proceed further by
clicking on the buttons below. This screen is relevant for Central Bank or Payment

Bank users responsible for the account to be debited.

I Common >> Cash >> Limits >> New

I Common >> Cash >> Limits >> Search >> click on New or Edit button

To use this screen, the following Privileges are needed [']:

I Create Limit
I Update Limit

O DD I XTI R

Limit Type: I

Authorised BIC:

Valid From: I 2021-02-19
Valid To: yyyy-mm-dd
To Account BIC: Choose BIC

Illustration 52: Limit — new/edit screen

i1

Cash Account Number:

Limit Amount:

Time:

Time:

Choose...

Unlimited: [J

~

oo

v

~

oo

v

~

oo

v

A~

oo

v

Reset

Cancel

000®
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Description

Limit Id Shows the technical id of the Limit.

This field is present only in edit mode, it is mandatory and read
only.

Required format is: Integer.

Limit Type Select the type of the Limit from the drop down menu.
Possible values are:
I TIPS CMB Limit
I T2 Bilateral Limit
I T2 Multilateral Limit
I T2S Auto-collateralisation Limit
I T2S External Guarantee Limit

I T2S Unsecured credit Limit

Reference for error message [ |:
I DRC9054

I DRC9058

I DRC9100

I DRC9101

I DRU9101

I DRU9207

This field is mandatory.

This field is read only in edit mode.

Cash Account If the Limit Type is TIPS CMB, it contains the Cash Accounts with
Number type TIPS CMB visible to the connected user and it represents the
CMB the limit is related to.

Reference for error message [
I DRC9001
I DRC9052
I DRC9100

If the Limit Type is T2 Bilateral Limit or T2 Multilateral Limit, it
contains the list of Cash Accounts the connected user can see and
it represents the Cash Account the limit is linked to.

This field is mandatory in create mode.
If the Limit Type is T2S Auto-collateralisation, T2S External

Guarantee or T2S Unsecured Credit, it contains the list of Cash
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Authorised BIC

TIPS CMB Limit
amount

CMB Id

Limit Amount

All rights reserved.

Accounts the connected user can see and it represents the Cash
Account of the CMB the limit is related to.

This field is read-only in create mode if the user enters the screen
coming from “Cash Account — Details” screen. In this case, the field
is filled with the passed Cash Account number.

This field is editable only if the field Limit Type is selected.
This field is read-only in edit mode.

Required format is: max. 34x characters.

Enter the BIC authorized on the Cash account for whom the limit is
inserted.

This field is visible and mandatory only if the field Limit Type is
selected and equal to "T2S Auto-collateralisation Limit”, “T2S
External Guarantee Limit” or “T2S Unsecured credit Limit”.

This field is mandatory in create mode.
This field is read only in edit mode.

Required format is: max. 11x characters.

The field is visible only if the selected limit type is a TIPS CMB
Limit and in edit mode. The field is read-only.

It shows the current value of the TIPS CMB Limit.

Shows the identifier of the CMB the Limit is related to.
This field is present only in edit mode and is read only.

This field is visible only if the field Limit Type is equal to “TIPS
CMB?”, “T2S Auto-collateralisation Limit”, “T2S External Guarantee
Limit” or “T2S Unsecured credit Limit”.

Enter the Limit Amount.

Reference for error message [ 1:
I DRC9150

I DRC9800

I DRU9055

I DRU9056

I DRU9150

I DRU9800

This field is mandatory.

Required format is: Amount.
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Unlimited Amount

Valid From

Valid To

To Account BIC

If selected, the Limit Amount is set to ‘Unlimited’ value.

Enter the date and time from which the credit Limit is valid.

If the selected limit type is a TIPS CMB Limit, the field contains the
current date and it is read-only.

Reference for error message [ |

I DRC9100

I DRC9205

I DRC9206

I DRC9230

I DRU9206

This field is mandatory in create mode.
This field is read only in edit mode.

Required format is: DateTime.

Enter the date and time until which the credit Limit is valid.

Reference for error message [ 1
I DRC9206
I DRU9206
I DRU9207

This field can be filled only if Limit Type is "T2 Bilateral Limit" or
"T2 Multilateral Limit". It is empty if Limit Type is different.

This field must be equal to or greater than the current date and
equal to or greater than the Valid From.

Required format is: DateTime.

Enter or select the Account BIC linked to the Limit.

Reference for error message [ [
I DRC9059
I DRC9100
I DRC9101
I DRU9101

This field is mandatory in create mode if Limit Type is equal to "T2
Bilateral Limit". It is not allowed in any other case.

This field is read-only in edit mode.

Required format is: max. 11x characters.
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Buttons

All rights reserved.

Submit

Reset

This function enables the user to create or edit a Limit.

Reference for error message [ |:

I DRC9001
I DRC9052
I DRC9053
I DRC9054
I DRC9055
I DRC9056
I DRC9057
I DRC9058
I DRC9059
I DRC9100
I DRC9101
I DRC9150
I DRC9205
I DRC9206
I DRC9800
I DRU9001
I DRU9S003
I DRU9055
I DRU9056
I DRU9101
I DRU9150
I DRU9206
I DRU9207
I DRC9230
I DRC9231
I DRC9232
I DRU9232
I DRU9800

This function enables the user to set all fields to default value and

blanks out all optional fields.
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Cancel

2.3.2.6 Authorised Account User — Search/list Screen

Context of
Usage

Screen
Access

Privileges

Screenshot

All rights reserved.

This function enables the user to cancel the process and return to
the previous screen.

This screen enables the user to display a list of Authorised Account Users
matching the entered criteria.

Therefore this screen contains a number of fields regarding Authorised Account
Users. By inputting the relevant data, you can search for Authorised Account
Users. The search results will be displayed in a list. After selecting an entry, you
can proceed further by clicking on the activated buttons.

I Common >> Cash >> Authorised Account User >> Search

To use this screen, the following Privileges are needed [']:

I Delete Authorised Account User
I Authorised Account User Query

AUTHORISED ACCOUNT USER LIST

Status:

Authorised Account User BIC:

Unlimited Maximum IP Amount:

Valid From: From:

Valid To: From:

SE

yyyy-mm-dd

yyyy-mm-dd

[:

[:

Participation Type:

Cash Account Number:

Valid From: To:

Valid To: To:

Yyyy-mim-d

Yyyy-mim-d

a8

a8

(]

Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active

Total rows: 41

Illustration 53: Authorised Account User — search/list screen

PMBKITRR207
PMBKITRR207
PMBKITRR207
PMBKITRR207
PMBKITRR207
PMBKITRR207
PMBKITRR207
PMBKITRR207
PMBKITRR207
PMBKITRR208
PMBKITRR207
PMBKITRR212

TIPSACCOUNTPBB102
TIPSACCOUNTPBB102
TIPSACCOUNTPBB102
TIPSACCOUNTPBB102
TIPSACCOUNTPBB102
TIPSACCOUNTPBB102
TIPSACCOUNTPBB102
TIPSACCOUNTPBB102
TIPSACCOUNTPBOO1CN,
ANSYTECHACC0003
ANSYTECHACC0003
GLMCentralBankAccount

Y

Direct
Direct
Direct

Unlimited
Unlimited
Unlimited
Unlimited
90,000.00
80,000.00
80,000.00
30,000.00
200,000.00

2020-12-07
2020-09-11
2020-11-23
2020-11-02
2020-05-27
2020-06-19
2020-06-15
2020-10-26
2020-10-19
2020-04-30
2020-04-30
2020-07-24

2020-12-11
2020-09-12
2020-11-27
2020-11-06
2020-05-30
2020-06-20
2020-06-18
2020-10-31
2020-10-23
2020-05-06
2020-05-07
9999-12-31

Cash Account Number = | Participaion Type = | Maximum IPAmo... += | Valid From = | VaidTo =

@ e
o Detete
)

o Revisions
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Fields Authorised Account User - Search Criteria
Description
Status Select the status of the Authorised Account User from the possible
values:
1Al

I Active (default value)

I Deleted

Reference for error message [ 1
I DCD2002
I DCD2003

Participation Type Optionally select the type of Cash Account authorisation from the
possible values:

I Direct

I Indirect

I Multi Addressee — Branch of Direct Participant

I Multi Addressee — Credit Institution

I Addressable BIC — Correspondent

I Addressable BIC — Branch of Direct Participant

I Addressable BIC — Branch of Indirect Participant
I Addressable BIC — Branch of Correspondent

I Exclusion

Reference for error message [ |:
I DCD2008
1 DCD2009

Authorised Account Enter the BIC allowed to settle on the selected account.

User BIC
Reference for error message [
1 DCD2008
At least one field between Authorised Account User BIC and Cash
Account must be entered to perform the search.
Required format is: max 11x characters.
Cash Account Enter the Cash Account the BIC is authorised to use.
Number

Reference for error message [ |:
I DCD2004
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At least one field between Cash Account and Authorised Account
User BIC must be entered to perform the search.

Required format is: max. 34x characters.

Unlimited Maximum Select whether to search only Authorised Account Users for which
IP Amount ‘Maximum IP Amount’ is equal to “Unlimited”.

Valid From From Enter or pick the lower bound for the opening date of the Authorised
Account User.

Required format is: Date.

Valid From To Enter or pick the upper bound for the opening date of the Authorised
Account User.

The ‘Valid From — To’ must be greater than the ‘Valid From — From’.

Required format is: Date.

Valid To From Enter or pick the lower bound of the search range for the Authorised
Account User.

Required format is: Date.

Valid To To Enter or pick the upper bound of the search range for the Authorised
Account User.

The ‘Valid To — To’ must be greater than the ‘Valid To — From’.

Required format is: Date.

Authorised Account User - List

Status Shows the status of the Authorised Account User.

Reference for error message [ |
I DCD2002
I DCD2003

If the status is set to ‘Deleted’, the selected Authorised Account
User cannot be deleted or edited. If the status is set to ‘Active’, the
selected Authorised Account User cannot be restored.

Authorised Account Shows the BIC allowed settling on the selected account.

User BIC
Reference for error message [ 1:

I DCD2008
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Cash Account
Number

Participation Type

Maximum IP
Amount

Valid From

Valid To

Shows the Cash Account the BIC is authorised to use.

Reference for error message [ |
I DCD2004

Shows the type of Cash Account authorisation.

Reference for error message [ 1:
I DCD2008
I DCD2009

Shows the Maximum Amount for Instant Payment transaction.

In case the value defined for the Authorised Account User is lower
than the default value for the Maximum IP Amount defined in the
system for the same currency of the TIPS Account linked to the
Authorised Account User, the latter is shown.

Shows the date from which the Authorised Account User is valid.

Shows the date until which the Authorised Account User is valid.

Search

Reset

New

Edit

Delete

All rights reserved.

This function enables the user to start a search according to the
criteria entered. The results are displayed in a list on the same
screen.

This function enables the user to set default search criteria and
blanks out all optional criteria.

This function enables the user to create a new Authorised Account
User.

This function enables the user to edit the details of the selected
Authorised Account User.

This function enables the user to delete the selected Authorised
Account User after direct confirmation.

Reference for error message [ |
I DCD2001
I DCD2002
I DCD2008
I DCD2009
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Restore This function enables the user to restore a previously deleted

element.

Reference for error message [ 1:

I DCD2003
I DCD2004
I DCD2005
I DCD2006
I DCD2007
I DCD2010
I DCD2011

Revisions This function enables the user to display the revisions of the

selected Authorised Account User.

2.3.2.7 Authorised Account User — New/Edit Screen

Context of
Usage

Screen
Access

Privileges

Screenshot

All rights reserved.

The “Authorised Account User - New/Edit” screen enables the Service Operator,
NCBs, Payment Banks and Ancillary Systems to create a new Authorised
Account User or to edit an existing one, previously selected. The screen has a
slightly different behaviour depending on the function the user is submitting.

I Common >> Cash >> Authorised Account User >> New

I Common >> Cash >> Authorised Account User >> Search >> Click on New or

Edit button

To use this screen, the following Privileges are needed [']:

I Create Authorised Account User
I Update Authorised Account User

OO D YTy X

AUTHORISED ACCOUNT USER NEW

=

ser BIC ©: I

Illustration 54: Authorised Account User — new/edit screen

000
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Fields
Description

All rights reserved.

Authorised Account User

Authorised Account Enter the BIC allowed settling on the selected account or a

User BIC

Cash Account
Number

wildcard pattern.

Possible values are:

I at least 4 and less than 11x characters followed by a wildcard
character (*);

I BIC8 without wildcard character;

I BIC11 without wildcard character.

Reference for error message [ |:

I DCC2003

The field is mandatory in create mode.
The field is read-only in edit mode.

Required format is: max 11x characters (SWIFT-x plus “**).

Enter or select the unique number of the related Cash Account
object.

This field accepts only cash accounts of the following type:
I TIPS Account

I TIPS Ancillary System Technical Account

I TIPS Credit Memorandum Balance

I Main Cash Account

I CLM Central Bank Account

I Central Bank ECB Account

I ECB Mirror Account

I CLM Dedicated Transit Account for T2S

I CLM Dedicated Transit Account for RTGS

I CLM Dedicated Transit Account for TIPS

I RTGS Dedicated Cash Account

I Ancillary System Guarantee Funds Account
I AS Technical Account

I RTGS Central Bank Account

I RTGS Dedicated Transit Account

Reference for error message [ |:

Page 201



[ BANCADITALIA BANCODE ESPANA

Common Reference Data Management t
i, EDEUTSCHE - User Handbook an 9 € I )
uROsYTEE BUNDESBANK

EUROSYSTEM

I DCC2002

I DCU2002

This field is mandatory in create mode.
The field is read-only in edit mode.

Required format is: max 34x characters.

Participation Type The behaviour of this field depends on the chosen Cash Account.
Reference for error message [ |:
I DCC2008
I DCC2009
I DCU2004
I DCU2005
I DCU2008
It is enabled when Cash Account is inserted.
The content is blanked when the cash account content changes.

The value can be "Direct" for any CLM/RTGS Cash Account
excluding RTGS sub-accounts, Overnight Deposit Accounts and
Marginal Lending Accounts.

The value can be "Exclusion”, any type of “Multi-Addressee” or
any type of “Addressable BIC” for RTGS Dedicated Cash
Account and RTGS Central Bank Account.

’Indirect” value can be selected only if the account is a RTGS
Dedicated Cash Account.

If the BIC contains wildcards, Participation Type must be different
from empty, “Direct” or “Indirect”.

The field is disabled in all other cases.
The exhaustive list of possible values is as follows:
I Direct
I Indirect
I Multi Addressee — Branch of Direct Participant
I Multi Addressee — Credit Institution
I Addressable BIC — Correspondent
I Addressable BIC — Branch of Direct Participant
I Addressable BIC — Branch of Indirect Participant
I Addressable BIC — Branch of Correspondent

I Exclusion
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Maximum IP Shows the Maximum Amount accepted by the corresponding
Amount TIPS Participant or Reachable Party in an incoming Instant
Payment transaction.

The behaviour of this field depends on the chosen Cash
Account.

It is enabled when Cash Account is inserted and if it is a TIPS
Account, TIPS AS Technical Account, or a TIPS CMB.

The content is blanked when the cash account content changes.

The field is disabled if the chosen Cash Account is different from
TIPS Account, TIPS AS Technical Account, and TIPS CMB.

In edit mode, the field shows the Maximum Amount for Instant
Payment transaction. In case the value defined for the
Authorised Account User is lower than the default value for the
Maximum IP Amount defined in the system for the same
currency of the TIPS Account, TIPS AS Technical Account, or
TIPS CMB linked to the Authorised Account User, the latter is
shown.

Required format is: Amount.

Unlimited Maximum Selected whether to set the Authorised Account User ‘Maximum
IP Amount IP Amount‘ as Unlimited.

The behaviour of this field depends on the chosen Cash
Account.

It is enabled when Cash Account is inserted and if it is a TIPS
Account, TIPS AS Technical Account, or a TIPS CMB.

The content is blanked when the cash account content changes.

The field is disabled if the chosen Cash Account is different from
TIPS Account, TIPS AS Technical Account, and TIPS CMB.

Valid From Enter the date from which the Authorised Account User is valid.

Reference for error message [ I:

I DCC2004

I DCU2003

I DCU2004

I DCU2005

The field is mandatory in create mode.
The field is read-only in edit mode.

Required format is: Date.
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Valid To Enter the date until which the Authorised Account User is valid.
Reference for error message [ |:
1 DCC2005
1 DCU2004
1 DCU2005
Required format is: Date.

All rights reserved.

Submit

Cancel

This function enables the user to create or edit an Authorised
Account User according to the information filled in the fields.

Reference for error message [ 1:
I DCC2001
I DCC2002
I DCC2003
I DCC2004
I DCC2005
I DCC2006
I DCC2007
I DCC2008
I DCC2009
I DCC2010
I DCC2011
I DCU2001
I DCU2002
I DCU2003
I DCU2004
I DCU2005
I DCU2006
I DCU2007
I DCU2008
I DCU2009
I DCU2010

This function enables the user to cancel the creation or the edit
action.
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Reset This function restores the situation shown at opening of the page.

2.3.2.8 Standing/Predefined Liquidity Transfer Order — Search/List Screen

Context of
Usage

Screen
Access

Privileges

Screenshot

This screen contains a number of search fields. By inputting the relevant data,
you can search for Standing/Predefined Liquidity Transfer Orders. The search
results will display a list sorted by the values of the ‘Order Reference’ column in
ascending order (default setting). After selecting an entry, you can proceed further
by clicking on the buttons below.

Central Bank, Ancillary System and Payment Bank users can see all
Standing/Predefined Liquidity Transfer Orders depending on their datascope.
Payment Bank users can see the ones under their datascope and the ones where
the debtor cash account is under their datascope or for which they have been
defined as Co-Managers. Duly authorised users can manage
Standing/Predefined Liquidity Transfer Orders on Cash Accounts for which they
are defined as Co-Managers.

AS users can see the ones under their datascope.

I Common >> Cash >> Standing/Predefined Liquidity Transfer Order >> Search

To use this screen, the following Privileges are needed [’ ]:
I Delete Liquidity Transfer Order
I Liquidity Transfer Order list query
I Liquidity Transfer Order detail query

mmﬂ Standing/Predefined Liquidity Transfer Order Q Search =
STANDING/PREDEFINED LIQUIDITY TRANSFER
ORDERS
Status: Active v
Parent BIC: Choose BIC Party BIC Choose BIC
DR — Creditor Account Type: o
Creditor Cash Account Number. Choose Debited Cash Account Number: Chaose..
Order type: v
Amount From Amount To:
AS Procedure: v
Valid From From: wy-mm-dd & 0 Valid From To: Yyyy-mm-dd & O Edit
Valid To From: yyy-mm-gd & 0 Valid To To: Yyyy-mm-dd B 0O
=

-]
2

mmm—mmmmm:—

Active
Active
Active
Active
Active
Active
Active

TCSOTCS{ NCBKNLFF  Order Test
TCSOTCS( NCBKNLFF MLP 1
TCSOTCS( NCBKNLFF MLP3
TCSOTCS( NCBKNLFF MLP2
NCBKDEFF PMBEKDEFT 1test230424
TCSOTCSC NCBHNLFF Test
FAABPFP1 FACCPFP1 PBI205437
FAABPFP1 FACCPFP1 PBI205437

DEERTGS! NCBANBM| Standing
DEERTGSt NCBANBN| Standing
DEERTGS! NCBANEM| Standing
DEERTGS! NCBANEBN| Standing
NCBDHUPI CSHANED! Standing
ERTGSNHI NCBANHDI Standing
PFENIPFC N1PFCSH? Standing
PFEN1PFC N1PFCSHZ Standing

c1P1

c2PY
c2PY
caPy
c1s4
c1Po
ciP1

car4

15,000

1,000,000
100

20191203 99981231 No
2019-09-24 99991231 Yes
20190924 9999-1231 No
2019-09-24 99991231 Yes
2020-04-24 99991231 Mo
2019.0903 9999-12.31 No
2018-11-22 20191128 No
2019-11-22  2019-11-29 No

No
Yes
No
No
No
Yes
Yes

)E

i
© 000000®

Illustration 55: Standing/Predefined Liquidity Transfer Order — search/list screen

All rights reserved.

Page 205



IB BANCA D'ITALIA  BANCODEESPANA

Eucssions Common Reference Data Management t t
BANQUE DE FRANCE HDEUTSCHE - User Handbook a P g E

BUNDESBANK services

UROSYSTEME EUROSYSTEM

Fields_ ] Standing/Predefined Liquidity Transfer Order — Search Criteria
Description
Status Select the status of the Liquidity Transfer Order from the possible
values:
1Al

I Active (default value)

I Deleted

Reference for error message [ |
1 DCD4003
1 DCD4012

Parent BIC Enter or select the parent BIC of the party whose debited accounts
the user wants to search.

Required format is: max. 11x characters.

Party BIC Enter or select the BIC of the party whose debited accounts the
user wants to search.

Required format is: max. 11x characters.

Order Reference Enter the unique reference for the Liquidity Transfer Order the user
wants to search.

Required format is: max. 16x characters.

Creditor Account Select the creditor account type the user wants to search. Possible
Type values:

I Cash Account
I External RTGS Account

This field is blank as for default value.

Creditor Cash Enter the number of the creditor Cash Account of the searched
Account Number Liquidity Transfer Order.

Reference for error message [ |
I DCD4020
I DCD4185
I DCD4203

Required format is: max. 34x characters.
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Debited Cash Enter the number of the debited Cash Account of the searched
Account Number Liquidity Transfer Order.

Reference for error message [ 1
I DCD4022
I DCD4185
I DCD4203

Required format is: max. 34x characters.

Order Type Select the classification for the Liquidity Transfer Order. The
exhaustive list of all possible value is as follows:

I Predefined

I Standing

I Rule-Based Floor

I Rule-Based Ceiling

This field is blank as for default value.

Reference for error message [ [
I DCD4095

Amount From Amount of the order: lower bound.

Required format is: Amount.

Amount To Amount of the order: upper bound.

Required format is: Amount.

AS Procedure Select the Ancillary System Procedure.
Possible values:
I Procedure C Automated
I Procedure C Manual
I Procedure D Automated

This field is blank as for default value.

Reference for error message [ [
I DCD4203

Valid From From Enter the lower bound for the opening date of the Liquidity Transfer
Order or use the calendar icon.

Required format is: Date.
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Valid From To Enter the upper bound for the opening date of the Liquidity
Transfer Order or use the calendar icon.

Required format is: Date.

Valid To From Enter the lower bound for the closing date of the Liquidity Transfer
Order or use the calendar icon.

Required format is: Date.

Valid To To Enter the upper bound for the closing date of the Liquidity Transfer
Order or use the calendar icon.

Required format is: Date.

Standing/Predefined Liquidity Transfer Order — List

Status Shows the status of the Liquidity Transfer Order.

Reference for error message [ |:

I DCD4003

I DCD4012
Parent BIC Shows the parent BIC of the Party.
Party BIC Shows the BIC of the party.

Order Reference  Shows the unique id for the returned Liquidity Transfer Order.

Creditor Cash Shows the number of the creditor Cash Account of the returned
Account Number  Liquidity Transfer Order.

Reference for error message [ |
I DCD4020
I DCD4185
I DCD4203

Debited Cash Shows the number of the debited Cash Account of the returned
Account Number  Liquidity Transfer Order.

Reference for error message [ |
I DCD4022
I DCD4185
I DCD4203
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Order Type Shows the classification for the Liquidity Transfer Order from the

possible values:
I Predefined
I Standing Order

Event Shows the Event Type or the Timestamp that triggers the

Type/Execution execution of the Liquidity Transfer Order.

Time Event type shows the allowed event type codes for the setup of
liquidity transfer orders.

Reference for error message [ |
1 DCD4100
1 DCD4200
I DCD4081

Amount Shows the amount to be credited or debited through the Liquidity
Transfer Order.

Valid From Shows the date from which the returned Liquidity Transfer Order
is valid.

Valid To Shows the date to which the returned Liquidity Transfer Order is
valid.

Dedicated Amount Shows whether the Liquidity Transfer Order transfers a
dedicated amount stemming from a specific business event
triggering the Liquidity Transfer Order.

All Cash Shows whether the Liquidity Transfer Order transfers any
remaining liquidity on the debit cash account.

AS Procedure Shows the Ancillary System Procedure of the returned Liquidity
Transfer Order.

Reference for error message [ |
I DCD4203

All rights reserved.

Search

This function enables the user to start a search according to the
filled in criteria. The results are displayed on the same screen.
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Reset This function enables the user to set default search criteria and
blanks out all optional criteria.

New This function enables the user to create a new Liquidity Transfer
Order.
Details This function enables the user to display the details of the

selected Liquidity Transfer Order.

Edit This function enables the user to edit the details of the selected
Liquidity Transfer Order.

If the status of the selected Liquidity Transfer Order is already
set to ‘Deleted’, this function is not available.

Delete This function enables the user to delete the selected Liquidity
Transfer Order, after confirmation.

If the status of the selected Liquidity Transfer Order is already
set to ‘Deleted’, this function is not available.

Reference for error message [ 1
I DCD4001
I DCD4003
I DCD4012
I DCD4030
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Restore This function enables the user to restore a previously deleted
Liquidity Transfer Order.

If the status of the selected Liquidity Transfer Order is already
set to ‘Active’ this function is not available.

Reference for error message [ 1
I DCD4020
I DCD4021
I DCD4022
I DCD4075
I DCD4081
I DCD4090
I DCD4100
I DCD4200
I DCD4201
I DCD4095
I DCD4185
I DCD4203

Revisions This function enables the user to display the revisions of the
selected Liquidity Transfer Order.

Total amount of This function enables the user to display the total amount of
Standing/Predefined Standing/predefined liquidity transfer orders.

Orders

LTO Link set This function enables the user to display the related liquidity
transfer order link sets.

This button is for T2S only.

2.3.2.9 Standing/Predefined Liquidity Transfer Order — Details Screen

Context of This screen displays detailed information on the selected Standing/Predefined

Usage Liguidity Transfer Order. You can check the data and proceed further by clicking
on the buttons below. Duly authorised users can manage Standing/Predefined
Liquidity Transfer Orders on Cash Accounts for which they are defined as Co-
Managers.
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Screen I Common >> Cash >> Standing/Predefined Liquidity Transfer Order >>
Access . . L .
Standing/Predefined Liquidity Transfer Order — Search screen >> Click on Search
and/or details button
Privileges To use this screen, the following Privileges are needed [/ ]:
I Delete Liquidity Transfer Order
I Liquidity Transfer Order detail query
Screenshot
DD IRt
STANDING/PREDEFINED LIQUIDITY
TRANSFER ORDERS
Status: Active Order Reference: RROOILTO
Valid From: 2019-07-18 Valid To: 2019-07-18 O Edit
Amount: 100 Dedicated Amount: No
Delete
All Cash: No Order type: Predefined o
Event Type: C1PO Execution Time: 00:00 O e
CrediturA((DuniType: Creditor Cash Account Number: NCBXITRROO1000EUR e b
Debited Cash Account Number: NITEURNCBXITRROO1AUTO AS Procedure: O Total amount of
Standing/Predefined
; qul\l\‘ltj Transfer
Debited Cash Account Qwner Orders
O LTO Link set
Parent BIC: TCSOTCSOXXX Party BIC: NCBXITRROO1 Party Name: NCB of N8IT
lllustration 56: Standing/Predefined Liquidity Transfer Order — details screen
Fields Standing/Predefined Liquidity Transfer Order
Description

All rights reserved.

Status

Order Reference

Valid From

Valid To

Shows the status of the Liquidity Transfer Order.

If the status is set to ‘Deleted’, the selected Liquidity Transfer
Order cannot be deleted or edited.

If the status is set to ‘Active’, the selected Liquidity Transfer Order
cannot be restored.

Reference for error message [ |:
I DCD4003
I DCD4012

Shows the unique reference for the Liquidity Transfer Order
assigned by the instructing party.

Shows the date from which the Liquidity Transfer Order is valid.

Shows the date to which the Liquidity Transfer Order is valid.
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Amount Shows the amount to be credited or debited through the Liquidity

Dedicated Amount

All Cash

Order type

Event Type

Execution Time

Creditor Account
Type

Creditor Cash
Account Number

Debited Cash
Account Number

All rights reserved.

Transfer Order.

Shows whether the liquidity transfer order transfer a dedicated
amount stemming from a specific business event triggering the
liquidity transfer order.

Shows whether the liquidity transfer order transfer any remaining
liquidity on the debit cash account.

Shows the classification for the Liquidity Transfer Order.

Reference for error message [ 1:

I DCD4095

Shows the Event Type that triggers the execution of the Liquidity
Transfer Order.

Event type shows the allowed event type codes for the setup of
liquidity transfer orders.

Reference for error message [ 1:
I DCD4100
I DCD4200
I DCD4081

Shows the Timestamp that triggers the execution of the Liquidity
Transfer Order.

Shows the type of the creditor Cash Account of the searched
Liquidity Transfer Order.

Shows the number of the creditor Cash Account of the searched
Liquidity Transfer Order.

Reference for error message [ ]:
I DCD4020
I DCD4185
I DCD4203

Shows the number of the debited Cash Account of the searched
Liquidity Transfer Order.

Reference for error message [ |:

I DCD4022
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I DCD4185

I DCD4203
Debited Cash Shows the Account owner data (parent BIC — party BIC — short
Account Owner name).
AS Procedure Shows the Ancillary System Procedure of the searched Liquidity

Transfer Order.

Reference for error message [ |:
I DCD4203

AS Standing Order Data

These fields are visible for Liquidity Transfer Order only when previously defined and
if AS Procedure D is selected.

Creditor BIC Shows the creditor BIC related to the Ancillary System
Technical Account.

: Shows the creditor Ancillary System Technical Account.
ASTN Creditor

Account

Debtor BIC Shows the debtor BIC related to the Ancillary System Technical
Account.

Shows the debtor Ancillary System Technical Account.
ASTN Debtor

Account

Edit This function enables the user to edit the details of the selected
Liquidity Transfer Order.

If the status of the selected Liquidity Transfer Order is already
set to ‘Deleted’, this function is not available.
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Delete This function enables the user to delete the selected Liquidity
Transfer Order, after confirmation.

If the status of the selected Liquidity Transfer Order is already
set to ‘Deleted’, this function is not available.

Reference for error message [ 1:
I DCD4001
I DCD4003
I DCD4012
I DCD4030

Restore This function enables the user to restore a previously deleted
Liquidity Transfer Order.

If the status of the selected Liquidity Transfer Order is already set
to ‘Active’ this function is not available.

Reference for error message [ 1:
I DCD4020
I DCD4021
I DCD4022
I DCD4075
I DCD4081
I DCD4090
I DCD4095
I DCD4100
I DCD4185
I DCD4200
I DCD4203

Revisions This function enables the user to display the revisions of the
selected Liquidity Transfer Order.

Total amount of This function enables the user to display the total amount of
Standing/Predefined standing/predefined liquidity transfer orders.

Liquidity Transfer  This button is for T2S only.

Orders

LTO Link set This function enables the user to display the related liquidity
transfer order link sets.

This button is for T2S only.
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2.3.2.10 Standing/Predefined Liquidity Transfer Order — New/Edit Screen

Context of
Usage

Screen
Access

Privileges

Screenshot

Fields
Description

All rights reserved.

This screen contains a number of fields regarding Standing/Predefined Liquidity
Transfer Order. You can enter new data or edit existing data, previously selected.
Afterwards you can proceed further by clicking on the buttons below. This screen
is relevant for Central Bank, Payment Bank or Ancillary System users responsible
for the account to be debited. Duly authorised users can manage
Standing/Predefined Liquidity Transfer Orders on Cash Accounts for which they
are defined as Co-Managers.

This screen is also used to configure rule-based floor/ceiling liquidity transfers.

I Common >> Cash >> Standing/Predefined Liquidity Transfer Order >> New

I Common >> Cash >> Standing/Predefined Liquidity Transfer Order >> Search
>> click on New or Edit button

To use this screen, the following Privileges are needed [’ ]:
I Create Liquidity Transfer Order
I Update Liquidity Transfer Order

2o 8 ) | comman ) |cosn Y | sarcingreined ey TasirOrer )

STANDING/PREDEFINED LIQUIDITY
TRANSFER ORDER NEW

Order Reference:

Valid From:

Amount: Currency: Reset
esef

yyyy-mm-dd & © Valid To: yyyy-mm-dd B 0 O

—_— e ——

Dedicated Amount: All Cash: L]
Cancel

Order Type: j
Event Type: j Execution Time: ~ ~

0 0 [x)

v -
Creditor Account Type: I j
Creditor Cash Account Number: Choose... Debited Cash Account Number: I Choose...
AS Procedure: j

lllustration 57: Standing/Predefined Liquidity Transfer Order — new/edit screen

Standing/Predefined Liquidity Transfer Order

Order Reference Enter the unique reference for the Liquidity Transfer Order the user
wants to search. The Order Reference must not start or end with
a space.
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Reference for error message [ |:

I DCC4075

This field is mandatory in create mode.
This field is read-only in edit mode.

Required format is: max. 16x characters.

Valid From Enter the opening date of the Liquidity Transfer Order or use the
calendar icon.

Reference for error message [ |:
I DCC4120
I DCU4010
I DCU4140
I DCuU4141
I DCU4201

This field is mandatory in create mode and it must be equal to or
later than the current business date.

In edit mode, if the date is equal to or lower than the current
business date, this field is read-only.

Required format is: Date.

Valid To Enter the closing date of the Liquidity Transfer Order or use the
calendar icon.

The “valid to” date, when present, must be equal to or greater than
the current date and equal or greater than the “Valid From” date.

Reference for error message [ 1:
I DCC4121
I DCU4010
I DCU4130
I DCU4201

Required format is: Date.

Amount Enter the amount of the Liquidity Transfer Order.
Reference for error message [ |:
I DCC4091

I DCC4092
I DCC4093
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I DCC4800
I DCU4092
I DCU4093
I DCU4800

This field is mandatory if Order Type is "Standing" or “Predefined”
and “All Cash” is set to “No”. It is disabled and empty otherwise.

Required format is: Amount.

Currency Shows the currency code associated with RTGS systems.
The currency field is read-only.

This field is dependent on and shown after the choice of the
selected Debited Cash Account Number.

Dedicated Amount Select whether the liquidity transfer order transfers a dedicated
amount stemming from a specific business event triggering the
liquidity transfer order.

This field can only be used when a T2S Account is selected.

Reference for error message [ ]:
I DCC4082
I DCC4091
I DCC4092
I DCC4093
I DCU4082
I DCU4091
I DCU4092
I DCU4093

All Cash Select whether the liquidity transfer order transfer any remaining
liquidity on the debit cash account.

This field can only be used when a T2S Account is selected.

Reference for error message [ 1
I DCC4082
I DCC4091
I DCC4092
I DCC4093
I DCU4082
I DCU4091
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I DCU4092
I DCU4093

Order type Select the classification for the Liquidity Transfer Order from the
possible values:

I Predefined
I Standing
I Rule-Based Floor

I Rule-Based Ceiling

Reference for error message [ |:
I DCC4202
I DCU4202
I DCU4095
I DCC4095

This field is mandatory.

Event Type Select the event type code that trigger the Liquidity Transfer Order.

The field displays the subset of allowed business events for the
setup of liquidity transfer orders.

Reference for error message [ |:
I DCC4081
I DCC4200
I DCC4210
I DCU4081
I DCU4200
I DCU4210

The field is blank and disabled if one between the ‘Execution Time’
and AS Procedure” is filled in.

This field depends on the selected debited cash account number.
This field is only allowed for "Standing" and “Predefined” Order
Types. It is disabled and empty otherwise.

Execution Time Enter the Execution Time that trigger the Liquidity Transfer Order.

The field is blank and disabled if one between the ‘Event Type’
and AS Procedure” is filled in
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Creditor Account
Type

Creditor Cash
Account Number

Debited Cash
Account Number

This field is only allowed for "Standing" and “Predefined” Order
Types and if the Debited Account is T2S DCA or T2S CB Account.
It is disabled and empty otherwise.

Select the creditor account type. Possible values:
I Cash Account

I External RTGS Account

This field is mandatory in create mode.

This field is read only in edit mode.

Enter or select the number of the Creditor Cash Account.

Reference for error message [ ]:

I DCC4078

I DCC4079

I DCC4080

I DCC4185

I DCC4203

I DCU4185

I DCU4203

This field is mandatory in create mode.
This field is read only in edit mode.

Required format is: max. 34x characters.

Enter or select the number of the Debtor Cash Account.

The debited cash account can be chosen also among the ones for
which the Party of user is co-manager.

Reference for error message [ |:
I DCC4069
I DCC4070
I DCC4071
I DCC4082
I DCC4185
I DCC4203
I DCU4082
I DCU4185
I DCU4203

This field is mandatory in create mode.
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This field is read only in edit mode.

Required format is: max. 34x characters.

AS Procedure Select the Ancillary System Procedure. Possible values:
I Procedure C automated
I Procedure C manual

I Procedure D automated

Reference for error message [ |:

I DCC4201

I DCU4201

This field is only allowed for CLM and RTGS debited account.

This field is only allowed for "Standing" and “Predefined” Order
Types. It is disabled and empty otherwise.

AS Standing Order Data

Only visible for Liquidity Transfer Order when the AS Procedure D is selected.

Creditor BIC Enter or select the creditor BIC related to the Ancillary System
Technical Account.

Reference for error message [
I DCC4072
I DCC4073

Required format is: BIC.

ASTN Creditor Enter the creditor Ancillary System Technical Account.
Account Required format is: max. 34x characters.
Debtor BIC Enter or select the debtor BIC related to the Ancillary System

Technical Account.

Reference for error message [ 1
I DCC4073

I DCU4073

Required format is: BIC.

ASTN Debtor Enter the debtor Ancillary System Technical Account.
Account Required format is: max. 34x characters.
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Submit

This function enables the user to create or edit a Liquidity Transfer

Order.

Reference for error message [ 1

I DCC4001
I DCC4069
I DCC4070
I DCC4075
I DCC4078
I DCC4079
I DCC4080
I DCC4081
I DCC4082
I DCC4085
I DCC4090
I DCC4091
I DCC4092
I DCC4093
I DCC4120
I DCC4121
I DCC4185
I DCC4200
I DCC4201
I DCC4202
I DCC4210
I DCC4800
I DCU4001
I DCU4003
I DCU4010
I DCU4030
I DCU4081
I DCU4082
I DCU4090
I DCU4091
I DCU4092
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Reset

Cancel

I DCU4093
I DCU4130
I DCU4140
I DCU4141
I DCU4200
I DCU4201
I DCU4202
I DCU4210
I DCU4800
I DCD4095
I DCU4095

This function enables the user to set all fields to default value and

blanks out all optional fields.

This function enables the user to cancel the process and return to

the previous screen.

2.3.3 Access Rights Management

2.3.3.1 Users — Search/List Screen

Context of This screen enables the user to display a list of Users matching the entered

Usage criteria.
This screen contains a number of search fields. By inputting the relevant data,
you can search for users. The search results will be displayed in a list, which is
sorted by the values of the ‘Login Name’ column in ascending order (default
setting). After selecting an entry, you can proceed further by clicking on the
buttons below.

Screen I Common >> Access Rights Management >> Users >> Search

Access

Privileges To use this screen, the following Privileges are needed [']:

I System user query

I Delete user

All rights reserved.
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USER LIST

Status:

Login Name:

System User Reference:

Parent BIC:

Party Type:

Active

Choose BIC

All

Name:

Lockout:

Party BIC:

Al

NCBXITRROO1

Active:
Active
Active
Active
Active
Active
Active

Total rows: 7

Illustration 58: User — search/list screen

NBIT NCB 2
N8ITNCB 2
N8ITNCB A
NBIT NCB 2
NEITNCE L
N8ITNCB L
NBIT User [

Administra
NSIT NCB
Administra
N8IT NCB
User1 for I
User2 for b
N8IT User

NBIT-NCB-
N8IT NCB
N8IT-NCB-
N8ITNCB
NEIT-NCE-
N8IT-NCB-
N8IT User

0001-01-0"
0001-01-0°
0001-01-0°
0001-01-0°
0001-01-0°
0001-01-0°
0001-01-0°

TCSOTCS:
TCSOTCS0!
TCSOTCS0;
TCSOTCS:
TCSOTCS0:
TCSOTCS0!
TCSOTCS0;

BIC
NCBXITRF
NCBXITRF
NCBXITRF
NCBXITRF
NCBXITRF
NCBXITRF
NCBXITRF

NCB of N8IT
NCB of N8IT
NCB of N8IT
NCB of N3IT
NCB of N8IT
NCB of N8IT
NCB of N8IT

National Central B:
National Central Bi
National Central Bi
National Central Bi
National Central Bi
National Central Bi
National Central B:

v
)
o
o
o

Edit
Delete
Restore
Details
Revisions

User Certificate DN Links
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Fields Users - Search Criteria

Description
Status

Login Name

Name

System User
Reference

Lockout Status

Parent BIC

Party BIC

All rights reserved.

Select the status of the user from the possible values:
I All

I Active (default value)

I Deleted

Reference for error message [ |
I DRD7003
I DRD7004

Enter the login name of the user.

Reference for error message [ |:
I DRD7002

Required format is: max. 35x characters.

Enter the name of the user.

Required format is: max. 127x characters.

Enter the system user reference associated to the user.

Reference for error message [ 1:
I DRD7005

Required format is: max. 35x characters.

Select the lockout status of the user from the possible values:
I All (default value)

I Yes
I No

Enter or select the parent BIC of the party related to the user.

Reference for error message [ |:
I DRD7007

Required format is: max. 11x characters.

Enter or select the BIC of the party related to the user.

Reference for error message [ |
I DRD7007

Required format is: max. 11x characters.
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All rights reserved.

Party Type

Select the type of party related to the user from the possible
values:

I All (default value)

I Service operator

I Payment bank

I Ancillary System

I National Central Bank (NCB)
I Central Securities Depository
I CSD Participant

I External CSD

Status

Login Name

Name

System User
Reference

Lockout Status
since

Lockout Status

Parent BIC

Shows the status of the user.

Reference for error message [ 1
I DRD7003
I DRD7004

Shows the login name of the user.

Reference for error message [ |:
I DRD7002

Shows the name of the user.

Shows the system user reference associated to the user.

Reference for error message [ |
I DRD7005

Shows the date and time from which the user is locked out of the
system or the date and time from which the user is locked in again.

Displayed format is: DateTime.
Shows the lockout status of the user.

Shows the parent BIC of the party related to the user.

Reference for error message [ |:
I DRD7007
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Party BIC Shows the BIC of the party related to the user.

Reference for error message [ |:
I DRD7007

Party Short Name  Shows the short name of the party related to the user.

Party Type Shows the party type of the party related to the user.
Search This function enables the user to start a search according to the

entered criteria.
If the search retrieves a single record, the details screen is

displayed directly.

Reset This function enables the user to set default search criteria and
blanks out all optional criteria.

New This function enables the user to create a new system user.

Edit This function enables the user to edit the details of the selected
system user.

If the status of the selected user is already set to ‘Deleted’, this
function is not available.

Delete This function enables the user to delete the selected system user,
after confirmation.

If the status of the selected user is already set to ‘Deleted’, this
function is not available.

Reference for error message [ |:
I DRD7001
I DRD7003
I DRD7008

Details This function enables the user to display the details of the selected
system user.
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Restore This function enables the user to restore a previously deleted
system user. If the status of the selected user is already set to
‘Active’, this function is not available.

Reference for error message [ 1
I DRD7001
I DRD7002
I DRD7003
I DRD7004
I DRD7005
I DRD7007
I DRD7008

User Certificate This function enables the user to access the User certificate
Distinguished distinguished name links screen for the selected user.
Name Links

Revisions This function enable the user to access the Revisions — Select/List
screen related to the selected User.

2.3.3.2 User — Details Screen

Contextof  Thjs screen displays detailed information on the selected user. It is possible to

Usage check the data and proceed further by clicking on the buttons below.

Screen I Common >> Access Rights Management >> Users >> Users — search/list screen
Access >> Click on the search and/or details button

Privileges To use this screen, the following Privileges are needed [/ ]:

I System user query
I Delete user
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Screenshot w- Rgh mmm LE
USER DETAILS
Name: 40JOS BANK System User Reference:
° User Certificate Distinguished
lllustration 59: User — details screen
Fields
Description User

All rights reserved.

Status

Login Name

User Name

System User
Reference

Lockout Status
since

Lockout Status

Parent BIC

Party BIC

Shows the status of the user.

Reference for error message [ |:
I DRD7003
I DRD7004

Shows the login name of the user.

Reference for error message [ 1:
I DRD7002

Shows the name of the user.

Shows the system user reference associated to the user.

Reference for error message [ |:
I DRD7005

Shows the date and time from which the user is locked out from
the system or the date and time from which the user is locked in
again according to the lockout status shown in the ‘Lockout
Status’ field.

Shows the lockout status of the user.

Shows the parent BIC of the party related to the user.

Reference for error message [ 1
I DRD7007

Shows the BIC of the party related to the user.
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Reference for error message [ 1:
I DRD7007

Party Short Name Shows the short name of the party related to the user.

Party Type Shows the party type of the party related to the user.
Edit This function enables the user to edit the details of the selected

system user.

If the status of the selected user is already set to ‘Deleted’, this
function is not available.

Delete This function enables the user to delete the selected system user,
after confirmation. If the status of the selected user is already set
to ‘Deleted’, this function is not available.

Reference for error message [ 1
I DRD7001
I DRD7003
I DRD7008

Revisions This function enables the user to display the revisions of the
selected CRDM user.

Restore This function enables the user to restore a previously deleted
user. If the status of the selected user is already set to ‘Active’,
this function is not available.

Reference for error message [
I DRD7001
I DRD7002
I DRD7003
I DRD7004
I DRD7005
I DRD7007
I DRD7008

User Certificate This function enables the user to access the User certificate
Distinguished distinguished name links screen for the selected user.
Name Links

All rights reserved. Page 230



/S BANCADITALIA  BANCODEESPANA

BANQUE DE FRANCE H

Evrosistema Common Reference Data Management t t
DEUTSCHE - User Handbook a P g E

BUNDESBANK

EUROSYSTEM

services

2.3.3.3 User — New/Edit Screen

Context of
Usage

Screen
Access

Privileges

Screenshot

Fields
Description

All rights reserved.

The screen “User — New/Edit” enables the user to create a new User or to edit an
existing one. This screen enables also to lockout a user to enter the system and
removing the lockout. Locking out a user means that the “lockout” flag is selected
and a lockout timestamp is provided. Deleting a lockout means that the “lockout”
flag is deselected.

The screen has a slightly different behaviour depending on the function the user is
submitting.

I Common >> Access Rights Management >> Users >> New

I Common >> Access Rights Management >> Users >> Users — search/list
screen >> Click on the new or edit button
I Common >> Access Rights Management >> Users >> Users — search/list

screen >> Click on the search and/or details button >> User — details screen >>
Click on the edit button

To use this screen, the following Privileges are needed [’ ]:
I Create User
I Update User

USER NEW

Login Name: I usert L I User 1 of NCB

System User Reference: I USER1

Lockout: r Lockout From Date: yyyy-mm-dd Time:

000w

Parent BIC: I Choose BIC Party BIC: I Choose BIC }

Illustration 60: User — new/edit screen

User

Login Name Enter the login name of the user.

Reference for error message [ 1
I DRC7006
I DRU7008

This field is mandatory.
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Required format is: max. 35x characters.

Name Enter the name of the user.
This field is mandatory.

Required format is: max. 127x characters.

System User Enter the unique system user reference associated to the user.
Reference?

Reference for error message [ 1:

I DRC7007

I DRU7005

This field is mandatory.

Required format is: max. 35x characters.

Lockout From Shows the date since the user is locked out from the system.
The field is a timestamp, represented by two different but related
fields (Date and Time). Only timestamp greater than system
timestamp can be inserted. When “lockout” is selected, the
system shows the system date, but the user can change it. When
lockout is deselected, this field is read-only and empty.

Required format is: DateTime.

Lockout Select the lockout status. When the select field is selected the
user cannot log into the system as from the date specified in the
‘Lockout Status since’ field.

Parent BIC Enter or select the parent BIC of the party related to the user.

Reference for error message [ 1

I DRC7005

This field is mandatory in create mode.
This field is read-only in edit mode.

Required format is: max. 11x characters.

Party BIC Enter or select the BIC of the party related to the user.

Reference for error message [ ]:

I DRC7005

This field is mandatory in create mode.
This field is read-only in edit mode.

Required format is: max. 11x characters.

2 This field is used for addressing inbound messages and files (see also CRDM UDFS — 3. Catalogue of Messages).
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Buttons

Submit This function enables the user to create or edit a User according to
the information filled in the fields.

Reference for error message [ 1:
I DRC7001
I DRC7005
I DRC7006
I DRC7007
I DRU7001
I DRU7003
I DRU7005
I DRU7008

Cancel This function enables the user to cancel the creation or the edit
action.

Reset This function enables the user to set all fields to default value and
blanks out all optional fields. This function restores the situation
shown at opening of the page.

2.3.3.4 Certificate Distinguished Names — Search/List Screen

Context of
Usage

Screen
Access

Privileges

All rights reserved.

This screen enables the user to display a list of Certificate Distinguished Names
matching the entered criteria.

This screen gives also the possibility to update, delete and restore a selected
Certificate Distinguished Name (only active items can be deleted or updated,
only deleted items can be restored) and to show Revisions and Audit trail of a
selected one.

Finally, it is possible to create a new Certificate Distinguished Name.

The Certificate Distinguished Names are visible to all the users with no
datascope restriction.

I Common >> Access Rights Management >> Certificate Distinguished Names
>> Search

To use this screen, the following Privileges are needed [’ ]:
I Certificate query
I Delete certificate distinguished name
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Screenshot =3 b
Status: Active G Certificate Distinguished Name:
Status = Certificate Distinguished Name ¥ =
Active onginator-an-Mo2 a
Active onginator-an-Mmo4
Active onginator-an-mos
Active oniginator-an-mos8
Active originator-an-M10
Active originator-gn-o-Ti01 (;\
Active originator-dn-fi01
s e ]
o s O
— O
e T . O
lllustration 61: Certificate Distinguished Names — search/list screen
Fields Certificate Distinguished Names - Search Criteria
Description

Status Select the status of the Certificate Distinguished Names from the

possible values:
I All

I Active (default value)

I Deleted

Reference for error message [ |:
I DRDA0O3

| DRDA004

This field is mandatory.

Certificate Enter the Distinguished Name of the Certificate you want to
Distinguished Name search.

Reference for error message [ |
I DRDA002

Required format is: max 256x characters (UTF-8 except >’, ‘<’,
‘&’).

Certificate Distinguished Names - List

Status Shows the status of the Certificate Distinguished.
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Reference for error message [ ]
I DRDA003
I DRDA004
Certificate Shows the Distinguished Name of the Certificate.

Distinguished Name

Reference for error message [ 1:
| DRDA002

Search

Reset

New

Edit

Delete

Restore

All rights reserved.

This function enables the user to start a search according to the
criteria entered. The results are displayed in a list on the same
screen.

This function enables the user to set default search criteria and
blanks out all optional criteria.

This function enables the user to create a new user certificate
distinguished name.

This function enables the user to update an active certificate
distinguished name

This function enables the user to delete the selected certificate
distinguished name, after confirmation.

Reference for error message [ |:
| DRDA001
| DRDA003
I DRDAO10

This function enables the user to restore a previously deleted
certificate distinguished name.

If the status of the selected certificate distinguished name is already
set to ‘Active’, this function is not available.

Reference for error message [ |:
I DRDAOO1
I DRDA002
I DRDA004
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Revisions This function enables the user to display the revisions of the selected
certificate distinguished name.

User Certificate  This function enables the user to display the user certificate
Distinguished distinguished name links.
Name Links

2.3.3.5 Certificate Distinguished Names — New/Edit Screen

Contextof  The screen “Certificate Distinguished Name — New/Edit” enables the user to

Usage create a new Certificate Distinguished Name or to update an existing active one.
As far as the update is concerned, the users can only update the case of the
letters of the existing DN: the existing DN cannot be amended in the content
(changing the existing values, space included) but only changing lowercase
letters in uppercase ones or the other way around.

icreen I Common >> Access Rights Management >> Certificate Distinguished Names

ccess >> Certificate distinguished names — search/list screen >> Click on the new
button
I Common >> Access Rights Management >> Certificate Distinguished Names
>> New
I Common >> Access Rights Management >> Certificate Distinguished Names
>> Certificate distinguished names — search/list screen >> Click on the edit
button

Privileges To use this screen, the following Privileges are needed [']:

I Create Certificate Distinguished Name

I Update Certificate Distinguished Name

Screenshot ) & ) conmon ) s g managenen ) certteosingushed ames ) Quseach ) +ew | F
CERTIFICATE DISTINGUISHED NAME NEW

(=)
O
0 -
Qo

lllustration 62: Certificate Distinguished Names — new/edit screen

Fields

Description
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Buttons

Certificate
Distinguished
Name

Certificate Distinguished Names

Enter the distinguished name of the certificate you want to create.

Reference for error message [ ]
I DRCA002

I DRUA00O2

I DRUA0O3

The field is mandatory.

Required format is: max 256x characters (UTF-8 except >', ‘<,
l&!).

Submit

Cancel

Reset

This function enables the user to create a new certificate
distinguished name or to update an existing active one according
to the information entered in the fields.

Reference for error message [ |:
I DRCA001
I DRCA002
I DRUA0O1
I DRUA002
I DRUA003

This function enables the user to cancel the process and return to
the previous screen.

This function enables the user to set all fields to default value and
blanks out all optional fields.

2.3.3.6 User Certificate Distinguished Name Links — Search/List Screen

Context of
Usage

All rights reserved.

This screen enables the user to display a list of User Certificate Distinguished
Name Links matching the entered criteria. A User Certificate Distinguished
Name Link is a Link between a User and a Certificate Distinguished Name.

The search results will be displayed in a list, which is sorted by the values of the
‘Login Name’ column in ascending order (default setting).

This screen gives also the possibility to delete and restore a selected User
Certificate Distinguished Name Link.

Page 237



IB BANCA D'ITALIA  BANCODEESPANA
[ At Eurosstoma Common Reference Data Management

BANQUE DE FRANCE H DEUTSCHE - User Handbook
BUNDESBANK

BUROSYSTEME EUROSYSTEM

targ

€C

services

Screen I Common >> Access Rights Management >> User Certificate Distinguished

Access Name Links >> Search

I Common >> Access Rights Management >> Users >> Users — search/list

screen >> Click on the user certificate distinguished name links button

I Common >> Access Rights Management >> Users >> Users — search/list
screen >> Click on the search and/or the details button >> User — details screen
>> Click on the user certificate distinguished name links button

I Common >> Access Rights Management >> Certificate Distinguished Names

>> Certificate distinguished names — search/list screen >> Click on the user

certificate distinguished name links button

Privileges To use this screen, the following Privileges are needed [/ ]:

I Delete User Certificate Distinguished Name Links
I User Certificate Distinguished Name Links Query

Screenshot

USER CERTIFICATE DISTINGUISHED NAME LINK

&L S

Status: Active j

Login Name: Certificate Distinguished Name:

=

Active C7FR PBKO4 USER originator-dn-fir-r

Active C7FR PBKOZ USER originator-dn-frr-ir

Active C7FR PBKO6 USER originator-dn-fir-r

Active C7FR PBKO8 USER originator-dn-frr-ir

Active C7FR PBK10 USER originator-dn-fir-r

Active C7FRPBK14 USER originator-dn-frr-ir

Active C7FR PBK15 USER originator-dn-fir-r

Active C7FR PBK12 USER originator-dn-frr-ir

Active C7FRPBK17 USER originator-dn-fir-r

Active C7FR PBKD2 USER originator-dn-frr-ir

Active C7FR PBKD3 USER originator-dn-fr-r

Active N1AR NCB User3 DN Test for Consolidation 2
Active N1AR NCB User3 Certificate Distinguished Name TEST CRDM IT01

No Yes =

No
No
No
No
No
No
No
No
No
No
No
No

Active PMBK207USER C=IT, O=Banca d'talia/00950501007, SERIALNUMBER=TINIT-CCOMRAIBAO7B429M, CN=CC  No

<l

Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
No.

No

L

0000w

Total rows: 1371

lllustration 63: User Certificate Distinguished Name Links — search/list screen

Fields
Description

All rights reserved.

3

Delete
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User Certificate Distinguished Name Links - Search Criteria

Status Select the status of the User Certificate Distinguished Name Links
from the possible values:

I All
I Active (default value)

I Deleted

Reference for error message [ 1
I DRD0002
I DRD0007

Login Name Enter the Login Name of the user to be searched.

If user accesses this screen via the users — search/list or user —
details screen, this field is already filled in.

Reference for error message [ |
I DRD0003
I DRD0005

Required format is: max. 35x characters.

Ceritesin Enter the Certificate Name of the user to be searched.

Distinguished Name ,ser accesses this screen via the certificate distinguished names
— search/list screen, this field is already filled in.

Reference for error message [ |

I DRD0004
I DRD0005
Required format is: max 256x characters (UTF-8 except >, ‘<,
l&!)-
User Certificate Distinguished Name Links - List
Status Shows the status of the User Certificate Distinguished Name Link.

Reference for error message [ 1
I DRD0002
I DRD0007
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Login Name Shows the Login Name of the user.
Reference for error message [ |:
I DRD0003
I DRD0005
Certificate Shows the Distinguished Name of the certificate linked to the user.

Distinguished Name

Default

Main User

Reference for error message [ 1
I DRD0004
I DRD0005

Shows whether the displayed certificate is the default certificate
for the user.

Reference for error message [ 1:
I DRD0006

Shows if the certificate is the main certificate for the TIPS User.

This field is only relevant for TIPS.

Reference for error message [ |:
I DRD0008

e I

Search

Reset

New

Edit

Restore

All rights reserved.

This function enables the user to start a search according to the
entered criteria.

This function enables the user to set default search criteria and
blanks out all optional criteria.

This function enables the user to create a new link between an
existing User and an existing Certificate Distinguished Name.

This function enables the user to edit the selected link between
Users and Certificate Distinguished Names.

If the status of the selected User Certificate Distinguished Name
Link is already set to ‘Deleted’ this function is not available

This function enables the user to restore a previously deleted
User Certificate Distinguished Name Link.

If the status of the selected User Certificate Distinguished Name
Link is already set to ‘Active’, this function is not available.
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Reference for error message [ 1:
I DRD0001
I DRD0003
I DRD0004
I DRD0005
I DRD0006
I DRDO0OQ7
I DRD0008

Revisions This function enable the user to access the Display Revisions List
screen related to the selected link between Users and Certificate
Distinguished Names.

Delete This function enables the user to delete the selected User
Certificate Distinguished Name Link, after confirmation.

If the status of the selected User Certificate Distinguished Name
Link is already set to ‘Active’, this function is not available.

Reference for error message [ ]:
| DRD0001
I DRD0002

2.3.3.7 User Certificate Distinguished Name Link — New/Edit Screen

Context of
Usage

Screen
Access

All rights reserved.

This screen contains a number of fields regarding User Certificate Distinguished
Name Links. You can enter new data or edit existing ones. Afterwards you can
proceed further by clicking on the buttons below.

I Common >> Access Rights Management >> User Certificate Distinguished
Name Links >> New

I Common >> Access Rights Management >> User Certificate Distinguished
Name Links >> User certificate distinguished name links search/list screen >>
Click on the new button

I Common >> Access Rights Management >> Users >> Users — search/list
screen >> Click on the user certificate distinguished name links button >> User
certificate distinguished name links — search/list screen >> Click on the new
button

I Common >> Access Rights Management >> Users >> Users — search/list
screen >> Click on the search and/or the details button >> User — details screen
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>> Click on the user certificate distinguished name links button >> User certificate
distinguished name links — search/list screen >> Click on the new button
I Common >> Access Rights Management >> Certificate Distinguished Names
>> Certificate distinguished names — search/list screen >> Click on the user
certificate distinguished name links button >> User certificate distinguished name
links — search/list screen >> Click on the new button
Privileges To use this screen, the following Privileges are needed [ ]:
I Create User Certificate Distinguished Name Links
I Update User Certificate Distinguished Name Links
Screenshot L0 # ) common ) Acces g Management ) UserCoruicte Distingshed tome Uik -
USER CERTIFICATE DISTINGUISHED NAME NEW
Login Name: I
Def: |. | = I | . Ll
(+
° Rest
° Cancel
lllustration 64: User Certificate Distinguished Name Links — new/edit screen
Fields
Description User Certificate Distinguished Name Links

All rights reserved.

Login Name Enter or select the Login Name of the user that you want to link to
the certificate.

Reference for error message [ |

I DRC0002

I DRCO0003

I DRCO0005

This field is mandatory in create mode.

This field is read-only in edit mode.

Certificate Enter or select the Distinguished Name of the certificate that you
Distinguished want to link to the User.
Name

Page 242



IB BANCA D'ITALIA  BANCODEESPANA

Eucssions Common Reference Data Management t t
BANQUE DE FRANCE HDEUTSCHE - User Handbook a P g E

BUNDESBANK services

UROSYSTEME EUROSYSTEM

Reference for error message [ 1:

I DRC0004

I DRC0005
This field is mandatory in create mode.
This field is read-only in edit mode.

Default Select whether this should be the default certificate for the selected
User.

Reference for error message [
I DRC0006
I DRC0007

This field is read-only in edit mode.

Main User Select whether this should be the main certificate for the TIPS User.

Reference for error message [ |:

I DRUO0OO7
I DRUO0008
Submit This function enables the user to create or edit a User Certificate

Distinguished Name Link according to the information filled in the
fields.

Reference for error message [ |
I DRC0001
I DRCO0002
I DRCO0003
I DRC0004
I DRC0005
I DRCO0006
I DRCO0007
| DRUO001
I DRU0002
I DRUO007
I DRUO008
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Reset This function restores the situation shown at opening of the page.

Cancel This function enables the user to cancel the creation/editing action
and return to List page.

2.3.3.8 Roles — Search/List Screen

Context of This screen contains a number of search fields. By inputting the relevant data, you

Usage . . . o
9 can display a list of Roles matching the entered criteria. The search results are
displayed in a list. After selecting an entry, you can proceed further by clicking on
the buttons below.
Screen I Common >> Access Rights Management >> Roles >> Search
Access
Privileges To use this screen, the following Privileges are needed [ ]:
I Role List Query
I Delete Role
Screenshot oDEDETEEEYED X L)
ROLE
™ N T
Active T25 Operator 4E T25 Operator 4 Eyes T250 a @
Active T25 Operator 2E T25 Operator 2 Eyes T250
Active NCB Parly (old config) NGB Parly role (old configuration) T250 e o
Active T25 Role for TT and TA T25 Role for TT and TA (Read-only) T250
Active T25-SOPS access T25-SOPS access role plus seftlement day g T2S0 o Delete
Active NCB-AT(8) Role 1 Role for NCB-AT Range 8 (Alan) T250
Active PEx-AT(3) Role 1 Role for all NCE-AT PBs Range & (Alan) T280 O
Active Role NoCo-DE Role for NODE and CODE T280
Active HNoCo-ARM-Role HNoCo-ARM-Role T250 ° Revisions
2::: :i:zﬁ:_ac_L :E::ilﬂ::lﬁ::cmmm E.zg ° ST ED
Active OT-CRDM-2E OT-CROM-2E T250 hd
< >

Total rows: 122

Illustration 65: Roles — search/list screen
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Fields_ _ Roles — Search Criteria
Description

Status Select the status of the Role from the possible values:
1Al
I Active (default value)
I Deleted

References for error messages [ [:
| DRD6003

I DRD6044

Role Name Enter the name of the Role.

References for error messages [ [
I DRD6002

Required format is: max. 35x characters.

Role Description Enter the description of the Role.

Required format is: max. 127x characters.

Roles — List

Status Shows the status of the Role.

References for error messages [ |:
| DRD6003

I DRD6044

Name Shows the name of the Role.

References for error messages [ |:

I DRD6002
Description Shows the description of the Role.
System Entity Shows the system entity of the user who created the Role.
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Search

Reset

New

Edit

Delete

Restore

Revisions

Grant/Revoke
Privileges

Grant/Revoke Role

This function enables the user to start a search according to the
entered criteria.

This function enables the user to set default search criteria and

blanks out all optional criteria.
This function enables the user to create a new Role.

This function enables the user to edit the details of the selected
Role.

If the status of the selected Role is already set to ‘Deleted’, this
function is not available.

This function enables the user to delete the selected Role, after
confirmation.

If the status of the selected Role is already set to ‘Deleted’, this
function is not available.

References for error messages [ |
| DRD6001

I DRD6003
I DRD6050

This function enables the user to restore a previously deleted
Role.

If the status of the selected Role is already set to ‘Active’, this
function is not available.

References for error messages [ [
I DRD6001

I DRD6002
I DRD6044

This function enables the user to display the revisions of the
selected Role.

This function enables the user to be redirected to the
Grant/Revoke System Privileges screens.

This function enables the user to be redirected to the
Grant/Revoke Roles screens.
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2.3.3.9 Role — New/Edit Screen

Context of  Tpjs screen contains a number of fields regarding roles. You can enter new data

Usage or edit existing data. Afterwards you can proceed further by clicking on the buttons
below.

Screen I Common >> Access Rights Management >> Roles >> New

Access

I Common >> Access Rights Management >> Roles >> Search >> click on New
or Edit button

Privileges To use this screen, the following Privileges are needed [']:
I Create Role
I Update Role

Screenshot
T ) corrin ) e e ) ) Gzewcn ) e ] F
ROLE NEW

Role Name: I
Submit

Role Description: I
Reset

Cancel

000w

Illustration 66: Role — new/edit screen

Description

Role Name Enter the name of the Role.

References for error messages [ |
I DRC6006

I DRU6006
This field is mandatory.

Required format is: max. 35x characters.

Role Description Enter the description of the Role.
This field is mandatory.

Required format is: max. 127x characters.

Buttons
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Submit This function enables the user to create or edit a Role.

References for error messages [ [
I DRC6001

I DRC6006
I DRU6001
I DRU6003
I DRU6006

Reset This function enables the user to set all fields to default value and
blanks out all optional fields.

Cancel This function enables the user to cancel the process and return to
the previous screen.

2.3.3.10 Grant/Revoke System Privileges — Search Screen

Context of This screen contains a number of search fields. By inputting the relevant data,

Usage you can search for privileges granted to a role, party or user. You can proceed
further by clicking on the buttons below. This screen’s behaviour varies slightly
depending on the user accessing it. If the user belongs to a CSD Participant,
External CSD, Ancillary System or Payment Bank party the Party blocks will
show the ‘Intra-party’ and ‘Cross-party’ options, which allow to review the
privileges granted to their own party or to grant privileges to other parties within
their own system entity, respectively. In all other cases, the Party blocks will
show the ‘Intra-system entity’ and ‘Cross-system entity’ options, which allow to
grant privileges to parties within and outside of the user's system entity,
respectively.

Screen I Common >> Access Rights Management >> Grant/Revoke System Privileges
Access

Privileges To use this screen, the following Privilege is needed [/ ]:
I Privilege query
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for NCB under NBIT | 2025-04.04 14:18:58] » ? Help |» & Logout
0iJIUzITN3 Business Date: 2023-04-05 Stage: IAC version: 2.0.6
000 BIC: NCEATTRRGOT

Screenshot =]

GRANT/REVOKE SYSTEM PRIVILEGES

Role

Role name: v

Intra-System Entity Parties

ntra-Party Parent BIC: NCBXITRROO! Intra-Party Party BIC: Choose BIC

Cross-System Entity Parties

Cross-Party Parent BIC. Choose BIC Cross-Party Party BIC Choose BIC

User

lllustration 67: Grant/Revoke System Privileges — search screen

Fields Grant/Revoke System Privileges — Search Criteria
Description
Role
Role Name Select the name of the role.

If the corresponding option is selected, the field is enabled and
mandatory, otherwise it is not available.

Required format is: max. 35x characters.
Intra-System Entity Parties/Intra-Party

Parent BIC Shows the parent BIC of the user’s system entity.

If the corresponding option is selected, the field is enabled and
mandatory, otherwise it is not available.

Required format is: max. 11x characters.

Party BIC Enter the BIC of the party.

If the corresponding option is selected, the field is enabled and
mandatory, otherwise it is not available.

Required format is: max. 11x characters.

Cross-System Entity Parties/Cross-Party
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Parent BIC Enter the Parent BIC of grantee party.
Required format is: 11 characters.

If the corresponding option is selected, the field is enabled and
mandatory, otherwise it is not available.

Party BIC Enter the BIC of grantee party.
Required format is: 11 characters.
If the corresponding option is selected, the field is enabled

and mandatory, otherwise it is not available.
User

Login Name Enter or select the login name of the user.

Required format is: max. 35x characters.
If the corresponding option is selected, the field is enabled

and mandatory, otherwise it is not available.

Search This function enables the user to start a search according to the
Buttons

filled in criteria.

If you select Cross-System Entity Parties/Cross-Party radio button,
you will be directed to the grant/revoke cross-system entity object
privilege — new/edit screen. If you select any other radio button, you
will be directed to grant/revoke system privilege — new/edit screen
If no option is selected, this function is not available.

Display This function enables the user to display the details according to
the filled in criteria.

If you select Cross-System Entity Parties/Cross-Party radio button,
you will be directed to the grant/revoke cross-system entity object
privilege — details screen. If you select any other radio button, you
will be directed to grant/revoke system privilege — details screen If
no option is selected, this function is not available.

2.3.3.11 Grant/Revoke System Privilege — Details Screen

Sontext of This screen displays detailed information on all system privileges granted to a
sage specific role. You can check the data and proceed further by clicking on the
buttons below.
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Screen I Common >> Access Rights Management >>Grant/Revoke System Privileges
Access . . .
Grant/Revoke System Privileges — search screen >> Click on the display button
Privileges To use this screen, the following Privilege is needed [/ ]:
I Granted system privileges list query
Screenshot =

All rights reserved.

SYSTEM PRIVILEGES DETAILS

Party Administrator

[ Access Rights Management
[ Static Data Queries

lllustration 68: Grant/Revoke System Privileges — details screen
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Fields Role <Role Name> OR Party <Parent BIC + BIC> OR

Description

Name

Privilege Name

Deny Option

4-Eyes Option

Administration
Option

Object

User <User Login Name>

Shows the privileges related to the selected group.
All the privileges have been grouped according to their name.

If the user expands the group, the privilege names will be shown

Shows the privileges related to the selected group.

If the privilege type is ‘Object’, the privilege name and the field are
highlighted.

Privilege names are shown if you expand the group
Shows whether the system privilege is explicitly denied.

Shows whether the 4-eyes mode is required in order to perform the
activity linked to the system privilege or not

Shows whether the grantee is allowed to grant the same privilege
to another role of the same party or not.

If the privilege type is ‘Object’, this field contains a button allowing
the user to display the objects on which the privilege has been
applied.

<expand group>

<close group>

Object Privilege

This function enables the user to show all the privileges related to
the group.

This function enables the user to hide all the privileges related to
the group.

This function enables the user to display the objects on which the
privilege has been applied.

2.3.3.12 Grant/Revoke System Privilege — New/Edit Screen

Context of This screen contains a number of fields regarding system privileges. User can

Usage

grant new system privileges to roles, parties or users, or revoke those that have

been previously granted. The screen shows two lists:

I on the left side, the list of all privileges the user can see that have not been
granted to the specified grantee item.

I on the right side, the list of privileges that have been granted to the specified

grantee item.

All rights reserved.
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Screen
Access

Privileges

Afterwards you can proceed further by clicking on the buttons below.

I Common >> Access Rights Management >>Grant/Revoke System Privileges
Grant/Revoke System Privileges — search screen >> Click on the search button

I Common >> Access Rights Management >> Roles >> Roles — search/list
screen >> Click on the grant/revoke privilege button

To use this screen, the following Privileges are needed [’ ]:
I Grant Privilege

I Revoke Privilege

I Granted System Privileges List Query

2@, @& Common Access Rights Management Grant/Revoke System Privileges Q, search + New
Screenshot

Fields

Description

GRANT / REVOKE SYSTEM PRIVILEGES

Party Administrator

[ [ Jwame B s Q| teme [ Dew | 4Eves | Aome | Obect |

[E O Access Rights Management [ O Access Rights IManagement
B O Access Rights Queries - B O static Data Queries
@ O Billing Configuration

E O Biling

E O Bsiling Queries

[E O cash Management

B O cLm

B O cCashAccount Data Management

B O T2% Dedicated Cash Account Data Queries
[E O Dynamic Data Queries

E O pwH

B O ECONS Privileges

[E O General Configuration Parameters

[F O message Management

B O mpPL

B O MSA Data Queries

[E O Market-Specific Configuration

[E O message Subscription Queries

[ O Message Subscription

[E O Network Configuration

[E O Network Configuration Queries

B O other

@ O Party Data Management -

lllustration 69: Grant/Revoke System Privileges — new/edit screen

Role <Role Name> OR Party <Parent BIC + BIC> OR

User <User Login Name>

Current not Granted Privileges

Group Name Shows the full list of all group names related to the currently not
granted privileges.
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Privilege Name

Group Name

Privilege Name

Deny

4-Eyes

Administration
option

Object

Shows the names of not currently granted privileges.

Reference for error message [ |:
I DRGP001
I DRGP002
I DRGPO013

Current Granted Privileges

Shows the full list of all group names related to the currently granted

privileges.

Shows the names of the currently granted privileges.

If the privilege type is set to ‘Object’, the privilege name and the field

are highlighted.

Shows whether the system privilege is explicitly denied or not.

Shows whether the 4-eyes mode is required in order to perform the

activity linked to the system privilege or not.

Shows whether the grantee is allowed to grant the same privilege

to another role of the same party or not.

If the privilege type is ‘Object’, this field contains a button allowing

the user to display the objects on which the privilege has been

applied.

Input Additional Data (data input prompt)

Select if the system privilege is explicitly denied.

Deny Option

4-Eyes Option

Administration
Option

Reference for error message [
I DRGPO17

Select if the 4-eyes mode is required to perform the activity linked

to the system privilege.

Reference for error message [ |:
I DRGPO018

Select if is required to allow the grantee to grant the same privilege

to another role of the same party.
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Grant This function enables the user to grant the selected privileges to
the role.

The function opens the ‘Input Additional Data’ prompt to specify
additional information.

Revoke This function enables the user to revoke the selected privileges
from the role by moving them from the ‘Granted’ list to the ‘Not
Granted’ list.

<expand group> This function enables the user to show all the privileges related to
the group.

<close group> This function enables the user to hide all the privileges related to
the group.

Object Privilege This function enables the user to display the objects on which the
privilege can be applied.
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Submit (Input
additional data)

Close (Input

additional data)

This function enables the user to move the selected privileges
from the ‘Not Granted’ list to the ‘Granted' list inserting the
additional information to privileges.

Reference for error message [ 1
I DRGP001
I DRGP002
I DRGP004
I DRGPO005
I DRGP006
I DRGP0O07
I DRGP008
I DRGP009
I DRGP010
I DRGP0O11
I DRGP012
I DRGP013
I DRGP014
I DRGP015
I DRGP016
I DRGP017
I DRGP018
I DRGP019
I DRGP020
I DRGP021
I DRGP022
I DRRP0O0O1
I DRRP0O03
I DRRP004
I DRRP0O05
I DRRP0O06
I DRRPOO7

This function enables the user to close the Input additional data
pop-up and no operations are performed.
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2.3.3.13 Grant/Revoke Cross-System Entity Object Privilege - Details Screen

Context of
Usage

Screen
Access

Privileges

Screenshot

Fields
Description

All rights reserved.

This screen displays detailed information on (the selected) object privileges to
be granted or revoked in cross-system entity mode. You can check the data and
proceed further by clicking on the buttons below. Only directly assigned
privileges are available for cross-system entity object privilege granting. You can
check the data and proceed further by clicking on the buttons below.

I Common >> Access Rights >> Grant/Revoke System Privileges >>
Grant/Revoke System privileges — search screen >> Click on the cross system
entity or cross party radio button and then click on display button

To use this screen, the following Privileges are needed [ ]:
I Granted Object Privileges List Query

(o] % 3 common ) Accons g Mansgement ) _GranuRevoke e Prvieges. 9 Q@ Search @ Deate =
GRANT/REVOKE CROSS-SYSTEM ENTITY OBJECT PRIVILEGE DETAILS
Privilege Category | Parcy Daa Management v Priviiege Name: POM_CreateParty v
Q. Check X Ress

Mo Rows To Show

lllustration 70:Grant/Revoke Cross-System Entity Object Privilege — Details Screen

Party <Parent BIC + Party BIC>

Privilege Category Select the name of the group the privilege belongs to.

Privilege Name Select the name of the granted privilege

Object Privileges

Secured Element  Shows the element type of the object privilege.

Type

Object/Group Shows the technical identification of the secured group or the
object identification, i.e. parent BIC and BIC, security account
number, cash account number, ISIN.

Deny Option Shows whether the object privilege is explicitly denied or not.
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4-Eyes Option Shows whether the 4-eyes mode is required in order to perform
the activity linked to the object privilege or not.

Administration Shows whether the party administrator of the grantee party is

Option allowed to grant the same privilege to other parties or not. If not,
the privilege can be granted only to users and roles of the same
party.

Check When the user clicks on this button, the system checks if the
selected system privilege has been already directly granted to
the grantee (privileges assigned via role are not available for
cross-system entity object privilege assignment). In case of
positive result, the system shows the list of objects privileges.
Otherwise, no object privileges can be granted. You can only
change ‘privilege category’ and ‘privilege name’ and execute a
new check.

Reset This function enables the user to set ‘Privilege category’ and
‘Privilege name’ fields to the initial blank value. The object
privilege panel is reset accordingly

2.3.3.14 Grant/Revoke Cross-System Entity Object Privilege — New/Edit Screen

Context of
Usage

Screen
Access

Privileges

All rights reserved.

This screen contains a number of fields regarding granting and revoking object privileges
in cross-system entity mode, which is available only on directly assigned privileges. You
can enter new data or edit existing data. Afterwards you can proceed further by clicking
on the button(s) below.

ICommon >> Access Rights >> Grant/Revoke System Privileges >> Grant/Revoke
System privileges — search screen >> Click on the cross system entity or cross party
radio button and then click on search button

To use this screen, the following Privileges are needed [ ]:

I Grant Privilege

I Revoke Privilege
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Grant/Revoke System Privileges

Screenshot 227 & ) common

GRANT/REVOKE CROSS-SYSTEM ENTITY OBJECT PRIVILEGE NEW

Party TCSOTCS0XXX - NCBXITRROO1

Privilege Category: I v Privilege Name: v

Illustration 71: Grant/Revoke Cross-System Entity Object Privilege — new/edit screen

Fields Party <Parent BIC + Party BIC>
Description

Privilege Category Select the name of the group the privilege belongs to.

Privilege Name Select the name of the granted privilege.
Reference for error message [ |
I DRGP001

I DRGP002
I DRRP001

Object Privileges

Secured Element  Shows the element type of the object privilege.

Type

Object/Group Shows the technical identification of the secured group or the
object identification, i.e. parent BIC and BIC, security account
number, cash account number, ISIN.

Deny Option Shows whether the object privilege is explicitly denied or not.

4-Eyes Option Shows whether the 4-eyes mode is required in order to perform
the activity linked to the object privilege or not.

Administration Shows whether the party administrator of the grantee party is

Option allowed to grant the same privilege to other parties or not. If not,

the privilege can be granted only to users and roles of the same
party.

Add/Remove Value

Secured Element  Select the element type of the object privilege from the possible
Type values:
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I System Entity

I Secured Group

I Party

I Security

I Party and its accounts
I Securities Account

I Cash Account

This field is mandatory.

Parent BIC Enter or select the parent BIC of the secured object party.

If the secured element type is set to ‘System Entity’, ‘Party’ or
‘Party and its accounts’ then this field is present and mandatory.
It is not present otherwise.

Reference for error message [ ]:
I DRGP010
I DRGPO013
I DRGP009

Required format is: 11 characters.

Party BIC Enter or select the party BIC of the secured object party.

If the secured element type is set to ‘System Entity’, ‘Party’ or
‘Party and its accounts’ then this field is present and mandatory.
It is not present otherwise.

Reference for error message [ [:
I DRGP010
I DRGP013
I DRGP009

Required format is: 11 characters.

ISIN Enter or select the ISIN of the secured object security.

If the secured element type is set to ‘Security’ then this field is
present and mandatory. It is not present otherwise.

Required format is: 12 characters.
Reference for error message [ |:
I DRGP0O10

I DRGP013
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Securities Account Enter or select the number of the secured object securities
Number account.

If the secured element type is set to ‘Securities Account’ then this
field is present and mandatory. It is not present otherwise.

Required format is: max. 35 characters.

Reference for error message [ |:

I DRGP010

I DRGP013
Cash Account Enter or select the number of the secured object cash account.
Number If the secured element type is set to ‘Cash Account’ then this field

is present and mandatory. It is not present otherwise.
Required format is: max. 34 characters.

Reference for error message [ [

I DRGPO010

I DRGPO013
Secured Group Enter the technical identification of the secured group
Identification identification. If the secured element type is set to ‘Secured

Group’ then this field is present and mandatory. It is not present
otherwise.

Required format is: numeric with max. 9 digits.
Reference for error message [ ]:

I DRGPO11

I DRGPO013

Deny Option Select whether the object privilege is explicitly denied or not.
Reference for error message [ [
I DRGPO17

4-Eyes Option Select whether the 4-eyes mode is required in order to perform
the activity linked to the object privilege or not.

Reference for error message [ ]:

I DRGP018
Administration Select whether the party administrator of the grantee party is
Option allowed to grant the same privilege to other parties or not. If not

selected, the privilege can be granted only to users and roles of
the same party.

Buttons
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Check When the user clicks on this button, the system checks if the
selected system privilege has been already directly granted to
the grantee (privileges assigned via role are not available for
cross-system entity object privilege assignment). In case of
positive result, the system shows the list of objects privileges.
Otherwise, no object privileges can be granted. You can only
change ‘privilege category’ and ‘privilege name’ and execute a
new check.

Add and Submit This function enables the user to add an item in the ‘Object
privilege’ list by granting the inserted object privilege.
Reference for error message [ |

I DRGPOO1
I DRGP002
I DRGP004
I DRGP005
I DRGP006
I DRGPO007
I DRGP008
I DRGP009
I DRGPO10
I DRGPO11
I DRGP012
I DRGPO013
I DRGPO16
I DRGPO17
I DRGPO018

Delete and Submit This function enables the user to delete the selected item from
the ‘Object privilege’ list and revokes it.

Reference for error message [ [:
I DRRP0O0O1
I DRRP002
I DRRP004
I DRRP005
I DRRP006
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Cancel This function enables the user to cancel the process and return
to the previous screen.

Reset This function enables the user to set ‘Privilege category’ and
‘Privilege name’ fields to the initial blank value. The object
privilege panel is reset accordingly

2.3.3.15 Grant/Revoke Object Privilege - Details Screen

Context of  Thjs screen displays detailed information on all the objects and secured groups to

Usage which a specific object privilege is applied. You can check the data.
This screen is not relevant for CSD patrticipant, payment bank and ancillary system
users.
icreen I Common >> Access Rights >> Grant/Revoke System Privileges >>
ccess

Grant/Revoke System privileges — search screen >> Click on the display button >>
Grant/revoke system privilege - details screen >> Click on the object privilege
button

Privileges To use this screen, the following Privileges are needed [»]:
I Granted Object Privileges List Query

:mmm M(esskr Management ) Gran/Revoke System Privileges stm @ Detais =
Screenshot -
GRANT/REVOKE OBJECT PRIVILEGE DETAILS
Secured Element Type = ObjectGroup = | Deny Option = | 4-Eyes Option = Aaminisiation Option =
Illustration 72: Grant/Revoke Object Privilege — Details Screen
Fields Role <Role Name>
Description

OR

Party <Parent BIC + Party BIC>
OR

User <User Login Name>

Privilege Category Shows the name of the group the privilege belongs to.

Privilege Name Shows the name of the granted privilege.
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Deny Option Shows whether the object privilege is explicitly denied or not.

4-Eyes Option Shows whether the 4-eyes mode is required in order to perform
the activity linked to the object privilege or not.

Administration If the grantee of the privilege is a user or a role, it shows whether
Option the grantee is allowed to grant the same privilege to another user
or role of the same party or not.

If the grantee of the privilege is a party, it shows whether the
party administrator of the grantee party is allowed to grant the
same privilege to other parties or not. If not, the privilege can be
granted only to users and roles of the same party

Object Privileges

Secured Element  Shows the element type of the object privilege.

Type

Object/Group Shows the technical identification of the secured group or the
object identification, i.e. parent BIC and BIC, security account
number, cash account number, ISIN.

Deny Option Shows whether the object privilege is explicitly denied or not.

4-Eyes Option Shows whether the 4-eyes mode is required in order to perform
the activity linked to the object privilege or not.

Administration If the grantee of the privilege is a user or a role, it shows whether

Option the grantee is allowed to grant the same privilege to another user

or role of the same party or not.

If the grantee of the privilege is a party, it shows whether the
party administrator of the grantee party is allowed to grant the
same privilege to other parties or not. If not, the privilege can be
granted only to users and roles of the same party.

2.3.3.16 Grant/Revoke Object Privilege - New/Edit Screen

Context of  Thjs screen contains a number of fields regarding object privileges granted to a
Usage . L
user, party or role. You can grant new object privileges or revoke those that have
been previously granted. Afterwards you can proceed further by clicking on the
buttons below. To grant a privilege at object level, the privilege must first be granted
at system level. After that you can specify the objects on which the privilege must
be applied.

All rights reserved. Page 264



/[ BANCADTTALIA  BANCODEESPANA

EUROSISTEN

BUNDESBANK

EUROSYSTEM

services

o Evrosistema Common Reference Data Management t t
BANQUE DE FRANCE HDEUTSCHE - User Handbook a P 9 E

Screen
Access

Privileges

Screenshot

Fields
Description

All rights reserved.

This screen is not relevant for CSD patrticipant, payment bank and ancillary system
users.

I Common >> Access Rights >> Grant/Revoke System Privileges >>
Grant/Revoke System privileges — search screen >> Click on the search button >>
Grant/revoke system privilege — new/edit screen >> Click on the object privilege
button

I Common >> Access Rights >> Roles >> Roles — search/list screen >> Click on
the grant/revoke privileges button >> Grant/revoke system privilege — new/edit
screen >> Click on the object privilege button

To use this screen, the following Privileges are needed [»]:
I Grant Privilege
I Revoke Privilege

=

GRANT/REVOKE OBJECT PRIVILEGE NEW

Party TCSOTCSOMN + NCEXITRROOY

Priviloge Categary: arty Data Managemant Privilege Name: PDM_CreateParty

- 10,

Deny Option: ves 4-Eyes Option:

Geny Option o -tyes Option:

Mo Rows To Shaw

lllustration 73: Grant/Revoke Cross-System Entity Object Privilege — new/edit screen

Role <Role Name>
OR

Party <Parent BIC + Party BIC>
(0]

User <User Login Name>

Privilege Category Shows the name of the group the privilege belongs to.

Privilege Name Shows the name of the granted privilege.

References for error messages [ [
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I DRGP001

I DRGP002

I DRRP001
Deny Option Shows whether the object privilege is explicitly denied or not.
4-Eyes Option Shows whether the 4-eyes mode is required in order to perform

the activity linked to the object privilege or not.

Administration If the grantee of the privilege is a user or a role, it shows whether
Option the grantee is allowed to grant the same privilege to another user
or role of the same party or not.

If the grantee of the privilege is a party, it shows whether the
party administrator of the grantee party is allowed to grant the
same privilege to other parties or not. If not, the privilege can be

granted only to users and roles of the same party

Secured Element  Shows the element type of the object privilege.

Type

Object/Group Shows the technical identification of the secured group or the
object identification, i.e. parent BIC and BIC, security account
number, cash account number, ISIN.

Deny Option Shows whether the object privilege is explicitly denied or not.

4-Eyes Option Shows whether the 4-eyes mode is required in order to perform
the activity linked to the object privilege or not.

Administration If the grantee of the privilege is a user or a role, it shows whether

Option the grantee is allowed to grant the same privilege to another user

or role of the same party or not.

If the grantee of the privilege is a party, it shows whether the
party administrator of the grantee party is allowed to grant the
same privilege to other parties or not. If not, the privilege can be
granted only to users and roles of the same party

Add/Remove Value

Secured Element  Select the element type of the object privilege from the possible
Type values:
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Parent BIC

Party BIC

ISIN

I System Entity

I Secured Group

I Party

I Security

I Party and its accounts
I Securities Account

I Cash Account

This field is mandatory.

Enter or select the parent BIC of the secured object party.

If the secured element type is set to ‘System Entity’, ‘Party’ or
‘Party and its accounts’ then this field is present and mandatory.
It is not present otherwise.

Required format is: 11 characters.
References for error messages [ [
I DRGP009
I DRGP010
I DRGP013
I DRGP021

Enter or select the party BIC of the secured object party.

If the secured element type is set to ‘System Entity’, ‘Party’ or
‘Party and its accounts’ then this field is present and mandatory.
It is not present otherwise.

Required format is: 11 characters.
References for error messages [}]:
I DRGP009
I DRGP010
I DRGP013
I DRGP021

Enter or select the ISIN of the secured object security.

If the secured element type is set to ‘Security’ then this field is
present and mandatory. It is not present otherwise.

Required format is: 12 characters.
References for error messages [ |

I DRGPO010
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I DRGP013
Securities Account Enter or select the number of the secured object securities
Number account.

If the secured element type is set to ‘Securities Account’ then this
field is present and mandatory. It is not present otherwise.

Required format is: max. 35 characters.

References for error messages [ [:

I DRGPO010

I DRGP013
Cash Account Enter or select the number of the secured object cash account.
Number If the secured element type is set to ‘Cash Account’ then this field

is present and mandatory. It is not present otherwise.
Required format is: max. 34 characters.

References for error messages [ [

I DRGP010

I DRGP013
Secured Group Enter the technical identification of the secured group
Identification identification. If the secured element type is set to ‘Secured

Group’ then this field is present and mandatory. It is not present
otherwise.

Required format is: numeric with max. 9 digits.

References for error messages [ [

I DRGP010

I DRGP013

Deny Option Select whether the object privilege is explicitly denied or not.

References for error messages [ [

I DRGP017

I DRGP021

4-Eyes Option Select whether the 4-eyes mode is required in order to perform
the activity linked to the object privilege or not.

References for error messages [ |:

| DRGP018
Administration Select whether the party administrator of the grantee party is
Option allowed to grant the same privilege to other parties or not. If not
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selected, the privilege can be granted only to users and roles of

the same party.

Add and Submit

This function enables the user to add an item in the ‘Object

privilege’ list by granting the inserted object privilege.

References for error messages [ ]:

I DRGP001
I DRGP002
I DRGP004
I DRGPO005
I DRGP006
I DRGPO0O07
I DRGPO008
I DRGPO009
I DRGPO010
I DRGPO11
I DRGPO012
I DRGPO0O13
I DRGPO016
I DRGPO17
I DRGPO018
I DRGP021
I DRRP001
I DRRP004
I DRRP005
I DRRP006
I DRRP0OO7
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2.3.3.17 Grant/Revoke Roles — Search/List Screen

Context of
Usage
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Delete and Submit This function enables the user to delete the selected item from

Cancel

Reset

the ‘Object privilege’ list and revokes it.

References for error messages [ [:

| DRGPO0O1
I DRGP002
I DRGP004
I DRGP005
I DRGPO006
I DRGPO0O7
I DRGP008
I DRGP009
I DRGPO010
I DRGPO11
I DRGP012
I DRGPO013
I DRGPO016
I DRGPO17
| DRRP0OO1
I DRRP004
I DRRP0OO05
I DRRP0O06
I DRRPOO7

This function enables the user to cancel the process and return

to the previous screen.

This function enables the user to set all fields to default value

and blanks out all optional fields.

This screen contains a number of search fields. By inputting the relevant data,
you can search for:

I Parties and users the role is granted to
I Roles granted to the selected party

I Roles granted to the selected user
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Screen I Common >> Access Rights Management >> Grant/Revoke Roles
Access
Privileges To use this screen, the following Privileges are needed [']:

I Granted roles list query (display button available)
I Grant/revoke role (search button available)

pT—— v m

GRANT/REVOKE ROLES

c Role name j

r Parent BIC: Choose BIC Party BIC: Choose BIC

o Login name (e

(Sl

Illustration 74: Grant/Revoke roles — search screen

Fields Grant/Revoke Roles — Search Criteria
Description
Role
Role Name Select the name of the role.

If the corresponding option is selected, the field is enabled and
mandatory, otherwise it is not available.

Required format is: max. 35x characters.
Parties

Parent BIC Enter or select the parent BIC of the party.

If the corresponding option is selected, the field is enabled and
mandatory, otherwise it is not available.

Required format is: max. 11x characters.
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Party BIC Enter or select the BIC of the party.

If the corresponding option is selected, the field is enabled and
mandatory, otherwise it is not available.

Required format is: max. 11x characters.
User

Login Name Enter or select the login name of the user.

Required format is: max. 35x characters, input sensitive field.

Search The function enables the user to start a search according to the
criteria entered accessing the grant/revoke role — new/edit screen.

Display The function enables the user to start a search according to the
criteria entered accessing the grant/revoke role — details screen.

2.3.3.18 Grant/Revoke Role — Details Screen

Context of This screen displays detailed information on users and parties that are granted a

Usage o
g specific role.
icreen I Common >> Access Rights Management >> Grant/Revoke Roles >>
ccess Grant/Revoke Roles — search/list screen >> Click on the display button
Privileges To use this screen, the following Privilege is needed [/ ]:
I Granted roles list query
Screenshot 20 @ ) common ) Acces Righs anagement ) GrandRevoke fles =

ROLES DETAILS

Role Role02

I

.
| A

Fitter.

|
|

Filter. Fitter.... NCBAESPLCADMIN
TCSOTCSOXXKK ZYAAXECDICE
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lllustration 75: Grant/Revoke role — details screen (role mode)

m

— ROLES DETAILS

Party TCSOTCS0XOX - NCBXITRROO1T

Roles.

lFmer _
National Service Desk (NCB)

Reading role
RoleDMTTest

lllustration 76: Grant/Revoke role — details screen (party roles mode)

=

— ROLES DETAILS

User N8IT NCB Admin1

Roles

.Filter.... _
Advanced Access rights admin

National Service Desk (NCB)
Party Administrator

Reading role

RoleDMTTest

lllustration 77: Grant/Revoke role — details screen (user roles mode)
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Fields Role <Role Name> OR Party <Parent BIC + BIC> OR
Description

User <User Login Name>

Filter Parent BIC Enter the parent BIC of the party to filter the ‘Parties’ and the
‘Current Granted Parties’ lists.

This field is only available in the ‘Role’ mode.

Required format is: max. 11x characters.

Filter BIC Enter the BIC of the party to filter the ‘Parties’ and the ‘Current
Granted Parties’ lists.

This field is only available in the ‘Role’ mode.

Required format is: max. 11x characters.
Current Granted Parties

Parent BIC Shows the parent BIC of the party.

This field is only available in the ‘Role’ mode.

Party BIC Shows the BIC of the party.

This field is only available in the ‘Role’ mode.

Filter User Enter the login name of the user to filter the current granted users
list.

This field is only available in the ‘Role’ mode.

Required format is: max. 35x characters.

Users Shows the login name of the user the role is granted to.

This field is only available in the ‘Role’ mode.

Filter Role Enter the name of the role to filter the current granted roles list.

This field is only available in the ‘Party Roles’ and ‘User Roles’
mode.

Required format is: max. 35x characters.

Roles Shows the name of the granted role.

This field is only available in the ‘Party Roles’ and ‘User Roles’
mode.
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2.3.3.19 Grant/Revoke Role — New/Edit Screen

Context of This screen contains a number of fields regarding roles. You can grant new roles
Usage to users or parties or revoke those that have been previously granted. This screen
gives also the possibility to select the Parties/Roles/Users that can be granted or
the current granted Parties/Roles/Users that can be revoked. It is possible to
select one single Party/Role/User at time or all the Parties/Roles/Users of a list at

once.
Screen I Common >> Access Rights Management >> Grant/Revoke Roles >>
Access Grant/Revoke roles — search screen >> Click on the search button

I Common >> Access Rights Management >> Roles >> Roles — search/list

screen >> Click on the grant/revoke role button
Privileges To use this screen, the following Privileges is needed [/ ]:

I Grant/revoke role

et r

Screenshot 22 # ) corron )t g oot ) Qs ) Mo | L

GRANT/REVOKE ROLES

Rie Rniell2

- e s s

-I | [reeeec  [rmme |
BITAITROZCE BITAITROZR -
BT 5 BITAITRIZFE A

STAITRDES

= STATADIRD
SITAITRIICE SITATADIRE
EWCHOMEICMI  ABOCCMENCTN
SRCHONSICM ADENCNESTU
EWCHOMEICMI  ASFCCNSAI000
SHCHIMELCM AMSHCMEANDT
SHCHIMEICM  AMIECMIHIO0
EXCHONSOCM! | BARGONSIOH
EXCHONBICMI  BOITCNSHIOH
SWCHONELCM  BCSTCME1O0 ;I

Mo Rows To Show

B e

4DUCEEAN Al n MOEASSPLCADMM

AMANSsesT
ADMMUSERTHOSIEYE

ADINOFCARED
ACHINUSERAUCSDIETE

lllustration 78: Grant/Revoke role — edit screen (role mode)
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Grant/Revoke Roles

T P

GRANT/REVOKE ROLES

Party TCSOTCSOMOC - NCEXITRROOT

.Finer -
ST ;I

FDI Role

PH - Admin DSA
PH - Admin DSS
PH - DMT Role

P AZA Test

Pl ADM Test

Pl Admin CTS Test
Pl CDM Test

Pl OPS EFI Test
PROD Admin DSA
Party Administrator
ROLECBMT
ROLEFICE

[

]DDDEIEIDDDEIDDEIEI[II

L

[ comoommsrors |
[

National Service Desk (NCB)

Reading role
RoleDMTTest

lllustration 79: Grant/Revoke role — edit screen (party roles mode)

R Grant/Revoke @&

GRANT/REVOKE ROLES

User NBIT NCB Admin

B
| E—
PB Reading Role ;I
PB System Entity Role
PBx-AT(E) Role 1

POM Role

PH - Admin DSA

PH - Admin DSS

PH - DMT Role

PM A2A Test

PM ADM Test

PM Admin CTS Test
PM CDM Test

PM OPS EFI Test
PROD Admin DSA
ROLECBMT

OO0O0o0oDO0ooDoOoooDooooao

El

Current Granted Roles

Advanced Access rights admin
National Service Desk (NCB)
Party Administrator

Reading role

RoleDTTest

I
]
m}
o
m}
o

lllustration 80: Grant/Revoke role — edit screen (user roles mode)
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Fields Role <Role Name> OR Party <Parent BIC + BIC> OR
Description

User <User Login Name>

Filter Parent BIC Enter the parent BIC of the party to filter the ‘Parties’ and the
‘Current Granted Parties’ lists.

This field is only available in the ‘Role’ mode.
Required format is: max. 11x characters.
Filter BIC Enter the BIC of the party to filter the ‘Parties’ and the ‘Current
Granted Parties’ lists.
This field is only available in the ‘Role’ mode.

Required format is: max. 11x characters.
Parties

Parent BIC Shows the parent BIC of the party.

Reference for error message [ 1:
I DRGR002
| DRGR005

This field is only available in the ‘Role’ mode.

Party BIC Shows the BIC of the party.

Reference for error message [ |
I DRGR002
I DRGR005

This field is only available in the ‘Role’ mode.
Current Granted Parties

Parent BIC Shows the parent BICs of the parties which are currently granted
the role.

This field is only available in the ‘Role’ mode.

Party BIC Shows the BICs of the parties which are currently granted the role.

This field is only available in the ‘Role’ mode.

Filter User Enter the login name of the user to filter the ‘Users’ and ‘Current
Granted Users’ lists.

This field is only available in the ‘Role’ mode.

Required format is: max. 35x characters.
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Users Shows the login name of the user.

Reference for error message [ |
I DRGR002
I DRGR005

This field is only available in the ‘Role’ mode.

Current Granted Shows the names of the users which are currently granted the role.

Users This field is only available in the ‘Role’ mode.
Filter Role Enter the name of the role to filter the ‘Roles’ and ‘Current Granted
Roles’ lists.

This field is only available in the ‘Party Roles’ and ‘User Roles’
mode.

Required format is: max. 35x characters.

Roles Shows the name of the role.

Reference for error message [ 1
I DRGRO001
I DRGR003
I DRGRO0O7

This field is only available in the ‘Party Roles’ and ‘User Roles’
mode.

Current Granted Shows the name of the roles which are currently granted to the
Roles user or party.

Reference for error message [ |
I DRGR004

This field is only available in the ‘Party Roles’ and ‘User Roles’

mode.
Grant This function enables the user to grant the selected role to the

party or the user by moving the selected items from the ‘Not
Granted’ list to the ‘Granted’ list.
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Reference for error message [ 1
I DRGRO001
I DRGRO002
I DRGR003
I DRGR0O05
I DRGROO7
I DRGR008
I DRGR009

Revoke This function enables the user to revoke the selected role from the
party or the user by moving the selected items from the ‘Granted’
list to the ‘Not Granted’ list.

Reference for error message [ |:
I DRGRO001
I DRGRO002
I DRGR004
I DRGR005

2.3.3.20 Privileges — Search/List Screen

Context of This screen allows the authorised users to search for the Privileges.
Usage . . o .
The Service Operators can additionally manage the Privileges creating new ones

or editing, deleting or restoring existing ones.

The result list is sorted by default by “Name”, “Description”, “Privilege type”.

Screen I Common >> Access Rights Management >> Privileges >> Search
Access
Privileges To use this screen, the following Privileges are needed [']:

I Privilege query
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PRIVILEGE LIST

L

Status
Hame

Funetion Name

T

Privilege Type

Functional Technical Iden... =

Active PDM_CreateParty FOM_CreateRarty ‘Object PDM_CreateParty POM_Createrany

Active PDM_UpdateParty PDM_UpdateParty Object PDM_UpdateParty POM_UpdateParty

Actve PDM_DeleteParty PDM_DeleteParly Object PDM_DeleteParty PDM_DeleteParty

Active SDM_ PDM_ System PDM_ PDM_C OUNErpCs

Active SDM_UpdateE! ferpC. PDIM_UpdateE ounterpC System PDM_Up CounterpC. PDIM_UpdateEligibieCounterpC @
Actve SDM_DX terpCs PDM_D ounterpCs  System PDM_DX POM_D

Aciive NCO_CreateTec! POM_ System PDM_CreateTec! POM_CreateT & O
Active PDM_L POM_L System PDIM_UpdateTechnAddressNet! PDM_LpdateTechnAddresshet{

Actve NCO_D PDM_DeleteTec! System PDM_DeleteTechnAddressNetS PDIM_DeleteTechnAddressNetS O
Active SDM _ SDM_Ci Object SDM _« SDM_C O
Actve SDM_U SOM_L System SDM_UpdateSecurity SOM_UpdateSecurity

Active SDM_DeleteSecurity SOM_DeleteSecurity System SDM_DeleteSecurity SOM_DeleteSecurty O
Active SDM_CreateAuto-CollEligibiityl  SDM_CreateAuto-CollEliginiityl.  System SDM_CreateAuto-CollEligibiityl SDM_CreateAuto-CollEligibiltyl

Actve SDM_UpdateAuto- SDM_UpdateAuto-C System SDM_UpdateAuto-CollEhgibiltyl SDI_UpdateAuto-ColEligibilty( °
Active SDM_Delet il SDM_DeieteAuto- System SDM_Delet i SOM_Dedet e

Illustration 81: Privilege — search/list screen

Privileges - Search Criteria

GrantReveke Privilege

Status

Name

Privilege Type

Function Name

Select the status of the Privilege from the possible values:
I All
I Active (default value)

I Deleted

Enter the name of the privilege.

Required format is: max. 35x characters.

Select the type of privilege from the possible values:
I All (default value)

I System

I Object

Enter the name of the function associated to the privilege.

Required format is: max. 35x characters.
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Status Shows the status of the Privilege.
Name Shows the name of the privilege.
Description Shows the description of the privilege.
Privilege Type Shows the type of the Privilege.
Function Name Shows the name of the function associated to the Privilege.
Functional Technical Shows the functional technical identification of the privilege.
Identification

All rights reserved.

Search

Reset

New

(Service Operator
Only)

Edit
(Service Operator
Only)

Delete

(Service Operator
Only)

Restore

(Service Operator
Only)

Revisions

(Service Operator
Only)

This function enables the User to start a search according to the
entered criteria. The results are displayed in a list on the same
screen.

This function enables the User to set default search criteria and
blanks out all optional criteria.

This function enables the User to create a new Privilege.

This function enables the User to edit the selected Privilege.

This function enables the User to delete the selected Privilege,
after confirmation.

If the status of the selected Privilege is already set to ‘Deleted’,
this function is not available.

This function enables the User to restore a previously deleted
Privilege.

If the status of the selected Privilege is already set to ‘Active’,
this function is not available.

This function enables the User to access the Display Revisions
List screen related to the selected Privilege.
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Grant/Revoke This function enables the User to access the Grant/Revoke
Privilege privileges Search screen.

2.3.3.21 Secured Groups - Search/List Screen

Context of
Usage

Screen
Access

Privileges

Screenshot

All rights reserved.

This screen contains a number of search fields. By inputting the relevant data, you
can search for secured groups. The search results will be displayed in a list, which
is sorted by the values of the ‘Secured Group Identification’ column in ascending
order (default setting). After selecting an entry, you can proceed further by clicking
on the buttons below.

This screen is not relevant for CSD participant, external CSD, payment bank or
ancillary system users.

I Common >> Access Right Management >> Secured Groups >>Search

To use this screen, the following Privileges are [/ ] needed:
I Secured Group list query

I Secured Group Details query

I Delete Secured Group

SECURED GROUP LIST

Status Active v

Secured Group Identification Secured Group Type I Farikes "

Parent BIC o B Party BIC

[ 2o | ooe |
Status = Secured Group Identification B

Active 500017800
Active 500019800

000000

lllustration 82: Secured Groups — search/list screen
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Fields_ ) Secured Groups — Search Criteria
Description
Status Select the status of the Secured Group from the possible values:
I Al

I Active (default value)

I Deleted
Secured Group Enter the identification number of the Secured Group.
Identification Required format is: max. 9x characters.
Secured Group Select the type of secured group. Possible values are:
Type I Parties

I Securities

I Securities Accounts
I Cash Accounts

This field is mandatory.

Parent BIC Enter or select the parent BIC of the secured party.
This field is only available if the secured group type is set to
‘Parties’.
Required format is: max. 11x characters.

Party BIC Enter or select the BIC of the secured party.
This field is only available if the secured group type is set to
‘Parties’.
Required format is: max. 11x characters.

ISIN Enter or select the ISIN of the secured security.
This field is only available if the secured group type is set to
‘Securities’.

Required format is: max. 12x characters.

Securities Account Enter or select the number of the secured securities account.

Number This field is only available if the secured group type is set to
‘Securities Account’.

Required format is: max. 35x characters.

Cash Account Enter or select the number of the secured cash account.

Number This field is only available if the secured group type is set to
‘Cash Account'.

Required format is: max. 34x characters.
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Secured Groups — List
Status Shows the status of the Secured Group.
References for error messages [ [:
I DRDT002
I DRDT005
I DRDT044
Secured Group Shows the identification number of the Secured Group
Identification

All rights reserved.

Search

Reset

Edit

Details

Delete

This function enables the user to start a search according to the
filled in criteria.

This function enables the user to set default search criteria and
blanks out all optional criteria.

This function enables the user to create a new Secured Group.

This function enables the user to edit the details of the selected
Secured Group.

If the status of the selected Secured Group is set to ‘Deleted’,

this function is not available.

This function enables the user to display the details of the
selected Secured Group.

This function enables the user to delete the selected Secured
Group

If the status of the selected Secured Group is already set to
‘Deleted’, this function is not available.

References for error messages [ [
I DRDTO001
I DRDT002
I DRDT040
I DRDTO050
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Revisions This function enables the user to display the revisions list of the
selected Secured Group.

Restore This function enables the user to restore the selected Secured
Group.

If the status of the selected Secured Group is already set to
‘Active’, this function is not available.

2.3.3.22 Secured Group - Details Screen

Context of  This screen displays detailed information on the selected secured group. The user
Usage can check the data and proceed further by clicking on the buttons below.

This screen is not relevant for CSD participant, external CSD, payment bank or
ancillary system users.

Screen I Common >> Access Right Management >> Secured Groups — search/list screen
Access . .
>> Click on the search and/or details button

Privileges  1q yse this screen, the following Privileges ['] are needed:
I Delete Secured Group
I Secured Group Details query

Screenshot | DD KD R S Ko XA e

SECURED GROUP DETAILS

Status: Active Secured Group Identification: 500017800

N
/)

Secured Group Type: Parties
Edit

Delete

Parent BIC = PartyBIC =

CSDMESPMMXX PARLESPMXXX
Revisions

0000«

lllustration 83: Secured Group — details screen
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Fields_ _ Secured Group
Description

Status Shows the status of the Secured Group.

If the status is set to ‘Deleted’, the selected Secured Group
cannot be deleted or edited.

If the status is set to ‘Active’, the selected Secured Group cannot
be restored.

References for error messages [ [
I DRDT002
I DRDT044

Secured Group Shows the identification number of the Secured Group.
Identification

Secured Group Shows the type of the Secured Group.
Type

Secured Objects

Parties

Parent BIC Shows the parent BIC of the secured party.
This field is only available if the secured group type is set to
‘Parties’.
References for error messages:
I DRDTO003
I DRDTO005

Party BIC Shows the BIC of the secured party.
This field is only available if the secured group type is set to
‘Parties’.
References for error messages [ |:

I DRDT003
I DRDT005

Securities

ISIN Shows the ISIN of the secured security.

This field is only available if the secured group type is set to
‘Securities’.

References for error messages [ [
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Buttons

All rights reserved.

I DRDT003
I DRDT005

Securities Accounts

Securities Account Shows the number of the secured securities account.

Number This field is only available if the secured group type is set to

‘Securities Account’.

References for error messages [ |:
I DRDT003

I DRDTO005

Cash Accounts

Cash Account Shows the number of the secured cash account.

Number This field is only available if the secured group type is set to

‘Cash Account’.

References for error messages [ [:
I DRDTO003

I DRDTO005

Edit This function enables the user to edit the details of the selected
Secured Group.

If the status of the selected Secured Group is set to ‘Deleted’,
this function is not available.

Delete This function enables the user to delete the selected Secured
Group.

If the status of the selected Secured Group is already set to
‘Deleted’, this function is not available.

References for error messages [ ]:
I DRDTO001
I DRDT002
I DRDTO040
I DRDTO050
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Restore This function enables the user to restore the selected Secured
Group.

If the status of the selected Secured Group is already set to
‘Active’, this function is not available.

References for error messages [ [
I DRDTO001
I DRDTO003
I DRDTO005
I DRDTO040
I DRDTO044

Revisions This function enables the user to display the revisions list of the
selected Secured Group.

2.3.3.23 Secured Group — New/Edit Screen

Context of This screen enables the user to create a new Secured Group or to modify an
Usage existing one, previously selected.

icreen I T2S >> Access Right Management >> Secured Groups >> New
ccess
I T2S >> Access Right Management >> Secured Groups >> Search >> click on

New or Edit button

Privileges To use this screen, the following Privileges ['] are needed:
I Create Secured Group
I Update Secured Group

Screenshot | KD N RIS RS K X o

SECURED GROUP UPDATE

Secured Group Identification: 500017800 Secured Group Type:

i)

Parties L

/
(i
.

Reset
Parent BIC: I [ Party BIC I S

Cancel

000

Pary BIC =

CSDMESPMMXX PARLESPMXXX
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lllustration 84: Secured Group — new/edit screen

Fields_ _ Secured Group
Description

Secured Group Shows the identification number of the secured group.
Identification This field is present only in edit mode, it is mandatory and read
only.
Secured Group Enter the type of secured group from the possible values:
Uyee I Parties
I Securities

I Securities Accounts
I Cash Accounts
This field is mandatory.
This field is read-only in edit mode.

References for error messages [ [

I DRCT002
I DRUT002
Secured Objects
Parties
Parent BIC Enter or select the parent BIC of the secured party.

This field is mandatory and visible only if the secured group type
is set to ‘Parties’.

Required format is: 11x characters.
References for error messages [ [
I DRCT002
I DRCTO003
I DRUT002
I DRUTO007
I DRUTO008

Party BIC Enter or select the BIC of the secured party.

This field is mandatory and visible only if the secured group type
is set to ‘Parties’.

Required format is: 11x characters.

All rights reserved. Page 289



[S BANCA DITALIA BANCODEESPANA

e g ™ tAPrgeEL
References for error messages [ [:
I DRCT002
I DRCTO003
I DRUT002
I DRUTO007
I DRUTO008
Securities
ISIN Enter or select the ISIN of the secured security.

Securities Account
Number

Cash Account
Number

All rights reserved.

This field is mandatory and visible only if the secured group type
is set to ‘Securities’.

Required format is: 12x characters.
References for error messages [ [:
I DRCT002
I DRCT003
I DRUT002
I DRUTO007
I DRUTO008

Securities Accounts

Enter or select the number of the secured securities account.

This field is mandatory and visible only if the secured group type
is set to ‘Securities Account’.

Required format is: 35x characters.
References for error messages [ |
I DRCT002
I DRCT003
I DRUT002
I DRUTO007
I DRUT008

Cash Accounts

Enter or select the number of the secured cash account.

This field is mandatory and visible only if the secured group type
is set to ‘Cash Account’. The specified cash account must be an

Required format is: 35x characters.
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References for error messages [ [:
I DRCT002
I DRCT003
I DRUT002
I DRUTO007
I DRUT008

Submit This function enables the user to create or edit a Secured Group.
References for error messages [ |
I DRCTO001
I DRCT002
I DRCTO003
I DRUTO001
I DRUT002
I DRUTO003
I DRUTO0Q7
I DRUTO008

Reset This function enables the user to set all fields to default value

and blanks out all optional fields.

Cancel This function enables the user to cancel the process and return

to the previous screen.

2.3.3.24 User Access Rights Check - Search Screen

Context of This screen allows the authorised users to search for Users Access Rights.

Usage Users can search for all access rights granted to the system users of a given
party.
Screen I Common >> Access Right Management >> User Access Rights Check >>
Access
Search
Privileges To use this screen, the following Privileges are needed:

I Access Rights Query
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Screenshot DT ) N v o)

USER ACCESS RIGHTS LIST

lllustration 85: User Access Rights Check — search screen

Fields User Access Rights Check - Search Criteria
Description

Deletion Status Select the status of the User Access Rights from the possible
values:

1 All
I Active (default value)

I Deleted

Lock Status Select the status of the User Access Rights from the possible
values:

I All

I Not Locked (default value)

I Locked
Access Rights Select the status of the User Access Rights from the possible
Scope values:

I No Privileges (default value)
I Privileges

I Privileges and objects

Parent BIC Enter or select the parent BIC of the party.

Required format is: max. 11x characters.

Party BIC Enter or select the BIC of the party.

Required format is: max. 11x characters.

Search This function enables the User to start a search according to the
entered criteria. The results are displayed on a different screen.

Reset This function enables the User to set default search criteria and
blanks out all optional criteria.
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2.3.3.25 User Access Rights - List Screen

Context of  This screen contains the list of the system users of the selected parties, their roles

Usage . - .

9 (comprehensive of privileges and possible extended/reduced data scopes) and
their system privileges with possible extended/reduced data scopes. Each user
can see only data related to the party they belong to.

The result depends on the data selected in the User Access Rights — search
screen.
Screen I Common >> Access Right Management >> User Access Rights Check - Search
Access .
screen >> Click on the Search button
Privileges To use this screen, the following Privileges are needed:
I Access Rights Query
Screenshot 2] 8 ) Cormon ) AR Mg ) _Use s R O )
Party
General Info

U2A Last Login

Role System Privileges

| Roename = | Padegename = |Dem = ld4fe = Admmsmton =

No Rows To Show

System Privileges

[CPrvegerame = oy = g = s =] |
PDM_CreateParty Mo Me Yes IE‘
PDM_UpdatePary Mo Ne Yes IE‘
PDOM_DeletePary Mo Me Yes IE‘
DCA_CreateT2SDedicatedCashAczount No Ne Ne E
DCA_UpdateT25DedicatedCashAccount No Ne Ne E
DCA_DeleteT25 DedicatedCashAccount No Ne Ne E
DCA,_CreateCreditemerandumBalance No Ne Ne
DCA_UpdateCreditMemerandumBalanca No Ne Ne

lllustration 86: User Access Rights Check — search screen
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Fields User Access Rights — List screen
.

Party
Parent BIC Shows the parent BIC of the party whose user/s are
shown.
Party BIC Shows the party BIC of the party whose user/s are
shown

Party Short Name  Shows the short name of the party whose user/s are

shown

User ‘System User’ — general info

Deletion Status Shows the status of the user.

Login Name Shows the Login Name of the user.

System User Shows the system user reference associated to the user.
Reference

Lockout Shows the Lockout status of the user.

Creation Date Shows the creation date of the user.

Deletion Date Shows the deletion date of the user.

U2A Last Login Shows the last U2A login of the user.
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User ‘System User’ — Role System Privileges

Role Name Shows the name of the role assigned to the user.
Privilege Name Shows the name of the privilege.
Deny Shows the deny option associated to the correspondent

system privilege.

4-Eyes Shows the 4-eyes mode associated to the correspondent

system privilege.

Administration Shows the administration option associated to the correspondent

system privilege.

User ‘System User’ — Role System Privileges - Object Privileges

Secured Element  Shows the element type of the object privilege

Type

Object/Group Shows the technical identification of the secured group or the
object identification, i.e. parent BIC and BIC, security account
number, T2S dedicated cash account number, ISIN.

Deny Shows the deny option associated to the correspondent
object privilege.

4-Eyes Shows the 4-eyes option associated to the correspondent
object privilege.

Administration Shows the administration option associated to the correspondent

object privilege.

User ‘System User’ — System Privileges

Privilege Name Shows the name of the privilege.

Deny Shows the deny option associated to the correspondent

system privilege.

4-Eyes Shows the 4-eyes option associated to the correspondent

system privilege.

Administration Shows the administration option associated to the correspondent

system privilege.
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User ‘System User’ — System Privileges - Object Privileges

Secured Element  Shows the element type of the object privilege

Type

Object/Group Shows the technical identification of the secured group or the
object identification, i.e. parent BIC and BIC, security account
number, T2S dedicated cash account number, ISIN.

Deny Shows the deny option associated to the correspondent
object privilege.

4-Eyes Shows the 4-eyes option associated to the correspondent
object privilege.

Administration Shows the administration option associated to the correspondent

object privilege.

Search This function enables the User to start a search according to the
entered criteria. The results are displayed on a different screen.

Reset This function enables the User to set default search criteria and
blanks out all optional criteria.

2.3.4 Message and Reports

2.3.4.1 Message Subscription Rule Sets — Search/List Screen

Context of This screen contains a number of search fields. By inputting the relevant data,

Usage you can search for message subscription rule sets. The search results are
displayed in a list, which is sorted by the values of the ‘Rule Set Identification’
column in ascending order (default setting). After selecting an entry, you can
proceed further by clicking on the buttons below.

Screen I Common >> Messages and Reports >> Message Subscription Rule Set >>

Access
Search

Privileges To use this screen, the following Privileges are needed [']:

I Message subscription rule set list query
I Message subscription rule set details query
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I Delete message subscription rule set

Screenshot O Xy

Message Subscription Rule Sets

m

MESSAGE SUBSCRIPTION RULE SET LIST

Status: Active j

Service: Al j LR

Valid From: from yyyy-mm-dd # o Valid From: to yyyy-mm-dd & ©
Valid To: from yyyy-mm-dd @ O Valid To: to yyyy-mm-dd B ©
Positive/Negative Parameter Set: All j

Interested Party: Parent BIC: Choose BIC Interested Party: Party BIC: Choose BIC

-

-

Acti TIPS SERVICE 500090140 RS RPM 16 2019-12-31 2020-01-10 Positive. TCSOTCS000( NCBXARRRXXX TCSOTCS0XXX NCBXARRROX
Active T2RTGS COMF 500090141 Test 2019-12-03 2019-12-11 Positive: TCSOTCSOXXX NCBXARRRXXX TCSOTCSOXXX NCBXARRRXXX! o Delete

O Details

Revisions

Total rows: 2

lllustration 87: Message Subscription Rule Set — search/list screen

Fields Message Subscription Rule Set — Search Criteria
Description

Status Select the status of the Message Subscription Rule Set from the

possible values:
I All
I Active (default value)

I Deleted

Reference for error message [ |:
I DRDEO03
| DRDE044

Service Select the type of Service of the Message Subscription Rule Set
from the possible values:

I All (default value)

I TIPS SERVICE

I T2 CLM COMPONENT

I T2 RTGS COMPONENT
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I T2S AND CRDM COMPONENT

Reference for error message [ 1:
| DRDEO04

Name Enter the Name of the Message Subscription Rule Set to be
searched.

Reference for error message [ 1:
I DRDE200

Required format is: max. 35x characters.

Valid From: from Enter the lower bound of the search range for the date from which
the Message Subscription Rule Set is valid or use the calendar
icon.

Required format is: Date.

Valid From: to Enter the upper bound of the search range for the date from which
the Message Subscription Rule Set is valid or use the calendar
icon.

Required format is: Date.

Valid To: from Enter the lower bound of the search range for the date until which
the Message Subscription Rule Set is valid or use the calendar
icon.

Required format is: Date.

Valid To: to Enter the upper bound of the search range for the date until which
the Message Subscription Rule Set is valid or use the calendar
icon.

Required format is: Date.

Positive/Negative  Select in which way the message subscription rule set must be
Parameter Set used from the possible values:

I All (default value)
I Positive

I Negative

Interested Party: Enter or select the Parent BIC of the interested party.

Parent BIC
Reference for error message [ ]:

I DRDE002

Required format is: max. 11x characters.
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Interested Party: Enter or select the Party BIC of the interested party.

Party BIC
Reference for error message [ |:

I DRDE002

Required format is: max. 11x characters.

Message Subscription Rule Set — List

Status Shows the status of the Message Subscription Rule Set.

Reference for error message [ ]
| DRDEOO3
| DRDEO44

Service Shows the service to which the Message Subscription Rule Set is
applied for.

Reference for error message [ 1:

| DRDEO04
Rule Set Id Shows the Message Subscription Rule Set Technical Identifier.
Name Shows the Name of the rule set.

Reference for error message [ 1:
I DRDE200

Valid From Shows the date from which the Message Subscription Rule Set is
valid.

Reference for error message [ ]
I DRDEOO3
I DRDEOO6

Valid To Shows the date until which the Message Subscription Rule Set is
valid.

Reference for error message [ |:
| DRDEOO3
| DRDEO06

Positive/Negative ~ Shows if the Message Subscription Rule Set is used in a positive
or negative way.
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Creator Party: Shows the Parent BIC of the creator party.
Parent BIC

Creator Party: Party Shows the BIC of the creator party.
BIC

Interested Party: Shows the Parent BIC of the interested party.

Parent BIC
Reference for error message [ |:

I DRDE002

Interested Party: Shows the Party BIC of the interested party.

Party BIC
Reference for error message [ ]:

I DRDE002

Search This function enables the user to start a search according to the
filled in criteria.

Reset This function enables the user to set default search criteria and

blanks out all optional criteria.

New This function enables the user to create a new Message
Subscription Rule Set.

Edit This function enables the user to edit the details of the selected
Message Subscription Rule Set.

If the status of the selected Message Subscription Rule Set is
already set to ‘Deleted’, or it is closed, this function is not available.

Delete This function enables the user to delete the selected Message
Subscription Rule Set.

If the status of the selected Message Subscription Rule Set is
already set to ‘Deleted’, or it is closed, this function is not available.

Reference for error message [ 1:
| DRDEOO1
| DRDE003
| DRDEO40
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Restore This function enables the user to restore the selected Message
Subscription Rule Set.

If the status of the selected Message Subscription Rule Set is
already set to ‘Active’, this function is not available.

Reference for error message [ 1
I DRDEOO1
I DRDE002
I DRDE004
I DRDEOO6
I DRDEO44
I DRDE200
I DRDE300

Details This function enables the user to read the details of the selected
Message Subscription Rule Set.

Revisions This function enables the user to display the revisions of the
selected Message Subscription Rule Set.

2.3.4.2 Message Subscription Rule Set — Details Screen

Context of This screen displays detailed information on the selected message subscription

Usage . . . .
rule set. It also contains a number of fields regarding message subscription rules
set, for which you can enter new data or edit existing data. You can check the
data and proceed further by clicking on the buttons below. Message Subscription
Rule List is only shown after clicking on the related button, if the user is granted
with the required privileges. Same principles applied for editing or deleting a
Message Subscription Rule.

This screen also allows you to show the list of related Message Subscription
Rules, including their details on the same list.

Screen I Common >> Messages and Reports >> Message Subscription Rule Set >>

Access Message Subscription Rule Set — search/list screen >> Click on the search and/or

details button

Privileges To use this screen, the following Privileges are needed [']:
I Message subscription rule set details query
I Delete message subscription rule set
I Message subscription rule list query
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I Update message subscription rule
I Delete message subscription rule
Screenshot  ©EDICIEN) [Ty MEmTrTEy | reey) Cr LF)
MESSAGE SUBSCRIPTION RULE SET
DETAILS
Status: Active Service: T2 RTGS COMPONENT
Rule Set Id: 500091140 Name: RTGS Rule Set 001
Description: RTGS Account Holder Rule Set 001 Positive/Negative parameter set: Positive e =
Valid From: 2020-01-11 Valid To: 2020-12-31
Delete
Creator Parent BIC: TCSOTCSOXKK Creator Party BIC: NCBXITRROO1

Interested Parties o
Revisions

Pany BC
NCBXITRR001 PBBKITRRO01
NCBXITRR001 PMBKITRR250

Total rows: 2

Rules

Status: Active j

S S Seus Riks S Ve = ukdmemowman |

Active 1 5001190: 2020-03-30 0C 2020-04-30 0( (Message Type = camt.019) as aaa
Active 2 5001330: 2020-05-15 0 2020-12-30 0( (Cash Account = RTGSCASHACCO001) as RTGS
Active 3 5001320 2020-05-15 00 2020-12-30 0( (Message Type = admi.004) as RTGS
Active 100 5001200: 2020-04-02 0( 2020-04-30 0( (Message Type = camt.054) as AAA
Active 122 5001300 2020-05-08 0 2020-05-31 00 (Message Type = pacs.002 and Underlying Message Type = pacs.009) as Bl
. | _"d
Total rows: 6 > =

lllustration 88: Message Subscription Rule Set — details screen

Fields Message Subscription Rule Set
Description

Status Shows the status of the Message Subscription Rule Set.

If the status is set to ‘Deleted’, the selected Message Subscription
Rule Set cannot be deleted or edited.

If the status is set to ‘Active’, the selected Message Subscription
Rule Set cannot be restored.

Reference for error message [ |:
| DRDEOO3
| DRDEO44

Service Shows the service to which the Message Subscription Rule Set is
applied for.
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Reference for error message [ ]

I DRDE004

Rule Set Id Shows the technical identification of the Message Subscription
Rule Set.

Name Shows the name of the Message Subscription Rule Set.

Reference for error message [ ]

I DRDE200
Description Shows the description of the Message Subscription Rule Set.
Valid From Shows the date from which the Message Subscription Rule
Set is valid.

Reference for error message [ ]:
| DRDEOO3
| DRDEO06

Valid To Shows the date until which the Message Subscription Rule

Set is valid.

Reference for error message [ 1:
| DRDEO03
| DRDEO06

Positive/Negative  Shows the way in which the message subscription rule set shall
parameter set be used.

Creator Parent BIC Shows the Parent BIC of the Party who sets up the rule sets for
the “Interested Parties”.

Creator Party BIC  Shows the Party BIC of the Party who sets up the rule sets for the
“Interested Parties”.

Interested Parties

Parent BIC Shows the Parent BIC of the interested party.

Reference for error message [ 1
I DRDE002

Party BIC Shows the Party BIC of the interested party.
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Reference for error message [ ]
| DRDE002

Rules

Status

Status

Seq.

Rule

Valid From

Valid To

Select the status of the Message subscription rule from the
possible values:

I All
I Active (default value)

I Deleted

Shows the status of the Message Subscription Rule.

If the status is set to ‘Deleted’, the selected Message Subscription
Rule cannot be deleted or edited.

If the status is set to ‘Active’, the selected Message Subscription
Rule cannot be restored.

Reference for error message [ ]
I DRDF002
I DRDF003
I DRDF044

Shows the sequence related to the Message Subscription

Rule.

Reference for error message [ 1
| DRDF005

Shows the technical identification of the Message Subscription
Rule.

Shows the date from which the Message Subscription Rule is
valid.

Reference for error message [ |:
| DRDF003
I DRDF007

Shows the date until which the Message Subscription Rule is valid.

Reference for error message [ |:
| DRDF003
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I DRDF008
Rule Boolean Shows the parameters applicable to the rule.
Expression

All rights reserved.

Edit This function enables the user to edit the details of the displayed
Message Subscription Rule Set.

If the status of the displayed Message Subscription Rule Set is
already set to ‘Deleted’, or itis closed, this function is not available.

Delete This function enables the user to delete the displayed Message
Subscription Rule Set.

If the status of the displayed Message Subscription Rule Set is
already set to ‘Deleted’, or itis closed, this function is not available.

Reference for error message [ 1:
| DRDE001
| DRDE003
| DRDE040
Restore This function enables the user to restore the displayed Message
Subscription Rule Set.

If the status of the displayed Message Subscription Rule Set is
already set to ‘Active’, this function is not available.

Reference for error message [ |
I DRDEOO1
I DRDE002
| DRDEO0O4
| DRDE006
| DRDE044
I DRDE200
| DRDE300

Revisions This function enables the user to display the revisions of the

displayed Message Subscription Rule Set.

Add Rule This function enables the user to create a new Messages
Subscription Rule.
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Revisions This function enable the user to access the Revisions — Select/List

screen related to the selected Messages Subscription Rule.

2.3.4.3 Message Subscription Rule Set — New/Edit Screen

SO”tEXt of This screen contains a number of fields regarding message subscription rule sets.
sage You can enter new data or edit existing data. Afterwards you can proceed further
by clicking on the buttons below.
Screen I Common >> Messages and Reports >> Message Subscription Rule Set >>
Access
New
I Common >> Messages and Reports >> Message Subscription Rule Set >>
Message Subscription Rule Set — search/list screen >> click on New or Edit button
Privileges

To use this screen, the following Privileges are needed [']:
I Create Message Subscription Rule Set
I Update Message Subscription Rule Set

Screenshot  OEIEEpEmmy;

Message Subscription Rule Sets

-

MESSAGE SUBSCRIPTION RULE SET NEW

Name:

service: I Choose. j Description:
Valid From: I Yyyy-mm-dd & O Valid To: yyyy-mm-dd s 0 O Submit
Positive/Negative: I j o pes
Cancel
Creator Parent BIC: Creator Party BIC:
Interested Parties
At least one interested Party must be defined
x |+
Parent BIG = | ParyBic =

No Rows To Show

Total rows: 0

lllustration 89: Message Subscription Rule Set — new/edit screen

Fields Message Subscription Rule Set
Description

Rule Set Id Shows the technical identification of the Message Subscription
Rule Set.

This field is visible only in edit mode and it is read-only.
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target

Name

Description

Service

Valid From
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Enter the name assigned to the Message Subscription Rule Set.

Reference for error message [ |:
I DRCE200

I DRUE200

This field is mandatory.

Required format is: max. 35x characters.

Enter the description assigned to the Message Subscription Rule
Set.

This field is mandatory.

Required format is: max. 350x characters.

Select the service to which the Message Subscription Rule Set
shall be applied for. Possible values:

I TIPS SERVICE

I T2 CLM COMPONENT

I T2 RTGS COMPONENT

I T2S AND CRDM COMPONENT

Reference for error message [ 1:
I DRCEO03
This field is mandatory.

This field is read-only in edit mode.

Enter the date from which the Message Subscription Rule Set is
valid or use the calendar icon.

Reference for error message [ ]:

I DRCEO009

I DRCEO10

I DRUE205

I DRUE206

I DRUE207

This field is mandatory in create mode.

In edit mode, if the date is in the past and if the user is different
from Service Operator, this field is read-only. Otherwise the field
should be editable.

Required format is: Date.
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Valid To Enter the date until which the Message Subscription Rule Set is
valid or use the calendar icon.

Reference for error message [ 1:
I DRCEO10
I DRUE206
I DRUE207

Required format is: Date.

Positive/Negative  Select the way in which the Message Subscription Rule Set must
parameter set be used from the possible values:

I Positive
I Negative
This field is mandatory.

For TIPS and T2, only Positive value is possible.

Creator Parent BIC Enter or select the Parent BIC of the Party who sets up the rule
sets for the “Interested Parties”.

This field is mandatory in create mode.
This field is read only in edit mode.

This field is visible only when the user is Service Operator, NCB
or CSD user.

If the user is a NCB user, this field contains the parent BIC of the
party the user is performing the operation belongs to.

Reference for error message [ 1
I DRCEOO1
I DRCEO0O6
I DRUEO10

Required format is: max. 11x characters.

Creator Party BIC  Enter or select the Party BIC of the Party who sets up the rule sets
for the “Interested Parties”.

This field is mandatory in create mode.
This field is read only in edit mode.

This field is visible and enabled only when the user is Service
Operator, a NCB or a CSD .

Reference for error message [ |:

I DRCEO01
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I DRCE006
I DRUEO10

Required format is: max. 11x characters.

Interested Parties

Parent BIC Enter or select the Parent BIC of the interested party.

Reference for error message [ |:

I DRCEO002

I DRCE005

| DRUE004

I DRUE0O5

I DRUEOO7

I DRUEO10

This field is mandatory in create mode.

Required format is: max. 11x characters.

Party BIC Enter or select the Party BIC of the interested party.

Reference for error message [ ]:

I DRCEO002

I DRCEOO5

I DRUEOO4

I DRUEOO5

I DRUEOOQ7

I DRUEO10

This field is mandatory in create mode.

Required format is: max. 11x characters.

Submit This function enables the user to create or edit a Message
Subscription Rule Set.

Reference for error message [ |:
I DRCEOO1
I DRCEO002
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I DRCEO003
I DRCEO005
I DRCEO006
I DRCE009
I DRCEO10
I DRCE100
I DRCE200
I DRCE300
| DRUEOO1
I DRUEOO3
I DRUEOO4
I DRUEOOS
I DRUEOO6
I DRUEOO7
I DRUEOO8
I DRUEO10
I DRUE200
I DRUE205
I DRUE206
I DRUE207
I DRUE300

Reset This function enables the user to set all fields to default value

and blanks out all optional fields.

Cancel This function enables the user to cancel the process and return to
the previous screen.

2.3.4.4 Message Subscription Ru